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ARl e

Working together for a safer Scotland

PUBLIC MEETING - AUDIT AND RISK ASSURANCE COMMITTEE
THURSDAY 20 JANUARY 2022 @ 1000 HRS
BY CONFERENCE FACILITIES
AGENDA

CHAIR’S WELCOME

APOLOGIES FOR ABSENCE

CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE

DECLARATION OF INTERESTS

Members should declare any financial and non-financial interest they have in the items of
business for consideration, identifying the relevant agenda item, and the nature of their
interest.

MINUTES OF PREVIOUS MEETINGS: THURSDAY 14 OCTOBER B Baverstock
2021 (attached)

The Committee is asked to approve the minutes of these meetings.

ACTION LOG (attached) A Cameron
The Committee is asked to note the updated Action Log and approve

the closed actions.

INTERNAL AUDIT

Internal Audit Progress Report 2021/22 (attached) Azets
- Final Report Fire Safety Enforcement (attached)

- Final Report Learning and Development (attached)

Progress Update — Internal Audit Recommendations (attached) Azets

The Committee is asked to scrutinise these reports.

INDEPENDENT AUDIT/INSPECTION ACTION PLAN UPDATE
(attached) M McAteer

The Committee is asked to scrutinise this report.

Please note that this meeting will be recorded and published on the SFRS Website.
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EXTERNAL AUDIT

Update - Report to the Audit and Risk Assurance Committee and the
Auditor General For Scotland 2020/21 (attached)

Deloitte Audit Dimensions and Best Value Report for Year Ended 31
March 2021 (attached)

The Committee is asked to scrutinise these reports.

INTERNAL CONTROLS UPDATE

Overview of Strategic Risk Register and Committee Aligned Directorate
Risks (attached)

Anti-fraud and Whistleblowing (verbal)

The Committee is asked to scrutinise these reports.

QUARTERLY UPDATE ON HMFSI BUSINESS (attached)

The report is for information only

QUARTERLY UPDATE OF GIFTS, HOSPITALITY AND INTERESTS
REGISTER (attached)

The report is for information only

REVIEW OF ACTIONS

FORWARD PLANNING

Committee Forward Plan Review (attached)

Items for Consideration at Future Integrated Governance Forum, Board
and Strategy Day meetings

DATE OF NEXT MEETING
Thursday 30 March 2022 @ 1000 hrs

PRIVATE SESSION

16

17

MINUTES OF PREVIOUS PRIVATE MEETINGS: THURSDAY 14
OCTOBER 2021 (attached)

The Committee is asked to approve the minutes of these meetings.

PRIVATE ACTION LOG (attached)

The Committee is asked to note the updated Action Log and approve
the closed actions.

Deloitte

J Thomson

D Johnston
J Thomson

HMFSI

D Johnston

A Cameron

B Baverstock

B Baverstock

A Cameron

Please note that this meeting will be recorded and published on the SFRS Website.

ARAC/Agenda/20220120 Page 2 of 3

Version 1.0 13/01/2022



OFFICIAL
18 CYBER SECURITY PENETRATION TESTING UPDATE (attached)

The Committee is asked to scrutinise this report.

19 ORGANISATIONAL SECURITY UPDATE (attached)

The Committee is asked to scrutinise this report.

P Stewart/
S Fox

M McAteer

Please note that this meeting will be recorded and published on the SFRS Website.
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Agenda
Item 5
FIRE AND RESCUE SERVICE
Working together for a safer Scotland
PUBLIC MEETING - AUDIT AND RISK ASSURANCE COMMITTEE
THURSDAY 14 OCTOBER 2021 @ 1330 HRS
BY CONFERENCE FACILITIES
PRESENT:
Brian Baverstock, Chair (BB) L Bloomer, Deputy Chair (LBI)
Paul Stollard (PS) Tim Wright (TW)
Mhairi Wylie (MW)
IN ATTENDANCE:
Ross Haggart (RH) Deputy Chief Officer
John Thomson (JTh) Acting Director of Finance and Procurement
David Johnston (DJ) Risk and Audit Manager
Gary Devlin (GD) Internal Audit (Azets)
Matthew Swann (MS) Internal Audit (Azets)
Gillian Callaghan (GC) Internal Audit (Azets)
Pat Kenny (PK) External Audit (Deloitte)
Caroline Jamieson (CJ) External Audit (Deloitte)
Scott Semple (SS) Head of POD
Robert Scott (RS) HMEFSI
Kirsty Darwent (KD) Chair of SFRS Board
Richard Whetton (RW) Head of Governance, Strategy and Performance
Heather Greig (HG) Board Support Executive Officer
Debbie Haddow (DH) Board Support/Minutes
OBSERVERS:
Karen Horrocks, Assistant Verification and Risk Officer
Lorna Smith, Scottish Government
1 CHAIR’S WELCOME
1.1 The Chair opened the meeting and welcomed those participating via conference facilities.
1.2 The Committee were reminded to raise their hands, in accordance with the remote

meeting protocol, should they wish to ask a question.

13 This meeting would be recorded and published on the public website.
2 APOLOGIES
2.1 Martin Blunden, Chief Officer

Mark McAteer, Director of Strategic Planning, Performance and Communications
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CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE
The Committee discussed and agreed that Item 18 (External Audit — Annual report to
Members and Auditor General for Scotland) and Item 19 (SFRS Draft Annual Report and
Accounts 2019/20), would be heard in private session due to confidential financial
information not already in the public domain and matters considered of a confidential
nature in line with Standing Orders (Item 9E and 9G respectively).

No further items were identified.

DECLARATION OF INTERESTS
None.

MINUTES OF PREVIOUS PUBLIC MEETING:
Thursday 8 July 2021
The minutes were agreed as an accurate record of the meeting.

Thursday 26 August 2021 (Special)
The minutes were agreed as an accurate record of the special meeting.

Matters Arising
There were no matters arising.

The minutes of the meeting held on 8 July 2021 and 26 August 2021 were approved
as atrue record of the meetings.

ACTION LOG
The Committee considered the action log and noted the updates.

Iltem 14.2 Quarterly Update of Gifts, Hospitality and Interests Register (08/07/2021):
The Committee were still keen to understand the effectiveness of the new Fraud Policy,
however, they noted that the process for gathering feedback had been initiated. DJ
outlined his proposal for gathering further feedback and engagement with Directorates. It
was agreed that this action would be closed.

The Committee noted the updated Action Log and approved the removal of
completed actions.

INTERNAL AUDIT

SFRS Internal Audit Progress Report 2021/22

GD presented a report to the Committee which summarised the progress on the delivery
of the 2021/22 Internal Audit Plan and the following key points were highlighted:
Completion of Remote Working Audit

e  Completion of fieldwork for Fire Safety Enforcement Audit

e Planning underway for the Learning and Development Audit

e  Status of Key Performance Indicators (green)

In regard to KPI 4 (customer feedback), the Committee were reminded that this was
gathered through an iterative process. DJ noted that the relationship with Azets was
positive and there was a good level of engagement throughout the Service. Should any
areas of improvement be identified, these would be discussed and actioned. GD confirmed
there was positive and strong engagement with a focus on continuous improvement for
both Azets and the Service.

ARAC/Minutes/20211014 Page 2 of 8 Version 0.1 14/10/2021



7.1.3
7.1.4

7.1.5

7.1.6

7.1.7

7.1.8

7.1.9

7.1.10

7.1.11

7.1.12

7.2
7.21

7.2.2

7.2.3

DRAFT - OFFICIAL

Final Report — SFRS Remote Working

MS advised the Committee of the outcome of the audit which found the SFRS’s
arrangements for remote working reflected good practice and identified 5 areas of
improvement.

SS acknowledged the positive report and noted that the Service were still in the learning
process and developing the concept. SS informed the Committee that a series of staff
agile working workshops had been held and some of the feedback aligned with the audit
findings. SS noted that the Agile Working Group had been convened to develop and
implement the Agile Working Framework.

JT to confirm with ICT colleagues to provide clarification on the status of the multi factor
authentication project.
ACTION: JT

The Committee commented on the increased risk to data security/personal safety and the
potential risk to staff feeling isolated or disconnected from the Service. SS noted that both
personal safety and cyber security were important and at the forefront of guidance for staff
which was similar to the Lone Working guidance. SS reminded the Committee that Agile
Working was only one option available to staff and that this may not work for the individual
or wider team. There would still be an expectation and need for individuals to maintain
connections to reduce the risk of them becoming or feeling isolated.

In regard to the staff survey undertaken by Azets, the Committee commented on the small
sample size and MS advised that this was due to issues with accessing the data to contact
individuals direct.

In regard to training, SS noted that a range of training including mandatory elements was
currently being developed. He noted the differing opinions/attitudes of and the challenges
faced by managers, however, the Service were asking managers to be open and willing to
trial and test agile working options.

RH reminded the Committee that due to the ongoing restrictions, the Service were still
unable to fully understand the true implementation of agile working.

The Committee commented that this was an extremely positive report and highlights the
significant progress the Service had made in responding to the challenges of enforced
remote working.

The Committee scrutinised the progress report and the final report.

Progress Update — Internal Audit Recommendations

MS presented a report to the Committee outlining the status of the recommendations raised

by Internal Audit noting the inclusion of a comments section from Azets on previous

outstanding recommendations. The following key areas were highlighted:

¢ New arrangements agreed regarding reviewing older actions to check the relevance of
the action.

e Both the Fraud and Risk Policies were being presented at today’s meeting and it was
anticipated that this would remove several outstanding actions in the coming months.

The Committee noted and welcomed the new arrangements for reviewing older
recommendations with a view to streamlining the report.

In regard to Recommendation 4 (Water Planning), DJ advised the Committee that further
assurance was required to evidence how the work was progressing. RH noted that the
overarching risk on water planning had been deescalated due to the positive action taken
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with Scottish Water. The Committee would welcome an update at the next meeting
(January 2022).
ACTION: DJ

The Committee commented on the numerous revised timescales and noted the potential
reasons ie over ambitious, impact of Covid, reliance on 3" parties, etc. The Committee
have asked for some focus to be given around recommendations where there are multiple
date changes and to report back at the next meeting.

ACTION: Azets

The Committee welcomed the update and the progress being made.

INDEPENDENT AUDIT/INSPECTION ACTION PLAN UPDATE

RW presented a report to the Committee outlining the arrangements for managing

audits/inspections reports and associated action plans and provided an update on the

progress relating to the Audit Scotland report. The following key points were highlighted:

¢ Audit and Inspection overview dashboard which provides high level details of all action
plans.

e Audit Scotland Report (May 2018) Action Plan; Further 2 actions completed, revised
timescale for last remaining action (Retained Duty System Terms and Conditions).
Overall 98% completion.

Typographical error within the title of Appendix B, was identified and amended.
The Committee scrutinised the report.

AUDIT DIMENSIONS AND BEST VALUE FOR THE YEAR ENDED 31 MARCH 2021
The Committee were reminded that the draft version of the report had been presented and
discussed at their special meeting on 26 August 2021. An updated report was now
presented to the Committee for completeness and scrutiny of any substantive changes
(since 26 August 2021).

PK confirmed that the report has been amended in line with the discussion on 26 August
and upon receipt of correspondence from the Committee Chair. He outlined the following
main changes:

e Introduction section: Revised to provide clarity that the audit was risk based and
proportionate as per the wider scope guidelines set by Audit Scotland. Therefore, the
audit was likely to identify areas of improvements and should not be read as a comment
on the overall performance of the Service.

e Training Strategy recommendation: Key issue was regularly reporting targets set to
allow effectiveness and implementation of the training strategy to be assessed.

e Outstanding Internal Audit recommendations: Revised narrative to clarify the position.

In regard to the management response, JT confirmed that the Committee’s comments had
been reflected in the action plan and that timescales had been revised to be more realistic.
Following discussions at the pre-agenda meeting (4 October), JT advised the Committee
that further adjustments would be made to provide greater clarity and noted that some
timescales had still to be updated. JT to provide details of these revisions to the next
meeting.

ACTION: JT

The Committee scrutinised the report and confirmed that they were content with the
revisions made.

DRAFT ANTI-FRAUD AND CORRUPTION POLICY
DJ presented a report to the Committee which contained the draft Anti-Fraud and
Corruption Policy for scrutiny and highlighted the following key issues:
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¢ Policy defines the Fraud Framework and aligns with other relevant policies to minimise
the risk of fraud and corruption and enhancing the Service’s overall systems of control.

e To raise awareness and understanding, initial fraud training had been delivered to
some staff and a fraud LCMS training package has been developed and a roll out
programme was being considered. This would also include direct engagement with
Directorates to raise awareness.

o Future reporting would be through the Good Governance Board and ARAC.

DJ clarified that during the initial investigation phase to identify potential fraud,
consideration would be given to the sensitivities of the allegations before briefing the Chief
Officer, etc. He confirmed that should fraud be identified then the Chief Officer, etc would
be informed.

RW briefed the Committee on the role and remit of the Good Governance Board and
agreed to circulate the Terms of Reference for information.
ACTION: RW

The Committee commented on the term “gross negligence” and queried whether this could
be restrictive. DJ advised the Committee that advice had been sought from Legal Services
regarding this term and would confirm the wording used and notify the Chair outwith the
meeting.

ACTION: DJ

DJ reminded the Committee that the purpose of the Anti-Fraud Policy was to raise
awareness, outline processes, highlight potential danger signs/identifiers and its links to
other policies.

JT assured the Committee that any suspected fraudulent activities would be reported to
the Chair of the Board and ARAC as soon as possible, and would then form part of the
regular update report submitted to the Committee.

The Committee scrutinised and, subject to minor amendments, recommended the
Anti-Fraud and Corruption Policy to the Board for approval.

DRAFT RISK MANAGEMENT POLICY

DJ presented a report to the Committee which contained the draft Risk Management Policy

for scrutiny and highlighted the following key issues:

o Policy promotes awareness of risk, provides assurance of adequate controls in place,
and alignment to the Service’s management of risk processes.

e Maturing of the risk framework to further strengthen system of controls and alignment
to risk maturity.

e Policy updated to reflect the current practices such as provision of assurance, ability
for scrutiny at all levels, increased awareness and engagement.

¢ Need for period of stability to embed the framework (as outlined in the Internal Audit ‘s
report on Risk Management).

e Future Strategy Day session on Risk Appetite (January 2022).
Portfolio Office were developing new documentation and this would be aligned to the
new risk management practices and framework.

¢ Revised reporting template had been well received, provides greater transparency and
scrutiny at all management levels. This has generated an increase in requests for
further information and work was ongoing to develop an additional level to look at
functional and project risks within the reporting tool.

The Committee noted the risk appetite session at a future strategy day and indicated that
during this session a discussion on how the risk description and scoring reflected on the
risk appetite at different points.
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The Committee commented on the need for the Portfolio Office’s reporting of risks to be
aligned with the risk management framework. DJ assured the Committee that he was
engaging with the Head of Portfolio Office, who was aware and keen to ensure alignment.
The Committee acknowledged that the reporting of project risks was well established and
requested that a specific update on the alignment process be included in the risk reporting
at the next meeting (January 2022).

ACTION: DJ

To provide transparency, RS advised the Committee that risk and change management
would be a particular focus of HMFSI going forward. BB thanked RS for this early indication
and would welcome the opportunity to discuss this further outwith the meeting.

The Committee scrutinised and recommended the Risk Management Policy to the
Board for approval.

QUARTERLY UPDATE OF GIFTS, HOSPITALITY AND INTERESTS REGISTER
DJ presented the report to the Committee providing an update on the Gifts, Hospitality and
Interests Register for Quarter 2 2021/22.

The Committee noted their concerns regarding the number of individuals not self-
identifying and the potential lack of awareness and effectiveness of the new policy.
Discussions to be held outwith the meeting to consider areas to be reported on at the next
meeting (January 2022) in order to provide broader assurance around additional actions
being taken where interests are reported.

ACTION: BB/DJ

The Committee noted the report.
(The meeting broke at 1516 hrs and reconvened at 1526 hrs)

INTERNAL CONTROLS UPDATE

a) Overview of Strategic Risk Register and Aligned Directorate Risks

DJ presented the revised Strategic Risk Register (SRR) along with the aligned Directorate
Risks to the Committee and outlined the information contained within the appendices.

DJ provided further clarity on the information being presented within Appendix D
(Directorate Closed Control Summary) and Appendix E (Directorate Closed Risk
Summary).

Regarding changes to risk ratings, DJ confirmed there were no changes during this
reporting period and stated that any changes would continue to be captured and reported
within future reports.

The Committee commented on the opportunity to influence the reporting format/process
and felt that this has been missed. DJ noted that the new format was being presented
today and the Committee still had the opportunity to provide some feedback. BB and DJ
to discuss the format of the report further outwith the meeting.

ACTION: BB/DJ

The Committee noted potential loss of the overarching commentary, details of changes to
risk ratings, effectiveness of controls, etc from the new format of reporting. DJ advised the
Committee that although the format of the report had been revised, the same information
was being presented and, if appropriate, additional information could also be provided. JT
informed the Committee that the new format risk report was well received by the Strategic
Leadership Team and provided additional levels of granularity.

The Committee scrutinised and supported the continued development the report.
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b) Anti-fraud/Whistleblowing Update
JT noted that there were no issues to report.

QUARTERLY UPDATE REPORT ON HMFSI BUSINESS

RS presented the quarterly report to the Committee to provide an update on HMFSI’s

inspection and reporting activity during 2021/22 and the following key areas were noted:

e Local Area Inspection (LAI) for Argyll and Bute now complete and the LAI for Angus
has commenced.

o Formal discussions underway regarding new proposals for annual Service Delivery
Area inspections rather than individual Local Authority area inspections. Further details
would be provided at the next Board Strategy Day (November 2021).

e Thematic Inspection on the Service’s plans and preparedness for the UN Climate
Change Conference had now been completed.

e Fieldwork for the Thematic Inspection re Firefighting in High Rise Buildings was still
ongoing and the final report would be laid before Parliament in May 2022.

o Fieldwork for the Thematic Inspection re Health and Safety - An Operational Focus has
been concluded and the final report would be available in Quarter 4 2021/22.

e Thematic Inspection on the Review of Operational and Protective Equipment had been
deferred and would be rescheduled as necessary. Reminder that Azets previously
carried out an audit on this area.

RS confirmed that potential benchmarking proposals would be included in the Strategy Day
session.

The Committee noted and welcomed the collaborative approach and engagement with the
Inspector. RS thanked the Service for how he and the revised approach had been
accepted.

The Committee noted the report.

REVIEW OF ACTIONS
HG confirmed that 9 formal actions were recorded during the meeting.

FORWARD PLANNING
a) Committee Forward Plan Review
The Committee considered and noted the Forward Plan.

b) Items for Consideration at Future IGF, Board and Strategy Days Meetings
No items were noted.

DATE OF NEXT MEETING
The next meeting is scheduled to take place on Thursday 20 January 2022 at 1000 hrs.

There being no further matters to discuss the public meeting closed at 1605 hrs.

PRIVATE SESSION

18
18.1

19

EXTERNAL AUDIT — ANNUAL REPORT TO MEMBERS AND AUDITOR GENERAL
FOR SCOTLAND

CJ presented the Annual Report to Members and Auditor General for Scotland report to
the Committee and noted some key areas. Th Committee scrutinised the report, noted the
areas still to be finalised, and thanked all those involved in the production of the report.

SCOTTISH FIRE AND RESCUE SERVICE DRAFT ANNUAL REPORT AND ACCOUNTS
2020/21
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19.1 The Committee scrutinised the draft Annual Report and Accounts 2020/21 and, subject to

the satisfactory conclusion of the outstanding issues, recommended the report for approval
by the SFRS Board on 28 October 2021.

19.2 Thanks were extended to all those involved in the preparation of the annual report and
accounts.
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SCOTTISH

Working together for a safer Scotland

OFFICIAL

AUDIT AND RISK ASSURANCE COMMITTEE
ROLLING ACTION LOG

Background and Purpose

A rolling action log is maintained of all actions arising or pending from each of the previous meetings of the Committee. No actions will be
removed from the log or completion dates extended until approval has been sought from the Committee.

The status of actions are categorised as follows:

B Task completed — to be removed from listing
B No identified risk, on target for completion date
Target completion date extended to allow flexibility

Bl Target completion date unattainable, further explanation provided.

Actions/recommendations
Currently the rolling action log contains 9 actions. A total of 7 of these actions have been completed.

The Committee is therefore asked to approve the removal of the 7 actions noted as completed (Blue status), note 2 action categorised as Green
status and note no actions categorised as Yellow status on the action log.

ARACActionLog Page 1 of 3 11/01/2022
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AUDIT AND RISK ASSURANCE COMMITTEE
ROLLING ACTION LOG Working together for » safer Scotland
MlF?;:te Action Lead [?:t?a STQSS Corrlljp:tztlon Position Statement

Meeting Date: 14 October 2021

Item 7.1.6 | Final Audit Report on Remote Working: Completed (20/01/2022): Current
To confirm with ICT colleagues to provide position: MFA we have 2,383 accounts
clarification on the status of the multi completed which is approximately 30% of
factor authentication (MFA) project. all users. ICT are currently going

through a quick quote procurement for
IT January January tokens for all other users comprising

2022 2022 firefighters and control staff who need an
additional means of multi factor
authentication as they are not allowed to
have their mobile phones in the
workplace. Rollout of the tokens will take
into 2022/23.

Item 7.2.3 | Progress Update - Internal Audit Update (20/01/2022): An Audit Spotlight
Recommendations: Recommendation 4 was provided to the Good Governance
(Water Planning), the Committee would Board on 14 December 2021 detailing
welcome an update at the next meeting actions still to be progressed in relation
(January 2022). January to the Water Planning Audit. Meeting

DJ 2022 arranged with Azets and Acting Director
of Finance and Procurement on 12
January and further information will be
provided to ARAC following this
discussion.

Iltem 7.2.4 | Progress Update - Internal Audit Update (20/01/2022): A meeting has
Recommendations: Committee have been arranged between Azets and SFRS
asked for some focus to be given around senior management to discuss long

. January . . A
recommendations where there are Azets 2022 outstanding recommendations. This is
multiple date changes and to report back scheduled to take place on 12 January
at the next meeting. 2022.

ARACActionLog Page 2 of 3 11/01/2022
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Completed (20/01/2022):
Agreed action plan revision dates with
Deloitte:

OFFICIAL
Item 9.3 Audit Dimensions and Best Value for
the Year Ended 31 March 2021: JT to
provide details of these revisions to the January
t ti
next meeting JT 2022
Item 10.3 | Draft Anti-Fraud and Corruption Policy:
Copy of the Terms of Reference for the Januar
Good Governance Board to be circulated RW y
: 2022
to Committee members.
Item 10.4 | Draft Anti-Fraud and Corruption Policy:
DJ advised that Committee that advice
had been sought from Legal Service Januar
regarding this term and would confirm the DJ 2022 y
wording used and notify the Chair outwith
the meeting.
Item 11.3 | Draft Risk Management Policy: Build
into the risk reporting for the January
meeting a specific update on progress of DJ January
the Portfolio Office alignment process for 2022
risk reporting.
Item 12.2 | Quarterly Update of Gifts, Hospitality
and Interests Register: Chair and David
Johnston to hold off table conversation
which will consider areas to be reported BB/DJ January
on at January meeting to provide broader 2022
assurance around additional actions being
taken where interests are reported.
Iltem Overview of Strategic Risk Register
13.1.4 and Aligned Directorate Risks: BB and Januar
DJ to discuss the format of the report DJ 2022y
further outwith the meeting.
ARACActionLog Page 3 of 3

Jazr:)uz"f‘zry « 1.3 Financial Reporting - 31/03/2023
e 1.4 Savings Plan - 31/03/2023
e 2.3 Financial Planning — 31/03/2023
e 2.4 Financial Planning — 31/03/2023
Update (20/01/2022): Terms of
October Reference circulated by email on 15
2021 October 2021.
Completed (20/01/2022): Information
provided to the Chair and Deputy Chair.
October
2021
Completed (20/01/2022): Information
will be contained within ARAC Risk
January Report for January 2022.
2022
Completed (20/01/2022): Discussion
held with Chair of ARAC and DJ with
information to be provided to ARAC in
January January 2022 as part of GHI Report.
2022
Completed (20/01/2022): Discussion
Januar held with Chair of ARAC and DJ
2022 y regarding continued development of risk

report format.

11/01/2022
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SCOTTISH FIRE AND RESCUE SERVICE : '/_ SCOTTISH
v o
Audit and Risk Assurance Committee X Woring together o 3 e Scotand

Report No: C/ARAC/01-22
Agenda ltem: 7.1

Report to: AUDIT AND RISK ASSURANCE COMMITTEE

Meeting Date: | 20 JANUARY 2022

Report Title: SFRS INTERNAL AUDIT PROGRESS REPORT

Board/Committee Meetings ONLY
For Reports to be held in Private

Report _ Specify rationale below referring to
Classification: | FOF Scrutiny Board Standing Order 9

A | B | C | D|E E | G
1 Purpose
11 To provide a summary of progress in the delivery of the 2021/22 Internal Audit plan.
2 Background

2.1 This report is intended to enable the Audit and Risk Assurance Committee (ARAC) to
consider the progress to date in the delivery of the audit plan for 2021/22.

3 Main Report/Detail

3.1 To provide confirmation of the progress made in relation to all audits contained within the
2021/22 agreed audit plan and to confirm that the audit programme is generally
progressing as planned, although we are recommending that the Workforce Planning
(Retained Duty System (RDS) Firefighters) review is deferred to 2022/23.

4 Recommendation

4.1 To note the contents of the report and to consider our proposal to defer the Workforce
Planning (RDS Firefighters) review and use the budget allocated to this review for the
investigation into the misappropriation of Smoke Detectors and Trauma Bags.

5 Key Strategic Implications

5.1 Risk
5.1.1 | The internal audit programme forms part of the Service’s Assurance Framework.

5.2 Financial
5.2.1 | There are no direct implications associated with the report.

5.3 Environmental & Sustainability
5.3.1 | There are no direct implications associated with the report.

54 Workforce
5.4.1 | There are no direct implications associated with the report.

5.5 Health & Safety
5.5.1 | There are no direct implications associated with the report.

ARAC/Report/InternalAuditProgressReport Page 1 of 2 Version 1.0: 06/01/2022
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5.6 Training

5.6.1 | There are no direct implications associated with the report.

5.7 Timing

5.7.1 | The report notes progress in relation to audits to be undertaken in the 2021/22 financial
year.

5.8 Performance

5.8.1 | Internal audit is intended to support the service and where relevant identify areas where
performance can be enhanced.

5.9 Communications & Engagement

5.9.1 | Individual reports are issued and agreed with management for each of the audit
assignments contained within the progress report and are presented separately to the
Audit and Risk Assurance Committee throughout the year.

5.10 Legal

5.10.1 | There are no direct implications associated with the report.

5.11 Information Governance

5.11.1 | Collection or use of personal data has not been required in the preparation of the Internal
Audit Progress Report. For this reason, a Data Protection Impact Assessment has not
been required.

5.12 Equalities

5.12.1 | For each audit assignment, relevant directors need to consider whether an Equality and
Human Rights Impact Assessment is applicable in respect of any recommendations made.

5.13 Service Delivery

5.13.1 | There are no direct implications associated with the report.

6 Core Brief

6.1 Not applicable

7 Appendices/Further Reading

7.1 Appendix A — Internal Audit Progress Report (January 2022)

Prepared by: Gill Callaghan, Senior Manager, Azets

Sponsored by: | John Thomson, Acting Director of Finance and Procurement

Presented by: | Matthew Swann, Associate Director, Azets

Links to Strategy and Corporate Values

Working Together for a Safer Scotland

Governance Route for Report Meeting Date (Féeport Clessiiesien

omments
Audit and Risk Assurance Committee 20 January 2022 For Scrutiny

ARAC/Report/InternalAuditProgressReport Page 2 of 2 Version 1.0: 06/01/2022
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Summary

This paper provides the Audit and Risk Assurance Committee with a summary of internal audit activity since its
last meeting.

Status of internal audit reviews 2021/22

Complete
B Draft report
M Fieldwork complete
Fieldwork in progress
H Planned
H Planning
Audit Deferred

Audits completed since last Audit and Risk Assurance
Committee meeting

The following audits have been completed since the last Audit and Risk Assurance Committee meeting:

e Learning and Development (Leadership Programme); and
e Fire Safety Enforcement

Action for Audit and Risk Assurance Committee

The Audit and Risk Assurance Committee is asked to note the contents of this report. We also invite any
comments on the format or content of this report.

Gary Devlin, Audit Partner gary.devlin@azets.co.uk 0131 473 3500
Matt Swann, Associate Director matthew.swann@azets.co.uk 0131 473 3500
Gill Callaghan, Senior Manager gill.callaghan@azets.co.uk 0131 473 3500

azets.co.uk Scottish Fire & Rescue Service Internal Audit Progress Report
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2021/22 audit plan progress

Ref and Name of report

. Remote Working

DEVES Current status Planned Actual ACC

ACC

Complete

C3. Fire Safety Enforcement Complete i Jan22
B1. Learning and Development Complete Jan 22
E2. ICT and Data Security Follow Up Fieldwork Complete -
) Audit Deferred
D3. Workforce Planning -
(See below)
C5. Environmental Sustainability Planned -
C4. Programme Office Planning -

F1.

Follow up of outstanding
recommendations Q1

Complete Jul 21

F1.

Follow up of outstanding
recommendations Q2

Complete Oct 21

F1.

Follow up of outstanding
recommendations Q3

Complete Jan 22

F1.

Follow up of outstanding
recommendations Q4

Planning -

G1.

Annual report

n/a n/a Jul 22 -

Complete

Description

Audit work complete and report has been agreed and finalised

Draft Report

A draft report has been issued

Fieldwork complete

The audit work is complete but the draft report has not yet been issued.

Fieldwork in progress

The audit work is in progress.

Planned

The scope and timing of the audit has been agreed with management

Planning

The scope and/or timing of the audit has yet to be agreed with management

Audit Deferred

Audit assignment deferred to following year

2
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Deferral of Workforce Planning (RDS Firefighters) Review

We are recommending that the Workforce Planning (RDS Firefighters) review is deferred to 2022/23. Initial
scoping discussions with senior management revealed that the Workforce and Strategic Resourcing Plan 2018-
2021 which includes RDS Firefighters currently needs to be developed to reflect current needs. A number of
potential areas for the scope of the review were discussed but at each point it appeared that work was either at
the preliminary stages, work in progress and/or there were issues of which SFRS management are already
aware so an audit at this stage may not be particularly helpful. There did not appear to be sufficient progress to
review at this stage where we feel that we could add value. We are of the opinion that this is a question of the
timing of the review and believe that next year the service will be further along with a new Workforce and
Strategic Resourcing Plan as well as further progress in relation to the Service Delivery Model Programme
which will be the catalyst for further change going forward.

The deferral of this review will not impact our ability to provide an annual opinion on SFRS’s governance, risk
management and internal control frameworks.

We suggest that, in the absence of another auditable area which we can substitute for this review, the budget
allocated to this audit assignment is used for the investigation into the misappropriation of smoke detectors and
trauma bags.

azets.co.uk Scottish Fire & Rescue Service Internal Audit Progress Report 3
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KPI status

KPI description : Performance : Status : Comments

: standard

. Actual v planned hours per
audit

Audits completed
within days approved
by ARAC

All audits completed within
agreed allocated days

* See notes below

All invoices have been
approved prior to being issued
by Azets

2. Cost of service by grade Allocation of time per
¢ grade as agreed with
management and
provided for approval
prior to invoicing

3. Cost per audit Costs per audit based
¢ on allocated staff
undertaking audits

4. Completion of customer Risk and Audit Key matters to be fed back to
feedback on each audit i Manager to hold post Azets at quarterly contract
demonstrating satisfactory  : audit discussion with management meetings, with
performance i key contacts agreed actions implemented to

i drive further improvement in
service delivery.

5. Percentage of follow up i For recommendations Discussions have been held

recommendations completed raised by Azets 90+% with management to ensure

on time of recommendations completion dates are prompt
completed within but realistic.
agreed timescales
Key

More than 15% away from target
Within 15% of target

Achieved

e It was agreed that an additional 1 day could be used from the contingency budget allocation for our attendance at
the special ARAC meeting held on 26 August 2021.

e Remote Working Review — an additional 1.5 days was used to attend additional meetings and make further
amendments to the audit report due to a query raised by SLT after the report had been finalised.

e Fire Safety Enforcement Review — an additional 2.25 days was required due to extra time taken to request and
obtain information in relation to the reporting of fire safety hazards.

4 Scottish Fire & Rescue Service Internal Audit Progress Report azets.co.uk



25

© Azets 2022. All rights reserved. Azets refers to Azets Audit Services Limited. Registered in England & Wales
Registered No. 09652677. VAT Registration No. 219 0608 22.

Registered to carry on audit work in the UK and regulated for a range of investment business activities by the Institute
of Chartered Accountants in England and Wales.



26

A~/ AZETS

Scottish Fire and Rescue Service
Internal Audit Report 2021/22

Fire Safety Enforcement

December 2021

Iy




27



28

Scottish Fire and Rescue Service
Internal Audit Report 2021/22

Fire Safety Enforcement

Executive Summary 1
Management Action Plan 4
Appendix A — Definitions 11
Audit Sponsor Key Contacts Audit team
Stuart Stevens, Director David Dourley, Protection Area Gary Devlin, Partner
of Service Delivery Commander Matthew Swann, Associate
: Garry Marshall, Head of Fire Safety i Director
i Enforcement :

i Gillian Callaghan, Senior Audit
: Manager

i Lilitha Konini, Internal Auditor
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Executive Summary

Conclusion

In general, SFRS has established a sound framework for fire safety enforcement with local delivery
plans setting out annual risk-based programmes of fire safety audits and appropriate sanctions
being imposed when breaches are found. In addition, appropriate reporting arrangements were
found in respect of performance and progress relating to fire safety enforcement activities.

Three areas for improvement were identified, the most significant of these being the need to ensure
the process for dealing with reports of fire safety hazards is clear and formally documented including
the need to log all reports received locally and the need to ensure the process is clear for members
of the public who wish to report a hazard or breach of legislation. The remaining areas for
improvement related to the need to review and update procedures and to maintain a central register
of training undertaken by Fire Safety Enforcement Officers. Implementation of our recommendations
will enhance controls over fire safety enforcement within SFRS.

Background and scope

SFRS is responsible for enforcing fire safety within Scotland under Part 3 of the Fire (Scotland) 2005. Each
year a risk-based programme of visits is carried out by Fire Safety Enforcement Officers with the aim of
ensuring that the necessary steps have been taken to manage fire hazards within organisations’ premises.
Additionally, SFRS is required to respond to any reports of fire hazards. SFRS has the authority to impose
various sanctions in relation to any breaches in fire safety ranging from fines which are issued by the courts to
prohibition notices. In more serious cases of non-compliance, SFRS will liaise with the Crown Office Procurator
Fiscal Service (COPFS) and may submit a report to the COPFS who in turn may instigate legal proceedings. All
SFRS reports submitted to the COPFS will be processed via the SFRS legal department.

As a result of restrictions imposed by the Scottish Government in response to the COVID-19 pandemic, a
process was introduced in July 2020 so that fire safety audits could be carried out remotely. As these
restrictions were gradually lifted, SFRS continued to carry out a hybrid programme of visits with some audits
being carried out in person and some performed remotely.

In accordance with the 2021/22 Internal Audit Plan, we reviewed the controls in place over Fire Safety
Enforcement to ensure that SFRS is meeting it statutory responsibilities in this area.

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 1
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Control assessment

m 1. An appropriate governance framework is in place in
relation to fire safety enforcement including relevant
policies and procedures and structures to support the
implementation of national policy in this area.

2. A planned, risk-based programme of fire safety visits is
carried out in an effective and efficient manner by
appropriately trained Fire Safety Enforcement Officers.

3. Appropriate arrangements are in place to respond to any
reports of fire safety hazards.

= 4. Appropriate sanctions are imposed in relation to any
breaches in fire safety identified and any actions taken are
subject to appropriate authorisation and, where relevant,
legal advice.

m 5. Appropriate management information and reporting
arrangements are in place in respect of the progress of the
planned programme of visits and the outcome of actions
taken as well as any follow up action required.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
B Grade 1

1

Al o -
0
Control Design Control Operation

Three improvement actions have been identified from this review, all relating to the design of controls
themselves. See Appendix A for definitions of colour coding.

2 Scottish Fire and Rescue Service Fire Safety Enforcement azets.co.uk



32

Key findings
Good practice
We have gained assurance that SFRS’ procedures reflect good practice in a number of areas:

The Fire Safety Enforcement (Protection) Framework for Scotland 2021 provides a sound basis for fire
safety enforcement activities across the service ensuring compliance with relevant legislation and
regulations.

Local Enforcement Delivery Plans set out a risk-based programme of audits to be carried out during the
year.

For the sample of cases we examined, appropriate sanctions had been imposed in relation to any
breaches in fire safety identified and any actions taken were subject to appropriate authorisation and,
where relevant, legal advice.

Reporting arrangements reflect good practice as fire safety enforcement is reported not only to
management but to the Board regularly.

Areas for improvement

We have identified three areas for improvement which, if addressed, would strengthen SFRS’s control
framework in this area:

The need to ensure the process for dealing with reports of fire safety hazards is clear and formally
documented including the need to log all reports received. In addition, the need to ensure the process
is clear for members of the public who wish to report a hazard or breach of legislation.

The need to review and update procedures in a timely manner.

The need to maintain a central register of training undertaken by FSEOs in order to ensure
management have sufficient oversight of training records.

This further discussed in the Management Action Plan below.

Impact on risk register

The SFRS corporate risk register included the following risks relevant to this review:

Ref 1: Ability to improve the safety and well-being of people throughout Scotland through the delivery of
our services.

Ref 6: Ability to ensure legal and regulatory compliance.

We raised a small number of findings in this review and by addressing those findings, this will strengthen the
controls for the risks identified.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 3



33

Management Action Plan

Control Objective 1: An appropriate governance
framework is in place in relation to fire safety
enforcement including relevant policies and
procedures and structures to support the
implementation of national policy in this area.

1.1 Policies and Procedures

The overarching document covering fire safety within SFRS is the Fire Safety Enforcement (Protection)
Framework for Scotland 2021 which was last subject to review in May 2021. The framework sets out the
principles, policies and priorities for the delivery of fire safety enforcement (Protection) throughout Scotland.

Under the framework, each local area has their own Local Enforcement Delivery Plan (LEDP) in place. The
plans are produced at the start of each year to ensure local resources are directed to the premises most at risk
in that area. We examined a sample of LEDPs and confirmed that they had been produced in line with current
national policies and procedures. In addition, they all referenced the Fire (Scotland) Act 2005 and the risk-
based approach that is required by the framework.

The main procedural document in relation to fire safety enforcement is the Audit Procedure and Guidance
document. Part one covers Part 3 of the Fire (Scotland) Act 2005 which sets out the legislative requirements
governing fire safety in non-domestic premises in Scotland.

A Remote Audit Procedure dated July 2020 was also introduced as a consequence of the restrictions imposed
by the Scottish Government in response to the COVID-19 pandemic. Its purpose was to ensure that SFRS
could still fulfil their duties governed by the 2005 Act throughout periods of the national lockdown. The scope of
the procedure includes the highest priority premises: care homes, hospitals, unfamiliar sleeping
accommodation, and other premises locally identified as requiring a follow-up or initial inspection. The scope
also includes premises where visits are required as a matter of urgency.

We note that the Audit Procedure and Guidance document and the Remote Audit Procedure were due for
review in May and July 2021 respectively. However, at the time of audit fieldwork they had not yet been subject
to review. We understand that management are planning to review and merge the procedural documents.

Risk

There is a risk that without timely review and update of procedures, staff could be following procedures that are
no longer relevant or do not reflect current practice/legislation.

Recommendation

As planned, management should review and update the Audit Procedure and Guidance and Remote Audit
Procedure documents.

4 Scottish Fire and Rescue Service Fire Safety Enforcement azets.co.uk
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Management Action

The revised Fire Safety Enforcement Procedure is currently in draft and scheduled for publication early
2022. The review of Audit Procedures, (including the Remote Audit option), is also in progress and will
be published during Q4 21/22.

Action owner: GC Garry Marshall Due date: 31 March 2022

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 5
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Control Objective 2: A planned, risk-based
programme of fire safety visits is carried out in an
effective and efficient manner by appropriately
trained Fire Safety Enforcement Officers.

2.1 Central Training Log

All Fire Safety Enforcement Officers (FSEOSs) are required to complete an eight-week training programme. The
aim of this training is to provide the FSEOs with key knowledge related to fire safety, such as relevant
legislation and guidance in place as well as the fire safety audit procedures. We were advised that the training
also incorporates Fire Safety Modules and that current staff who have completed the existing module provision
will be subject to a Requisite Prior Learning course in order to ensure the new NFCC competency level (level 4
diploma) is met. Furthermore, all newly recruited staff will undertake a Level 4 diploma module course. All
training will align to and acknowledge the NFCC competency framework.

Staff training records are held in their own personal work files. A central register of the fire safety training
undertaken by staff is not maintained. Consequently, as two officers were on annual leave at the time of the
review, we were unable to verify that they had completed the required training as we could not access their
training records.

Risk

Failure to maintain a central register of the fire safety training undertaken by FSEOs increases the risk of
officers not having received the most up to date training as records are not readily accessible to management.

Recommendation

A central register of training undertaken by FSEOs should be maintained in order to ensure that management
have sufficient oversight of training records.

Grade 3

Management Action (Design)

A record of competency will be created to capture qualifications and CPD activity for each FSEO. Local
F+P&P teams will routinely update the register to provide a current “state of the nation” snapshot
capability.

Action owner: GC Garry Marshall Due date: 31 March 2022

6 Scottish Fire and Rescue Service Fire Safety Enforcement azets.co.uk
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Control Objective 3: Appropriate arrangements are in
place to respond to any reports of fire safety
hazards.

3.1 Hazard and Breach Reporting Procedure

There is a process in place for members of the public to report a fire safety hazard to SFRS. However, this
process has not been formalised within a documented procedure nor is the process made clear to members of
the public on the SFRS website. As it stands, fire safety hazards and breaches can be reported to SFRS
through general enquiries on the website or by telephone/email. This is then passed on to the relevant area to
be dealt with by their local fire safety enforcement team.

When a report of a fire safety hazard is received by the local area, this is not currently logged upon receipt. We
were advised that when cases are passed on there is a record of the case held within the PPED system.
However, a report of a fire safety hazard will only be recorded within PPED if action is taken by the local fire
safety enforcement team. If no further action is taken, a record is not maintained locally.

We obtained a sample of reports and confirmed that the fire safety hazard reports were dealt with in an
appropriate time frame and that appropriate documentation had been retained for each case examined.

Risk

There is a risk that members of the public may not know how to report fire safety hazards as the website is not
clear on this resulting in these hazards going unreported. There is also a risk that fire safety breaches may not
be dealt with in a consistent manner due to the lack of a clear and documented procedure in place. Finally, the
failure to log all reports of fire safety hazards received by the local areas increases the risk of a potential breach
being overlooked which could lead to financial loss and severe damage to SFRS’s reputation should the breach
result in a fire and ultimately result in harm or loss of life.

Recommendation

The SFRS website should be updated to make it clearer to the public as to how they can report a fire safety
hazard. In addition, the fire safety hazard reporting process should be formalised within a documented
procedure to ensure that these reports are dealt with in a consistent manner throughout the service. This
should include the need to log all reports of fire safety hazards received locally. This log should record details
such as the date the report is received, the type of fire safety hazard, the officer to whom the report is allocated,
action taken and/or reason given for not pursuing the report. This log should be regularly monitored to ensure
that all reports are dealt with appropriately.

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 7
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y . Grade 3
anagement Action (Design)

FSE will review the current public facing website to ensure that reporting of fire safety issues is
appropriately signposted. Furthermore, a detailed procedure to be followed will be provided to all staff to
ensure consistency, accuracy and recording of all fire safety related complaints

Action owner: GC Garry Marshall Due date: 31 March 2022

Scottish Fire and Rescue Service Fire Safety Enforcement azets.co.uk
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Control Objective 4: Appropriate sanctions are
imposed in relation to any breaches in fire safety
identified and any actions taken are subject to
appropriate authorisation and, where relevant, legal
advice.

No weaknesses identified

Sanctions are allocated on a points-based system. The number of points corresponds to the enforcement level.
The FSEO reserves the right to alter the enforcement level based on certain factors such as a negative attitude
being demonstrated by the premise’s management or where an audit has received a relatively low score, they
my issue an FSA2 notice with all the minor improvement actions to be made even though this is not required.

Following a fire safety audit all paperwork and findings are reviewed by the Prevention and Protection Manager
prior to the outcome being reported to the premises/building owner or manger. The PPED system, where all
audits are logged, will not allow an audit to be classed as "complete” until it has been reviewed by a manager. If
required, legal advice can be sought from SFRS’s in-house legal team.

We confirmed that all audits sampled resulted in appropriate enforcement action based on the compliance level
and score allocated, and that this had been subject to appropriate management review. We are, therefore,
satisfied that SFRS have imposed appropriate sanctions where there have been breaches of fire safety.

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 9
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Control Objective 5: Appropriate management
information and reporting arrangements are in place
In respect of the progress of the planned programme
of visits and the outcome of actions taken as well as
any follow up action required.

No weaknesses identified

Each service delivery area (SDA) is responsible for monitoring their own progress and performance. This feeds
into the performance reports that show each area and their progress towards their individual targets. The
performance reports are produced monthly. Where a particular area is under-performing the Head of Fire
Safety Enforcement will ensure this is discussed with prevention and protection mangers at their area liaison
meeting with consideration given to potential ways of improving performance.

We were advised that each SDA’s progress and performance is also scrutinised at a national level by the
Director via the SD Continuous Improvement Forum.

The SFRS Board meets eight times a year. As part of its agenda, the quarterly Combined Risk and
Performance Report (CRPR) is scrutinised. This report contains updates on actions taken in relation to Fire
Safety Enforcement and progress made against objectives.

10 Scottish Fire and Rescue Service Fire Safety Enforcement azets.co.uk
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

azets.co.uk Scottish Fire and Rescue Service Fire Safety Enforcement 11
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Executive Summary

Conclusion

Controls over SFRS’s leadership programmes were generally found to be operating effectively with
appropriate arrangements in place to inform the content of the training programmes and for
identifying which staff should attend the programmes at the relevant levels. We have identified two
minor areas for improvement relating to feedback and evaluation of training. The first relates to the
need to consider how to maintain a high response rate following participation in virtual learning
programmes. The second relates to how to inform staff of the improvement actions being taken as a
result of the feedback they have provided. Implementation of these recommendations will further
enhance controls over this area.

Background and scope

In order to ensure staff are effective in carrying out their duties and are well motivated, it is essential that any
training needs they have are identified and that appropriate training is delivered in an effective and cost efficient
manner.

Since 2017-18, SFRS has gradually been developing its leadership programme. The programme was initially
devised to develop staff into leadership roles in response to a significant number of officers in senior
management positions being due to retire. As part of the programme, officers are required to attend an
internally held assessment centre. There are different levels of leadership programme depending on the
seniority of the staff involved and, as a result of the COVID-19 pandemic, many elements of the programmes
are now available to complete online.

In accordance with the 2021/22 Internal Audit Plan, we reviewed the controls in place to identify training needs
and deliver leadership training. This review focussed on training delivered under the leadership training
programme only. The training requirements for other members of staff was not be covered in this review.

azets.co.uk Scottish Fire and Rescue Service Learning and Development Internal Audit Report 2021/22 1
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Control assessment m 1. Training needs for potential leaders are identified with a
programme of suitable training developed which aligns with
SFRS’s overall strategy for learning and development and
other related plans and strategies.

m 2. All staff eligible for the leadership training programme
are identified so that they receive the appropriate training
and are developed to their full potential.

= 3. Due consideration is given to selecting the most
effective and cost efficient methods of training delivery in
respect of the leadership training programme including
online learning and collaboration with other emergency
services.

= 4. On completion of the training, feedback is obtained on
the effectiveness of the training given and analysed to
ensure continuous improvement of the programme.

m 5. Appropriate management information and reporting
arrangements are in place in respect of the progress and
effectiveness of the leadership training programme and
this is scrutinised at an appropriate level.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
M Grade 1

1

A D
0
Control Design Control Operation

Two improvement actions have been identified from this review, both of which relate to the design of existing
controls, rather than the compliance with procedures. See Appendix A for definitions of colour coding.

2 Scottish Fire and Rescue Service Learning and Development Internal Audit Report 2021/22 azets.co.uk



49

Key findings

Good practice

We have gained assurance that SFRS’s procedures reflect good practice in a number of areas:

The content of the Leadership development programme for each level is selected by the Leadership
and Skills Development Team based on strategic objectives and core values. The team also meet with
managers and departments to ascertain what the relevant needs, responsibilities and requirements are
and incorporate this into the training.

SFRS use the financial investment schedule alongside the Commodity strategy to set how they expect
to procure and deliver training and the target investment approach for different teams, areas and levels
of management in line with the strategy.

Local Management Review Groups sit quarterly to review management information and feedback.
Progress is reviewed quarterly by the Staff Governance Committee and the Board.

Areas for improvement

We have identified two minor areas for improvement which, if addressed, will strengthen SFRS’s control
framework over this area. These are:

A need to ensure that staff provide feedback following participation in a virtual learning programme in
order to maintain a high response rate and ensure that opportunities to identify areas for improvement
are maximised.

Devise a method of informing staff of the improvement actions being taken as a result of the feedback
they have provided in order to demonstrate that their feedback is valued and, where appropriate, is
being acted upon.

These are further discussed in the Management Action Plan below.

Impact on risk register

SFRS’s corporate risk register included the following risk relevant to this review:

5 — Ability to have in place a suitable skilled, trained and motivated workforce that is well supported
both physically and mentally.

We found that the processes in place to mitigate the above risk when considering the Leadership and
Development Programmes are in place and functioning effectively with the risk being appropriately mitigated.

Acknowledgements
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azets.co.uk

Scottish Fire and Rescue Service Learning and Development Internal Audit Report 2021/22 3



50

Management Action Plan

Control Objective 1: Training needs for potential
leaders are identified with a programme of suitable
training developed which aligns with SFRS’s overall
strategy for learning and development and other
related plans and strategies e.g. succession plans,
recruitment strategies

No Weaknesses Identified

In 2017/18 the SFRS created the Learning and Development framework. The purpose of the framework is to
enable the wider development of organisational performance and culture; strengthen capability, capacity and
build resilience, the Leadership and Development Framework outlines the leadership pathway and suite of
leadership and development interventions, including Leadership Development Programmes being proposed to
develop.... employees. Details of the framework are readily accessible to staff via the i-Hub intranet.

In October 2020 the People and Organisational Development Department introduced a Leadership
Development Centre Policy. The aims and objectives of the policy clearly state the principles which form the
basis for Leadership Development Centres which align with SFRS’s strategic plan and emphasise SFRS’s
commitment to talent management as well as providing a clear path for employees’ succession into leadership
roles.

Since the introduction of the framework, SFRS has launched programmes applicable to the following levels:

Executive level;
Strategic level; and

Supervisory level.

The timing of training programmes is based on need and this is reviewed as part of an ongoing process. The
most recent programme for implementation is the Leadership for Change Programme for strategic and middle
managers.

SFRS’s core values are built into each leadership development programme. When developing the
programmes, the Leadership and Skills Development team meet with managers and departments in order to
discuss responsibilities and their training requirements. In addition, the People and Organisational
Development Department has developed recruitment strategies and succession plans and the Leadership and
Skills Development team ensure that due consideration is given to these when developing and planning
programmes.
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Control Objective 2: All staff eligible for the
leadership training programme are identified so that
they receive the appropriate training and are
developed to their full potential

No Weaknesses Identified

There are various methods via which staff are identified for inclusion on the relevant leadership training
programme. Firstly, SFRS identifies eligible groups for further development through the annual learning needs
analysis process.

Line managers can also nominate their staff for the leadership development programme and on occasion, ad
hoc requests for promotional training come to the Leadership and Skills Development Team through the
workforce planning and resourcing team.

When the resourcing team run promotional campaigns, they identify those staff who have applied for but have
not yet been successful in gaining promotion. These employees are placed into a ‘pool’ until another more
senior position becomes vacant for which they can be considered. Whilst they are in the ‘pool’ they are also
given the opportunity to advance via the leadership development programme in anticipation of any future
promotion.
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Control Objective 3: Due consideration is given to
selecting the most effective and cost efficient
methods of training delivery in respect of the
leadership training programme including online
learning and collaboration with other emergency
services

No weaknesses identified

The Leadership and Skills Development team have developed a financial investment schedule, which sets out
the target investment approach for different teams, areas and levels of management in line with the overall
strategy and Leadership and Development Framework. The Commaodity strategy was first devised in March
2020 and updated in May 2021. The strategy sets out the investment structure in place to support the
implementation of the Leadership and Development Framework. The strategy highlights the current contract
status and spend analysis for each training supplier and indicates how they expect to procure training. The
delivery of training is also detailed within the Project Implementation plan with the desired outcome and benefits
of each training type highlighted.

The content of training and leadership development programmes is informed through the Learning and
Development Framework. The aim of the training is to mirror the type of leadership required at that level and so
the content of that training will be selected to achieve this in line with the budget and overall strategy.

SFRS also collaborates with Police Scotland, the Scottish Ambulance Service, Universities, National Boards
and Institutes to procure and deliver training. Although the Scottish Emergency Service partners are not yet
fully ready to participate in the Leadership Development Programme, the collaborative contracts in place will
give greater opportunity to achieve savings.
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Control Objective 4: On completion of the training,
feedback is obtained on the effectiveness of the
training given and analysed to ensure continuous
improvement of the programme.

4.1 Evaluation Sheets

One method that the SFRS use to gather feedback on training is by providing each participant with an
evaluation sheet for completion so that they can feedback their experiences with the leadership programme
and suggest improvements.

Of the 11 participants that underwent the recent leadership and development programme, we found that 8
individuals had completed an evaluation sheet. Although a 73% completion rate is a reasonable level of
response, due to the low numbers of participants in the training programme there is an increased importance
placed on receiving individual feedback.

We were advised by management that this was the first time that the above course had been delivered virtually
and that virtual feedback forms were issued with the return rate reflecting the transition to virtual learning.

Risk

There is a risk that management are not gaining full and complete feedback on the leadership development
programmes leading to potential opportunities for improvement being missed.

Recommendation

With the transition to virtual learning, management should devise a target response rate in relation to staff
submission of feedback following training and take appropriate action should the target response rate not be
achieved. This will assist in ensuring a consistently high rate of return is achieved.

Management Action

Implement a target response rate of 90% for submission of feedback following leadership, learning and
development programmes.

Action owner: Anne Gordon Due date: 31 March 2022
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4.2 Actions

Once the evaluation sheets have been completed a comprehensive evaluation report is produced. This sets out
the training provided, progress against targets and future actions. The document highlights which elements of
the training the participants found useful and also displays specific comments that have been received in a
readily accessible manner.

Within the Evaluation Report there is a section on Recommendations that have been suggested based on the
evaluation of the participants’ feedback. We believe that there would be added value in reporting these
recommendations internally and the actions that have been taken to address them.

Risk

There is a risk that if the actions taken as a result of the feedback received are not reported internally, staff will
remain unaware of the improvements being made. This could lead to participants believing that their feedback
is not being listened to or acted upon with improvements to training programmes not being implemented.

Recommendation

The Leadership and Skills Development Team should internally report the improvement actions being taken as
a direct consequence of the feedback received in the training evaluation forms. For example, an article could
be posted on the intranet showing 'We received these recommendations last year and these are the actions we
have taken'. This would reinforce the importance of feedback and demonstrate to staff that they are being
listened to and could also encourage potential applicants to take part in the leadership programmes.

Management Action

Report on evaluation feedback recommendations and improvement actions progress for leadership,
learning and development programmes through Learning Partner Group on a quarterly basis and iHub.

Action owner: Anne Gordon Due date: 31 March 2022
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Control Objective 5: Appropriate management
information and reporting arrangements are in
place in respect of the progress and effectiveness
of the leadership training programme and this is
scrutinised at an appropriate level.

No weaknesses identified

Performance against the Leadership and Development Framework is reviewed at various levels of seniority by:
Local Management Review Groups;
The Leadership and Skills Development Team; and
The Staff Governance Committee/Board

Local Management Review Groups sit quarterly and they assess the management information that is fed back
from local managers and make suggestions. Management will review the evaluation sheets and the evaluation
report that documents training, progress against targets and future actions. The Management Review Groups

create an action plan and disseminate out the information to their departments.

The Leadership and Skills Development Team review performance on an ongoing basis at a national level,
looking at progress across all locations and report upwards to the Staff Governance Committee.

We reviewed Board meeting agendas from the last year and were able to confirm that performance on the
effectiveness of the Learning and Development Framework and Leadership Programmes is reported quarterly
to the Board.

The last Leadership Development Programme Centres which were held in person took place in 2019. Following
these, the Staff Governance Committee were presented with the People and Organisational Development
Progress and Performance Report. This was a comprehensive and detailed report that outlined the
performance of the POD Directorate against the priorities set out by Scottish Government. The sections within it
were divided into:

Talent: Deliver and regularly review the Workforce and Strategic Resourcing Plan;

Support, promote and monitor the development of a positive transparent working culture;

Deliver Pay, Reward and Benefits frameworks, maintaining harmonious Employee Relations;
Ensure compliance with employment legislation and the application of efficient working practices;
Operational readiness: training for operational competence;

Health and safety: improvement plan and legislative compliance, health and safety events; and

Wellbeing: managing attendance, fithess and wellbeing services.
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The report went into detail updating the Committee on progress relating to significant successes and
challenges, staff forecasting and succession planning and staff competencies.

The most recent Leadership Development Programme Centre took place virtually in June 2021 with further
virtual training being provided in autumn 2021. We were advised that the evaluation report in respect of the
most recent centre is currently being compiled.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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SCOTTISH FIRE AND RESCUE SERVICE

Audit and Risk Assurance Committee

Report No: C/ARAC/02-22
Agenda ltem: 7.2

Report to: AUDIT AND RISK ASSURANCE COMMITTEE

Meeting Date: | 20 JANUARY 2022

Report Title: SFRS PROGRESS UPDATE/MANAGEMENT RESPONSE

Board/Committee Meetings ONLY
For Reports to be held in Private

Report For Scrutin Specify rationale pelow referring to
Classification: y Board Standing Order 9
Al B|C | D|E]|E]|G

1 Purpose

1.1 To provide Audit and Risk Assurance Committee (ARAC) with the current status of
recommendations raised by Internal Audit.

2 Background

2.1 This report maintains the previous format for updates with the addition of a conclusion of
the current status from Azets.

3 Main Report/Detail

3.1 28 recommendations remain outstanding with the oldest related to audits carried out in
2019/20. Internal Audit are working with management to assess progress and to consider
the extent to which recommendations remain valid.

4 Recommendation

4.1 ARAC is asked to note the content of the report and consider the extended timelines noted
for outstanding recommendations. The ability to close recommendations has been
impacted by COVID-19 and the extent to which timelines remain realistic should be
considered. A further meeting has been scheduled for 12 January 2022 to be held between
Azets and SFRS senior management to discuss long outstanding recommendations.

5 Key Strategic Implications

51 Risk
5.1.1 | The internal audit programme forms part of the Service’s Assurance Framework.

5.2 Financial
5.2.1 | There are no direct implications associated with the report.

5.3 Environmental & Sustainability
5.3.1 | There are no direct implications associated with the report.

5.4 Workforce
5.4.1 | There are no direct implications associated with the report.

5.5 Health & Safety
5.5.1 | There are no direct implications associated with the report.

ARAC/Report/ProgressUpdateon Page 1 of 2 Version 1.0: 06/01/2022
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5.6 Training

5.6.1 | There are no direct implications associated with the report.

5.7 Timing

5.7.1 | The report notes progress made in implementing outstanding audit actions from 2019/20
- 2021/22.

5.8 Performance

5.8.1 | Internal audit is intended to support the service and where relevant identify areas where
performance can be enhanced.

5.9 Communications & Engagement

5.9.1 | Meetings have taken place with management to discuss the implementation of agreed
audit actions and to view evidence confirming work in progress and completed actions.

5.10 Legal

5.10.1 | There are no direct implications associated with the report.

5.11 Information Governance

5.11.1 | Collection or use of personal data has not been required in the preparation of the Follow
Up Progress Report. For this reason, a Data Protection Impact Assessment has not been
required.

5.12 Equalities

5.12.1 | For each recommendation contained within the Follow Up Progress Report, relevant
directors need to consider whether an Equality and Human Rights Impact Assessment is
applicable.

5.13 Service Delivery

5.13.1 | There are no direct implications associated with the report.

6 Core Brief

6.1 Not applicable

7 Appendices/Further Reading

7.1 Appendix A - Progress update

Prepared by: Gill Callaghan, Senior Manager, Azets

Sponsored by: | John Thomson, Acting Director of Finance and Procurement

Presented by: | Matthew Swann, Associate Director, Azets

Links to Strategy and Corporate Values

Working Together for a Safer Scotland

Governance Route for Report Meeting Date ~epert Clessl ey

Comments
Audit and Risk Assurance Committee 20 January 2022 For scrutiny
ARAC/Report/ProgressUpdateon Page 2 of 2 Version 1.0: 06/01/2022
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APPENDIX A
Progress update on Internal Audit Recommendations
Dashboard — Internal Audit Recommendations Still to be Completed
Previous Providers Audit Years Outstanding actions Current Provider Audit Year Audit Actions
Total number of actions Audit | Total Total Still Outstanding %
closed since last ARAC Year No Complete
. Audit Total No Outstanding Actions Complete Actions Grade | Grade | Grade Actions
meeting Year Actions Medium | Low | Actions 3 2 1
* 2019/20 41 3 9 1 68% 20/21 | 32 2 6 2 69%
9 21/22 5 0 0 5 0 0%
No. of Actions still to 28 Priority level of 18/19 and 19/20 Outstanding Actions Priority level of 20/21 and 21/22 Outstanding Actions
be completed 15
On Target to complete 15 15 10
within agreed dates 10
5
Slight delay but 12 5
: 0
evidence o_f progress OR Aug-21 Sep-21 Oct-21 Nov-21 Dec-21
after 3 revised dates 0
Aug-Z}-”gh Sep-21 ﬁg;izulm Nov-21 Lovsec-21 e Graded Grade3 Grade2 Gradel

*Fraud Risk Arrangement Recommendations were split into a number of management responses and an action will remain open until all responses are complete



Outstanding Recommendations with Responsible Action Owners provided updates

OFFICIAL

63

STATUS KEY

GREEN On Target to complete within agreed date

AMBER Slight delay but evidence of progress OR after 3 revised dates

! Major delay or No evidence of progress

Total No No Due % Fully Implemented Part/In Progress Not Implemented
within 6 Complete
2019/20 Water Planning Arrangements months Actions High Medium Low High Medium Low High | Medium Low
7 7 43% 1 2 0 3 1 0 0 0 0
We recommend that the Service Level Agreement (SLA) with Scottish Water is established and agreed Action Date Due 7th Priority % Status
Rec No. | addressed issues around liability and costs. Agreed Revised Date Complete
Responsible Owner Agreement with Scottish Water and SFRS on terms and items to be carried forward for
1 Agreed Respor?s'e inclusion in future MOU and SLA. Draft, finalise & Sign MOU & SLA between Scottish 31 March 2020 31 October 2022 HIGH 75% AMBER
Response & Resilience Water & SFRS.
DACO
Progress to Update Verbal update provided at Good Governance Board meeting held on 14t December. Progress had been on hold as resources focused on COP26 priorities, now this has
finished, work will consume again.
Outstanding actions to close AC Quinn to draw up draft paper proposal to settle accumulated outstanding costs presented by SW for SLT Mid-January
the recommendation Proposal will require approval of SLT prior to agreement. Decision on the paper content will allow SFRS to return to Scottish Water with finalised position.
Agree and finalise SLA
Azets Comments . .
Update noted as well as the revised date for completion.
It is recommended that SFRS ensures that the requirements as detailed within the GIN are implemented Action Date Due 6th Priority % Status
consistently with the support of the Deputy Chief Officer. Agreed Revised Date Complete
Rec No. -
Responsible Owner
2 Agreed Response Consider revision of GIN to include a standardised recording document. Discussions
Response & Resilience with DCO and SDA DACOs regarding inclusion of performance monitoring within SDC 31 December 2019 31 October 2022 HIGH 60% AMBER
DACO/ quarterly reports and HMS high end user requirements to cater for LSO reporting.

SM for Water Planning

Progress to Update

A draft of GIN (General Information Note) being prepared ahead of ICT development (Rec 4) and can then be updated accordingly to meet the new requirements and coincide
with the system rollout. Have also agreed that LCMS (Learning Content Management System) package for GETAC use include app instructions once ICT completed.

Outstanding actions to close
the recommendation

Awaiting completion of Rec 4 before publication.
New revised date will also align with Rec No.4

Azets Comments

Update noted as well as the revised date for completion.
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It is recommended that the HMS system is developed as a matter of urgency to enable the hydrants Action Date Due 5th Priority % Status
Rec No. | information to be updated and system introduced that will enable new technologies to be considered. Agreed Revised Date Complete

4

Responsible Owner
Agreed Response

SM for Water Planning/
Water Planning Team

Work with ICT to address system issues and develop system for SFRS to be rolled out
across SDAs 30 June 2020 31 October 2022 HIGH 50% AMBER

Progress to Update

Verbal update provided at Good Governance Board meeting held on 14t December.

HMS App is in the final stages of testing and development by ICT. Minor bugs/changes have been identified and these are due to be resolved in January 2022.

Before the application can go into production there are two key dependencies that need to be in place, these are access to the updated corporate gazetteer and installation on
the vehicle tablets. Both of these projects are subject to some delay for a number of reasons related to evolving corporate priorities and resourcing difficulties.

The Gazetteer link is currently planned to be ready by end of April which will allow deployment on to Laptops and desktop devices and the in-vehicle tablet upgrades are being
targeted for late summer/early autumn which will allow for deployment to begin to those devices.

Outstanding actions to close
the recommendation

Due to the delays in the development of the HMS App and this predating those now appointed with end user line management responsibility, there will be further liaison
requested with ICT to confirm that this will be fit for purpose.
Part 2 — Upgrades to actual HMS database would commence after phase 1 is complete

Azets Comments

Update noted as well as the revised date for completion.

Rec No.

7

It is recommended that S

ensure that it is effectively monitored with performance reported to SDC. Agreed Revised Date Complete

FRS Water Planning introduce arrangements to oversee the inspection progress and Action Date Due 6" Priority % Status

Responsible Owner
Agreed Response

Response & Resilience
DACO

It was agreed to address this action in a staged approach by having discussions with
DCO and SDA DACOs regarding inclusion of performance monitoring within SDC
quarterly reports. And for guidance to be provided to LSO Management teams on
future reporting function of HMS to monitor performance.

31 March 2020 31 October 2022 MEDIUM 75% AMBER

Progress to Update

Initial discussions between former R&R DACO and SDA DACO’s had taken place.

Outstanding actions to close
the recommendation

Guidance/process will be provided to meet the new requirements and coincide with system rollout. (Rec No. 4)
New revised date will also align with Rec No.4

Azets Comments

Update noted as well as the revised date for completion.
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
within 6 Complete . . . . . .
2019/20 | Performance Management Arrangements months Actions High | Medium | Llow | High | Medium | low | High | Medium | Low
4 4 50% 0 2 0 0 2 0 0 0 0
SFRS should develop a clear plan to ensure local performance reporting is effectively developed and Action Date Due 3rd Priority % Status
Rec N implemented within a timescale consistent with its risk appetite. Agreed Revised Date Complete
ec No. .
'F:esgor;ilble me(a;r Agreed Response | | ocq/ performance reporting is already in place. New Local Senior Officer
ead of Corporate Governance LSO) dashboard in devel t and will b ilable to LSO’s b
1b (Former owner DACO (LSO) dashboards are in development and will be available to LSO's by 31 March 2021 31 January 2022 MEDIUM 90% AMBER
. . April 2021. This will provide detailed local data on a variety of metrics
Strategic Planning, Performance & X o X
Communications) and where appropriate this will be down to locality and ward level.
Progress to Update Local data is available to view in InPhase through filters in the corporate dashboards.
Agreed list of Pls for LSOs have been set at 200. These are being rationalised.
An additional piece of work focused on local and operational performance is at testing phase and has been presented to Service Delivery DMT.
Design of performance dashboards now ongoing with Finance, POD, Health and Safety.
Business Intelligence Action Plan for 21/22 has been agreed with specific objectives and timings related to this as ongoing work
Delay in the role out of new local performance dashboards due to delay in Power Bl implementation/rollout
Outstanding actions to close the )
. Final development of local performance dashboard/s
recommendation
Azets Comments . .
Update noted as well as the revised date for completion.
SFRS should conduct a post-implementation review of InPhase within the first 12 months to inform the longer- Action Date Due 3rd Priority % Status
Rec N term plans referred to above. Agreed Revised Date Complete
ec No. -
Responsible Owner Agreed Response
Head of Corporate Governance A Full evaluation of the implementation phase will be undertaken in 2021
2 b (Former owner DACO f the imp P ' 30 April 2021 31 January 2022 | MEDIUM 90% AMBER
Strategic Planning, Performance &
Communications)

Progress to Update

Draft review of InPhase is complete and currently with the Director of SPPC.

Outstanding actions to close the
recommendation

Review to be presented.

Azets Comments

Update noted as well as the revised date for completion.
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2019/20

FRAUD RISK MANAGEMENT ARRANGEMENTS

Total No No Due %
of within 6 Complete
Actions months Actions

Fully Implemented

Part/In Progress

Not Implemented

H M

L H

M

H M

L

19 19 63%

1 3

8 0

6

0 0

0

Policies and standard setting — Fraud Response Plan

Rec No.

Provide training to nominated investigative officers

Action Date Due

4th
Agreed Revised Date

Priority

%
Complete

Status

3cC

Responsible Owner Agreed
Response
Risk & Audit Manager

Risk & Audit Team to complete fraud training to enable to provide guidance/training
to investigation officers.

31 March 2021

315t July 2022

MEDIUM

50%

AMBER

Progress to Update

The definitions Disciplinary Investigation Officers & whistleblowing officers is covered within the relevant HR Polices.

Identified & completed Fraud awareness training with CIPFA

Discussions are held between the Acting Director of Finance & Procurement and Azets about provision of specific SFRS training

Outstanding actions to close
the recommendation

Identify persons and available training dates.

Azets Comments

Update noted as well as the revised date for completion.

Policies and standard setting — Access to current policies

Rec No.

Improve the search function regarding key policies on the intranet, and group policies together more clearly to
improve ease of navigation for employees.

Use of diagrams to show the interaction of polices for each key area could help user understand how each
interact and those that are relevant for the particular area they are looking for guidance on.

The intranet could be updated with a “Frequently Asked Questions” (FAQ) section with signposting to key
policies. For example, “What should | do if I think | have discovered a potential fraud?” with links to the relevant
policies. Continue to review policies at regular interviews, ensure policies are also reviewed reactively following
incidents, changes in risk profile or regulatory changes.

Action Date Due

5th Agreed Revised
Date

Priority

%
Complete

Status

Responsible Owner Agreed
Response
Risk & Audit Manager

The search functionality on I-hub returns relevant documentation based on search
criteria but can be difficult to find exact requirement.

Develop a specific Fraud Page on I-hub that includes a diagram of policy interactions
and to bring together relevant guidance and include an FAQ.

Policies have a review date and changes will be considered at that time. Where
appropriate a procedural review is completed after any incidents. Timeline not
required.

30 Sept 2020

31 March 2022

MEDIUM

25%

AMBER

Progress to Update

This action will link to the new fraud policy document which will identify the relevant linkage with other policies and procedures.

Outstanding actions to close
the recommendation

Engagement with the Comms Team regarding development of the fraud page still to commence.

The fraud page will be developed and aligned to the policy.

Azets Comments

Management’s comments noted.
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Management & Control Processes — Manual Processes Action Date Due 4th Priority % Status
Complete a full review following the pilot of the self-service system, including management review and Agreed Revised Date Complete
employee focus groups or surveys. Rectify any issues before rolling out to the entire organisation.
Ezzpzzz'eble O (s Agreed an early review of the solution is desirable to ensure to ensure new controls via
He:d of Finance & verification are effective. Review of ESS implementation to consider impacts. 31 December 2020 31 March 2022 MEDIUM 50% AMBER
Procurement

Progress to Update

solely down to resourcing issues which will be rectified imminently.

All Support Staff are now included on the ESS claims functionality and pilots are well underway within the wholetime cadre. Due to movement of key staff and reallocation of
resources this is proving a longer task than anticipated. No issues have been highlighted for the rollout from an operational side and the rollout is proving positive, the delay is

Outstanding actions to close
the recommendation

progress evidence. - Work linked to Rec 7b

Ongoing collaboration between Systems Team and Verification Team and discuss their initial findings and feedback and implementation of improvements initiated as deemed
appropriate. Continue rollout of all Service and always take feedback from pilots to Stakeholder group for discussion. Forward feedback logs and feedback email discussions as

Rec No.

ba

Azets Comments Management’s comments noted.
Management and Control processes — Approval of New Suppliers Action Date Due 5th Priority % Status
Consider providing a coding on the Tech One system with key notes and risk factors to allow the Procurement Agreed Revised Date Complete
Team to have visibility of the Audit & Risk Teams conclusions when performing due diligence work.
Understand the full population of third parties to carry out the risk assessment.
Update process for due diligence of third parties on a risk assessed basis. Assign a “risk rating” to suppliers,
which should be shown alongside the credit rating.
Include requirement to documentation the risk classification, business rationale, value for money and approvals
within procedures., Consider automating the signatory process (see approval process below)
Responsible Owner Agreed
E;e:szr;:esystems Information on setting up supplier will be added to supplier notes. 31 July 2020 31 March 2022 MEDIUM 40% AMBER
Manager

Progress to Update

Work linked to 7c. Existing systems no longer going to be further developed. Agreed inclusion within spec for new PTFA

Outstanding actions to close
the recommendation

Will need to demonstrate that this has been included within the agreed final spec for PTFA system

Azets Comments

Management’s comments noted.
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Rec No.

/a

Management & Control Processes — Approval Processes

Consider including approval and electronic signatory within the Tech One and iTrent systems, so that only the
person with the correct system log in details can approve payments and process transactions. This would reduce
the risk of forging and reduce administrative tasks, but also improve monitoring and provide a clear audit trial.

e Utilise online banking processes which can facilitate approval electronically for high value payments using
allocated user access privileges.

Action Date Due

3rd
Agreed Revised Date

Priority

%
Complete

Status

System users are given role based access to the finance and HR/Payroll system with
appropriate segregation of duties. Financial authority embedded in system for
approvals.

The process for granting access to systems is a manual authorised signatory process
and is on this year’s workplan to move to electronic where possible.

Responsible Owner Agreed
Response

Finance Systems
Manager

31 Dec 2020

31 March 2022

MEDIUM

30%

AMBER

Progress to Update

Existing systems no longer going to be further developed. Agreed inclusion within spec for new PTFA

Outstanding actions to close
the recommendation

Will need to demonstrate that this has been included within the agreed final spec for PTFA system

Azets Comments

Management’s comments noted.

Rec No.

7b

Management & Control Processes — Approval Processes

Consider including approval and electronic signatory within the Tech One and iTrent systems, so that only the
person with the correct system log in details can approve payments and process transactions. This would reduce
the risk of forging and reduce administrative tasks, but also improve monitoring and provide a clear audit trial.
Consider removing manual processes where possible, for example: -

e Expense claim forms as these could be subject to manipulation.

Action Date Due

5th Agreed Revised
Date

Priority

%
Complete

Status

Responsible Owner Agreed
Response ESS project is currently being implemented which will remove manual forms.
Finance Systems
Manager

30 Sept 2020

31 March 2022

MEDIUM

50%

AMBER

Progress to Update

LSO pilot area due to COP26 priorities.

This has been fully rolled out to Support staff & Control Staff with the paper claim format in closing phase only to be used in Business Continuity circumstances if required.
Pilot with Wholetime uniform progressing. Changes received via user feedback was included in the system update. North and East pilots have been finalised. Delay with West

Outstanding actions to close
the recommendation

and dialogue open with stakeholders.

After the last LSO pilot area is in place, opportunity to close pilot and then implement full rollout. The pace of rollout has also proved beneficial for both recipients and key
stakeholders, including verification teams and resourcing. Communication to be issued to advise the phasing out of paper Process. Updated training materials being created

Azets Comments

Management’s comments noted.
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Management & Control Processes — Approval Processes

Consider including approval and electronic signatory within the Tech One and iTrent systems, so that only the
person with the correct system log in details can approve payments and process transactions. This would reduce
the risk of forging and reduce administrative tasks, but also improve monitoring and provide a clear audit trial.
Consider removing manual processes where possible, for example: -

e Consider having a system which suppliers can access to update and confirm their own bank details (eg. a
7 C supplier portal)

Rec No.

Action Date Due

3rd Agreed Revised
Date

Priority

%
Complete

Status

Responsible Owner Agreed
Response

Finance Systems
Manager

A project was completed last year to move the finance system to the cloud. This work
means we can now work remotely if required. This enables SFRS to consider new
capabilities including supplier portal and this is on this year’s workplan.

31 March 2021

31 March 2022

MEDIUM

40%

AMBER

Progress to Update

Work linked to 6a. Existing systems no longer going to be further developed. Agreed inclusion within spec for new PTFA

Outstanding actions to close
the recommendation

Engagement with Compliance Team. Meetings still to be arranged due to lack of resource.
Will need to demonstrate that this has been included within the agreed final spec for PTFA system

Azets Comments ,
Management’s comments noted.

Monitoring & Speaking Up Processes — Speaking Up Processes

Consider using an anonymous third-party whistleblowing hot-line, which enables employees and third parties

to report malpractice, potential fraud or unethical behaviour. The hotline must be easily accessible, and the

contact information and key details must be communicated to employees.

Provide examples of situations when reporting to a line manager may not be appropriate, so that employees

are able to consider he best course of action.

Provide examples of situations when matters raised by an individual will not be treated confidentially, as this
may encourage individuals to names themselves in a complaint where they understand clearly that the matter

9 will be kept confidential. Re-word the policy in relation to anonymous reports to make it clear that the

anonymous nature of the report is not a factor that may lead to the decision not to investigate. Ensure that

employees are educated on the risks of “tipping off” suspected fraud perpetrators. Consider, instead of

disabling full access of those suspected of fraud, to instead monitor the system, to avoid “tipping off”.

Rec No.

Action Date Due

3rd
Agreed Revised Date

Priority

%
Complete

Status

Responsible Owner Agreed
Response
Head of POD

The current Whistleblowing Policy is due for review by the end of the financial year.

The review will consider recommendations from the audit as noted.

31 March 2021

30 April 2022

MEDIUM

50%

AMBER

Progress to Update

Whistleblowing Policy has now been assigned a Lead to review Policy at part of the Overall schedule of Polices.
second consultation concluded on 17t December 2021. The policy will now be presented at the People Board meeting on February 2214, 2022.

The first consultation concluded on 26t November with the

Outstanding actions to close
the recommendation iHub.

Work is progressing with the review process and it is estimated to be completed and presented to the People Board held on 22 February 2022 and thereafter published on

Azets Comments Update noted as well as the revised date for completion.
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Management & Control Processes — System Access Controls Action Date Due 3rd Priority % Status
Proceed with automated signatory implementation. Agreed Revised Date Complete
Rec No. Consider employing data analytics to improve visibility and monitoring of transactions and system access.
R ible O A d .
1 8 Rzzzg:zle e Dwneragreed 4 ag previously noted on current workplan.
Finance Systems As noted earlier, we are deploying data analytics for expenses and overtime and will 31 March 2021 31 March 2022 LOW 70% AMBER
Manager consider wider use over time.

Progress to Update

Verifications team working closely with Systems to establish full data analytics around Employee Self Service (ESS) Travel & Expenses. The Verification Team are Using Data
Analytics for the creation of Dashboards. Reporting and dashboards constantly under review to improve transparency and analysis of all transactions. Existing systems no

longer going to be further developed. Agreed inclusion within spec for new PTFA

Outstanding actions to close
the recommendation

Automated signatory implementation is continuing through the role based authorisation and automation of levels of authorisation through the grading process.
Notes as per note 7a . Will need to demonstrate that this has been included within the agreed final spec for PTFA system

Azets Comments

Management’s comments noted.
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
within 6 Complete Grade Grade Grade
2020/21 | RISK MANAGEMENT (S scons 4 3 2 1 4 3 2 1 4 3 2 1
9 9 56% 0 0 5 0 0 0 4 0 0 0 0 0
Risk Management Training Action Date Due 1st Priority % Status
Rec No Those with specific roles in the management of risk should be suitably trained in the core fundamentals of risk Agreed Revised Date Complete
’ management and receive other appropriately tailored training to undertake their role.
4a Responsible Owner ) . . .
Agreed Response | LGS isk management raining package wil b developed llowing the coe Siy2021 | 3LMach2022 | GRADE2 | 0% | GREEN
Risk & Audit Manager y
Progress to Update )
Work still to be progressed.
Outstanding actions to close Work wil develoing a LCMS train ) Rick M cPolicy i d
. ork will commence on developing a raining package now Rick Management Policy is approved.
the recommendation pIng § packag & yisapp
Azets Comments
Management’s comments noted.
Rec No. Risk Management Training Action Date Due Agreed Revised Date | Priority % Status
Those with specific roles in the management of risk should be suitably trained in the core fundamentals of risk Complete
4 b management and receive other appropriately tailored training to undertake their role.
Responsible Owner
Agreed Response Once complete the training package will be delivered to relevant staff. 30 April 2022 n/a GRADE 2 0% GREEN
Risk & Audit Manager

Progress to Update

Work still to be progressed.

Outstanding actions to close
the recommendation

Relevant staff will be identified by SLT.

Azets Comments

Management’s comments noted.

10
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Risk Appetite Action Date Due 2nd Priority % Status
SFRS should agree on and clearly communicate its risk appetite. Appropriate training and guidance on risk Agreed Revised Date Complete
appetite should be provided at Board level and guidance and/or training should be provided for risk managers
Rec No. | on how risk appetite is practically applied. This action is linked to Actions 2 & 4 of the previous internal
5 a auditor’s report.
. . h - . . .

Resposieounr | 4 NS APEIS w01 20y oty St oo ot S
Agreed Response . .g bp . g 'p P . . 30 April 2021 31 July 2022 GRADE 2 50% GREEN

N . risk appetite. Further workshops will be held with SLT and the Board to identify and
Risk & Audit Manager L .

agree the Services initial risk appetite levels.

Progress to Update

A number of sessions have been held with the SFRS Board and SLT to develop greater understanding of risk appetite and to consider how a risk appetite statement might look
for SFRS. Workshop with SFRS Board currently being planned.

Outstanding actions to close
the recommendation

Development of a formal risk appetite statement required. Discussions to be held with Acting Director of Finance & Procurement to develop further guidance and
documentation on risk appetite and align with the Risk Management Policy. Risk appetite still to be communicated subject to SLT & Board approval.

Azets Comments

Management’s comments noted.

Risk Appetite Action Date Due 2nd Priority % Status
Rec No. | SFRS should agree on and clearly communicate its risk appetite. Appropriate training and guidance on risk Agreed Revised Date Complete

auditor’s report.

appetite should be provided at Board level and guidance and/or training should be provided for risk managers
5 b on how risk appetite is practically applied. This action is linked to Actions 2 & 4 of the previous internal

Responsible Owner
Agreed Response
Risk & Audit Manager

The second element in relation to training to be aligned with Recommendation 3.2 —
Risk Management Training. As the LCMS training package is developed, this will 31 July 2021 31 July 2022 GRADE 2 0% GREEN
include elements in relation to Risk Appetite.

Progress to Update

Recommendation aligned to 4a

Outstanding actions to close
the recommendation

LCMS training package will be developed.

Azets Comments

Management’s comments noted.

11
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
within 6 Complete
= = i 4 3 2 1 4 3 2 1 4 3 2 1
2020-21 | Financial Systems Health Check months Actions
1 0 0% 0 0 0 0 0 0 0 1 0 0 0 0
Payroll Procedures Document Action Date Due Agreed Revised Date | Priority % Status
We recommend that the payroll procedures are documented for each team contributing to the payroll for Complete
Rec No. SFRS and that the procedures are reviewed regularly.
. The payroll procedures are considered to be current, to improve the control we agree
1 Responsible Owner Agreed these should be reviewed and dated accordingly to ensure the correct version is
Response able. We will review th J gt); . ths and add revi 31 December 2021 n/a GRADE 1 85% GREEN
Accounting Manager available. ? will review the procedures over the coming months and add review
date and version.

Progress to Update

Procedures are being actively reviewed by the Payroll Team to add details of preparer/reviewer, date plus date of review. This is progressing and expect to be completed by

Due Date of 31 December 2021.

Outstanding actions to close the
recommendation

Complete review of payroll procedures.

Azets Comments

No further update has been received in relation to this recommendation and the due date has now passed.

Total No No Due % Fully Implemented Part/In Progress Not Implemented
of within 6 Complete
2020-21 Expenses Policy Actions months Actions 4 3 2 1 4 3 2 1 4 3 2 1

2 2 50% 0 0 1 0 0 0 1 0 0 0 0 0

Managers should be reminded to check and approved expenses. This could be done through refresher line Action Date Due 2nd Agreed Revised Priority % Status

manager training or by sending a refresher email out to line managers at the end of the month reminding Date Complete

Rec No. | them to review their employees’ expenses.
2 Responsible Owner Agreed
Response The Finance systems team will develop a solution to send an automated email to
. 31 July 2021 31 March 2022 9
Head of Finance & remind line managers that they should review any expenses reports. uly arc Grade 2 40% Elrzeh]
Procurement

Progress to Update

The Financial Systems team are currently testing a reminder email function on the back of the burst reports function that sends out the original reports. The aim is to send out

a reminder, to the same distribution list, reminding managers to respond to the verification team on their review of their reports

Outstanding actions to close
the recommendation

This has moved to the right as discussions are currently ongoing with the Verification team to determine an improvement to the process rather than multiple reports /

reminders being issued. Further details will be provided post these discussions.

Azets Comments

Management’s comments noted - we will await details of the revised process, once agreed.

12
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
of within 6 Complete
2020-21 | Procurement and Tendering Actions | months | Actions | 4 ) 3 ) 2 | 1 ]| 4 ) 3 |2 4131211
2 2 50% 0 0 1 0 0 0 0 0 0 0 0
We recommend that a periodic check of completeness of training records should be introduced to ensure that Report Agreed Date 2N Priority % Status
Rec No. | centralised training record is complete and up to date. Agreed Revised Date Complete
1 Responsible Owner Agreed | SFRS accepts the recommendation. The learning & Development team have agreed a
Response periodic check with Procurement on completeness of training records will be 30 September 2021 | 31 December 2021 Grade 1 90% GREEN
Deputy Head of POD introduced.

Progress to Update

Learning Partner assigned to the Finance and Procurement Function. Procurement Qualifications Map identifying the qualification requirements for each Procurement role has
been established. Meeting held with Head of FSC to introduce CSDA and outline approach. Received qualifications map for corporate procurement. Learning and development
spend analysis completed for previous 3 years, identifying learning and development undertaken. Supporting activities to retrieve records planned. Completion of spreadsheet.

Outstanding actions to close
the recommendation

Discussion with Training administration function to advise of record check and check against current records.
Administration process reviewed training administration manager

Azets Comments

No further update has been received in relation to this recommendation and the due date has now passed.

Total No No Due % Fully Implemented Part/In Progress Not Implemented
of within 6 Complete
2020-21 | Estates Asset Management & Maintenance Actions | months | Actons | 4 | 3 | 2 | 1 | 4 | 3 ] 2] 1)4]3)j2]1
2 2 50% 0 0 1 0 0 1 0 0 0 0 0 0
An estates strategy should be developed and implemented which is informed by the outcome of the Service Report Agreed Date 1 Priority % Status
Delivery Model Programme. This should set out SFRS’s long term strategy and approach to maintaining the Agreed Revised Date Complete
Rec No existing estates, identifying and developing additional estate needs and where appropriate, rationalising the
" | estate.
1 Responsible Owner Agreed
Response Property Services will develop an Interim Estates Strategy in the intervening
. ) . . 31 December 2021 31 March 2023 Grade 3 2% GREEN
National Property period awaiting SDMP completion. °
Manager

Progress to Update

re-advertised in November 2021.

The Interim Estates Strategy will be developed in conjunction with Asset Governance & Performance Manager (AGPM). In order to assist with the completion of this task
recruitment of 2 additional staff within the Asset Governance & Performance section is underway. 1 new start commencing work in January 2022 and the other position being

Outstanding actions to close
the recommendation

The Interim Estates Strategy is part of a suite of strategy document to be undertaken by the AGPM and work on this will follow on from the SFRS Board request for a new Fleet
Strategy which is scheduled for completion In March 2022. There are a number of tasks involved in the creation of an Estates strategy, including work to align the strategy with
the SDMP which is scheduled for completion in March 2023, Standard Station Design and the outcome of the Service Review.

Azets Comments

Update noted as well as the revised date for completion.

13
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
of within 6 Complete
2020/21 0perationa| Equipment Actions months Actions 4 3 2 1 4 3 2 1 4 3 2 1
3 3 33% 0 0 0 1 0 1 1 0 0 0 0 0
A detailed strategy/long term plan should be devised in respect of operational equipment which supports the Action Date Due 1= Priority % Status
implementation of the Asset Management Strategy. It is acknowledged that this will be informed by the Agreed Revised Date Complete
Rec No outcome of the review of service delivery. However, the strategy should set out how SFRS will source and
" | maintain equipment which best meets the operational needs of the organisation.
2 Responsible Owner Agreed
it d ional Equi be developed h h 9
Scottish Equipment Agreed. Operational Equipment strategy to be developed. 31 March 2022 31 March 2023 Grade 3 2% GREEN
Manager

Progress to Update

The Operational Equipment strategy will be developed in conjunction with Asset Governance & Performance Manager (AGPM). In order to assist with the completion of this
task recruitment of 2 additional staff within the Asset Governance & Performance section is underway. 1 new start commencing work in January 2022 and the other position

being re-advertised in November 2021.

Outstanding actions to close
the recommendation

The Operational Equipment strategy is part of a suite of strategy document to be undertaken by the AGPM and work on this will follow on from the SFRS Board request for a
new Fleet Strategy which is scheduled for completion In March 2022. Detailed work on the Operational Equipment strategy will commence after the HMFSI review of

Operational and Protective Equipment scheduled for later this calendar year.

Azets Comments

Update noted as well as the revised date for completion.

The Asset Management Liaison Board (AMLB) should review its reporting arrangements to satisfy itself that it Action Date Due 15t Priority % Status
receives sufficient information in order to be able to give due consideration to the particular areas of Agreed Revised Complete
Rec No. performance stated within the Asset Management Strategy. Date
3 Responsible Owner
Agree?d Resp?nse Agreed. KPIinformation to be reported to AMLB in line with Asset Management 01 February 2022 31 March 2023 Grade 2 1% GREEN
Scottish Equipment Strategy.
Manager/AMLB

Progress to Update

Planning stage of work; KPI's will be reviewed and updated as part of the actions from the Azets Audit reports; the Deloitte Audit and in particular the Board action with regards

to the development of an Asset Management Performance Framework.

Outstanding actions to close the
recommendation

KPI information will be reviewed during the early stakeholder consultation stages in the development of the Operational Equipment Strategy. The final set of KPI’s will require

to be agreed as part of AMLB approval of the new Operational Equipment Strategy.

Azets Comments

Update noted as well as the revised date for completion.

14
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Total No No Due % Fully Implemented Part/In Progress Not Implemented
of within 6 Complete
2021/22 REMOTE WORKING Actions months Actions 4 3 2 1 4 3 2 1 4 3 2 1
5 0 0% 0 0 0 0 0 0 5 0 0 0 0 0
Staff Training Report Agreed Date 1t Priority % Status
SFRS needs to determine which elements of the training in relation to agile working should be mandatory for Agreed Revised Date Complete
Rec No managers. Once this is agreed, arrangements should be put in place to ensure that managers have completed
1 the required training.
Responsible Owner . L . . .
e e e A review of the ttrammg in relation to agile working that may be deemed mandatory 31 March 2022 31 May 2022 Grade 2 10% GREEN
for managers will be undertaken.
Head of POD
Progress to Update Responsibility for progressing the audit’s actions and recommendations will sit with the Agile Working Group which is led by The Head of POD. The group met on 22nd

November 2021 to discuss initial thoughts on how the recommendations will be progressed.

Outstanding actions to close This discussion will be followed up when the group meets again on the 18t January 2022.

the recommendation With the recent re-emergence of the pandemic and challenges on the day to day capacity of the POD staff leading on this recommendation, due date be extended to May
2022.

Azets Comments Update noted as well as the revised date for completion.

Monitoring of Staff Feedback Action Date Due Agreed Revised Date Priority % Status

SFRS should implement a more structured approach to obtaining, analysing and reporting feedback from staff. Complete

In order to enable appropriate action to be taken in respect of any negative impacts on staff well-being and

the effectiveness of remote working, SFRS should consider having a schedule for obtaining feedback. This

Rec No. could consist of periodic surveys; drop in sessions for general remote working issues; and mechanisms in place
for line managers to provide feedback about common or concerning issues found in their teams; including

2 information about productivity.

As part of developing the employee engagement framework POD will ensure

Responsible Owner
P obtaining, analysing and reporting feedback from staff on agile working is included in

Agreed Response 0
2 i the schedule of employee engagement touch points such as questionnaires, staff 30 June 2022 n/a Grade 2 10% GREEN
Head of POD
surveys and forums.
Progress to Update Responsibility for progressing the audit’s actions and recommendations will sit with the Agile Working Group which is led by The Head of POD. The group met on 22"

November 2021 to discuss initial thoughts on how the recommendations will be progressed.

Outstanding actions to close

. This discussion will be followed up when the group meets again on the 18t January 2022.
the recommendation P group & y

Azets Comments
Management’s comments noted.

15
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Risk Assessments Action Date Due Agreed Revised Date Priority % Status
A checklist should be devised which addresses all risks associated with agile working outwith the home and Complete
SFRS premises environment. This should include all related organisational risks including health and safety.
Rec No. Once agreed, the checklist should be appended to the Agile Working Framework and training should be
3 provided to staff on its completion.
igig:gi:lsigrxzer POD to facilitate the development of a checklist with input from all identified 31 January 2022 n/a Grade 2 30% GREEN

Head of POD

stakeholders.

Progress to Update

Responsibility for progressing the audit’s actions and recommendations will sit with the Agile Working Group which is led by The Head of POD. The group met on 22nd

November 2021 to discuss initial thoughts on how the recommendations will be progressed. POD have engaged with H&S colleagues and a draft checklist has been developed

and disused to information governance and ICT colleagues for further input.

Outstanding actions to close
the recommendation

Once agreed the checklist will be incorporated into the Agile Working Framework and accessible on the Agile Working iHub pages.

Azets Comments

Management’s comments noted.

Monitoring & Reporting Process

Rec No.

Monitoring and reporting arrangements for remote and agile working should be established and defined with
clear responsibilities set out for the groups involved (with adequate supporting documents, including Terms of
Reference). The process for monitoring and reporting the key elements of remote working including areas
such as performance should be defined. The key elements should be agreed and information should be sought

4 from the relevant departments across SFRS to identify any problem areas.

Action Date Due

Agreed Revised Date

Priority

%
Complete

Status

Responsible Owner
Agreed Response
Head of POD

Monitoring and reporting arrangements for remote and agile working will be
developed and reported through the Building the Future Together Group once it is
established. In advance of the BFT group convening POD will develop the monitoring
and reporting framework and present it for consideration to the BFT group.

30 June 2022

n/a

Grade 2

10%

GREEN

Progress to Update

Responsibility for progressing the audit’s actions and recommendations will sit with the Agile Working Group which is led by The Head of POD. The group met on 22nd

November 2021 to discuss initial thoughts on how the recommendations will be progressed.

Outstanding actions to close
the recommendation

This discussion will be followed up when the group meets again on the 18t January 2022.

Azets Comments

Management’s comments noted.
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Lessons Learned Action Date Due Agreed Revised Date Priority % Status
SFRS should implement arrangements for obtaining and analysing information on lessons learned in relation Complete
Rec No. | to agile working. These should be given due consideration going forward when progressing the
implementation of the Agile Working Framework.
5 Responsible Owner . . .
Agreed Response POD.W.Ith colleagueslto c-ievelop a-nd implement appropr_late arr_angemepts for - 30 June 2022 n/a Grade 2 10% GREEN
Head of POD obtaining and analysing information on lessons learned in relation to agile working.

Progress to Update

Responsibility for progressing the audit’s actions and recommendations will sit with the Agile Working Group which is led by The Head of POD. The group met on 22nd
November 2021 to discuss initial thoughts on how the recommendations will be progressed.

Outstanding actions to close
the recommendation

This discussion will be followed up when the group meets again on the 18t January 2022.

Azets Comments

Management’s comments noted.
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SCOTTISH FIRE AND RESCUE SERVICE £ SCOTTISH

Warking together for a safer S

Audit and Risk Assurance Committee

Report No: C/ARAC/03-22
Agenda ltem: 8

Report to: AUDIT AND RISK ASSURANCE COMMITTEE
Meeting Date: 20 JANUARY 2022
Report Title: INDEPENDENT AUDIT / INSPECTION ACTION PLAN UPDATE

Board/Committee Meetings ONLY
For Reports to be held in Private
Report For Scrutin Specify rationale pelow referring to
Classification: y Board Standing Order 9

Al B | C|D|E]|]E]|G

1 Purpose

1.1 The purpose of the report is to present Audit and Risk Assurance Committee (ARAC) with
an update on the progress of the action plan relating to the Audit Scotland Report
published in May 2018.

2 Background

2.1 The Auditor General reports to the Scottish Government on our performance. Following
the publication of the reports, action plans are prepared to address the issues or
recommendations that are highlighted within the report.

2.2 Similarly, HMFSI inspects and reports on the Scottish Fire and Rescue Service (SFRS)
with the purpose of assuring the public and Scottish Ministers that we are working in an
efficient and effective way, and to promote improvement in the Service.

2.3 Prior to May 2020, progress of existing action plans from the Auditor General and HMFSI
were monitored by the Performance Improvement Forum on a 6-monthly basis. Highlight
reports were presented to the Corporate Assurance Board and Service Delivery
Committee on a 6-mothly cycle.

2.4 Following a review of the Performance Improvement Forum (PIF) activities, it was agreed
by the Strategic Leadership Team (SLT) in March 2020, to disband the Forum. A revised
management and scrutiny process for audit and inspections outcomes was also agreed
at that time.

2.5 In line with the new thematic process agreed in May 2020 once approved, action plans
will be presented to ARAC on a quarterly basis to scrutinise progress.

3 Main Report/Detail

3.1 ARAC is presented with the current Audit and Inspection overview dashboard, attached
as Appendix A for scrutiny. This provides high level details of all action plans (HMFSI
Actions Plans and Auditor General Action Plans).

3.2 Audit Scotland
The Audit Scotland Report was published in May 2018. The action plan contains a total
of 36 actions to address the issues raised. The action plan is attached as Appendix B.

ARAC/Report/AuditandinspectionPlanUpdates Page 1 of 3 Ver 1.0: 11/01/22
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3.3 The completion of 35 actions have already been agreed — these are shaded grey and do
not need further scrutiny. ARAC is asked to scrutinise the remaining one action (in white),
and to raise any issues with the update given.

3.4 ARAC are asked to note the following:

e There has been an unexpected delay following a further issue, raised by the FBU
during this reporting period, in relation to the improved SFRS offer. SFRS have
provided a position regarding this new issue and a FBU response is being awaited.
This further delay will impact on implementation dates and the previously agreed
extension and the revised due date of March 2022.

35 The above update has been marked on Appendix B in red for ease.

3.6 The overall RAG rating for this action plan has moved from green to red, due to awaiting
feedback following ongoing discussions with the FBU. With all but one action completed,
this action plan is noted as 90% complete (percentage completions for individual actions
are an estimate provided by the action owner leading to the overall average percentage).

4 Recommendation

4.1 ARAC is invited to:

e Note the progress of all action plans as presented inthe audit and inspection
dashboard, attached as Appendix A.

e Scrutinise the Audit Scotland action plan, attached as Appendix B, and note
the potential future impact to timescales raised.

5 Key Strategic Implications

51 Risk

5.1.1 There are no risks associated with the recommendations of this report.

5.2 Financial

521 There are no financial implications associated with the recommendations of this report.

5.3 Environmental & Sustainability

531 There are no environmental implications associated with the recommendations of this
report.

54 Workforce

54.1 There are no workforce implications associated with the recommendations of this report.

5.5 Health & Safety

5.5.1 There are no health and safety implications associated with the recommendations of this
report.

5.6 Training

5.6.1 There are no training implications associated with the recommendations of this report.

5.7 Timing

57.1 Each HMFSI Action Plan will be reported to the ARAC on a quarterly cycle until
completion.

5.8 Performance

5.8.1 This process supports robust challenge and scrutiny of our performance against Audit

Scotland recommended improvements.

ARAC/Report/AuditandinspectionPlanUpdates Page 2 of 3 Ver 1.0: 11/01/22
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5.9 Communications & Engagement
5.9.1 There is no implication associated with the recommendations of this report.
5.10 Legal
5.10.1 | The arrangements for independent inquiries into the state and efficiency of the SFRS are
a statutory requirement as laid out in section 43 of the Fire Scotland Act 2005.
5.11 Information Governance
5.11.1 | ADPIA is not required for this report.
5.12 Equalities
5.12.1 | An Equality Impact Assessment is not required for this this report.
5.13 Service Delivery
5.13.1 | There is no implication associated with the recommendations of this report.
6 Core Brief
6.1 Not applicable
7 Appendices/Further Reading
7.1 Appendix A — Audit and Inspection Overview Dashboard
7.2 Appendix B - Audit Scotland Action Plan
Prepared by: Kirsty Jamieson, Planning and Performance Officer
Sponsored by: Richard Whetton, Head of Governance, Strategy and Performance

Presented by:

Mark McAteer, Director of Strategic Planning, Performance and
Communications

Links to Strategy and Corporate Values

Our audit and inspection process contributes to Strategic Outcome 4: We are fully accountable

and maximise our public value by delivering a high quality, sustainable fire and rescue service for

Scotland.

Governance Route for Report Meeting Date Report Classification/
Comments

Senior Management Board 17 November 2021 For recommendation

Audit and Risk Assurance Committee 20 January 2022 For scrutiny
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Audit and Inspection Overview Dashboard

Audit Scotland Reports Progress Dashboard

Relevant

Published )
Committee

Due Date

Revised

Due Date

Total

Actions

Last
Updated

Not
Started

In Progress| Deferred | Complete [Transferred|

Cancelled
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Moved to BAU Void % complete RAG

May-18 Scottish Fire and Rescue Service Update ARAC

Dec-21

Nov-21

36

Nov-21

Feb-22

0 2 90%

HMFSI Thematic Reports Progress Dashboard

Published C:renv;Ii:t’::e Due Date ::::;::e AI:i:)ar:s Upl-:::e d U':(ei::e Not Started| In Progress| Deferred | Complete [Transferred| Cancelled |Moved to BAU Void % complete RAG
Apr-15 Performance Management Systems SDC Jul-20 32 May-20 N/A 0 0 0 26 2 4 100% Closed
Jul-2017 Operations Control Dundee and Highlands and Islands Support SDC Dec-20 24 May-20 N/A 0 0 0 24 0 0 100% Closed

Jan-2018 Fire Safety Enforcement SDC Mar-20 Dec-21 21 Sep-21 Dec-21 0 1 2 17 0 0 0 0 85%

Feb-2019 Provision of Operational Risk Information SDC Mar-22 25 Nov-21 Feb-22 0 5 0 20 0 0 0 0 90%

May-2019 Management of Fleet and Equipment SDC Mar-22 38 Nov-21 Feb-22 0 0 0 32 0 6 0 0 100%

Mar-2020 Training of RDS Personnel SGC Mar-23 31 Nov-21 Feb-22 0 8 5 18 0 0 0 0 81%

Dec-2020 Planning and Preparedness for COVID Review sSbC May-26 16 Nov-21 Feb-22 0 8 0 8 0 0 0 0 80%

Aug-2020 Command and Control: Aspects of Incident Command SbC Mar-22 Dec-23 25 Nov-21 Feb-22 0 8 0 17 0 0 0 0 90%

Mar-2021 Assessing the Effectiveness of Inspection Activity ARAC - 0 - - - - - - - - - - -

HMFSI Local Area Inspection Reports Progress Dashboard

Relevant

Revised

Total

Last

Next

Not

Published o Due Date DueDate | Actions Update Update started In Progress| Deferred | Complete [Transferred| Cancelled |Moved to BAU Void % complete RAG
N/A Local Area Inspection National Recommendations SDC N/A N/A 7 Sep-21 Dec-21 0 2 0 8 0 0 0 0 85%
Feb-20 Dumfries and Galloway N/A Jun-21 12 Sep-21 Dec-21 0 4 0 7 1 0 0 0 100%
Jun-20 Edinburgh City N/A Apr-21 11 Sep-21 Dec-21 0 5 0 0 6 0 0 0 100%
May-21 Midlothian N/A Mar-22 7 Sep-21 Dec-21 0 3 0 4 0 0 0 0 75%
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HMFSI Audit Scotland - Action Plan Progress

Status
In Progress

Complete

Void

Audit Recommendation

la. The Scottish Fire and Rescue
should increase its pace of reform
and implement its plans for
transforming into a more flexible,
modern service. In particular agree
as soon as possible, revised terms
and conditions for its uniform staff
that reflect the changes to the role
as planned, as part of the
programme for transformation.

Action Ref

® In Progress = Complete

Action Description

Complete the standardisation of RDS specific terms and
conditions, including implementation.

Action Owner

Linda MacKenzie

In Progress RAG Rating

Due Date

Revised Due
Date

N ELT

In Progress

Overall Progress

Progress Update Commentary

11 August 21: Following issue of a revised offer in relation to
the standardisation of RDS Terms and Conditions in Quarter
4, a series of engagement events were completed in Quarter
1 across all RVDS locations to support the proposed offer and
in preparation for ballot. SFRS are currently awaiting ballot
dates from the Fire Brigades Union in order to progress. It is
anticipated that agreement and implementation of new
terms could take up until March 2022 (particularly
implementation) and, as such, a new due date of March 2022
has been proposed. This action has moved from amber to red
due to the slip in the original timescales.

17 November 2021: A further issue was raised in relation to
the improved SFRS offer by the Fire Brigade Union (FBU)
during Quarter 2. An SFRS position regarding this new issue
has been provided, and we are currently awaiting further
response from the FBU regarding appropriate next steps.
This further unexpected delay will impact on
implementation dates and the revised due date of March
2022 will continue to be reviewed as a result. Employees
have been kept updated with communications in July and
September 2021. This action remains red due to the slip in
the original timescales and the delay caused during ongoing
discussions with the relevant Representative Body. A
revised due date will be proposed when a response has
been received from the FBU.

90%

% Complete

Updated

Completion
Date

APENDIX B

Next Update

Evidence
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SCOTTISH FIRE AND RESCUE SERVICE

Audit and Risk Assurance Committee

Report No: C/ARAC/04-22
Agenda ltem: 9.1

Report to: AUDIT AND RISK ASSURANCE COMMITTEE
Meeting Date: | 20 JANUARY 2022
Report Title: REPORT TO THE AUDIT AND RISK ASSURANCE COMMITTEE AND THE
P ' AUDITOR GENERAL FOR SCOTLAND, ON THE 2020/21
Board/Committee Meetings ONLY
For Reports to be held in Private
Report _ _ Specify rationale below referring to
Classification: | FOF information Board Standing Order 9
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Introduction

The key messages in this report

Audit quality is our I have pleasure in presenting our report to the Audit and Risk Assurance Committee ("ARAC"”) of the Scottish
Fire and Rescue Service (“the Service”) and the Auditor General for Scotland for the year ending 31 March

o iority.
SIS [ 118 L 2021. The scope of our audit was set out within our planning report presented to ARAC in March 2021.

We plan our audit to
focus on audit quality
and have set the
following audit quality
objectives for this

This report summarises our findings and conclusions in relation to:
e The audit of the Annual Report and Accounts; and

audit: e Consideration of the four audit dimensions that frame the wider scope of public sector audit
« A robust challenge requirements as illustrated in the following diagram. This includes our consideration of the Service’s duty to
of the key secure best value. It is important to note that audits are by nature risk based. Where we don’t identify any
risks, being the areas likely to have the most good practice, we don’t consider them in our work. Where we
identify risks, being areas likely to have most room for improvement, we consider them in our work. Our
work is by design therefore more likely to pick up areas for improvement; but where we identify good
practice through our risk-based work we highlight it. This represents the most effective use of limited audit
Report and resources. It is important to stress that the audit therefore is not an opinion on the overall performance of
Accounts. SFRS, it is an opinion on parts of SFRS which have been identified as being most in need of audit as a result
of a risk assessment.

judgements taken
in the preparation
of the Annual

A strong
understanding of
your internal
control
environment.

A well planned and
delivered audit
that raises findings
early with those
charged with
governance.




Introduction (continued) B

The key messages in this report (continued)

I would like to draw your attention to the key messages of this paper:

Conclusions from our testing Status of the Annual Report and Accounts audit
We expect to issue an unmodified audit opinion. Outstanding matters to conclude the audit include:

A summary of our work on the significant risks is provided in the ¢ Receipt of final Annual Report and Accounts;

dashboard on page 10. » Receipt of sighed management representation letter;

We have suggested to management some changes in respect of the
Annual Report and Accounts, with our comments being in relation to
ensuring compliance with the associated statutory guidance, and < Our review of events since 31 March 2021.
management have updated the Annual Report and Accounts to take

account of these comments. We are satisfied that following

amendment the Performance Report and Governance Statement

comply with proper practice and are consistent with the accounts and

our knowledge of the Service. We are also satisfied that following

amendments the auditable parts of the Remuneration and Staff

Report have been prepared in accordance with the relevant

regulations.

« Internal quality control procedures;

We have identified eight internal control recommendations, which
management have accepted and which we have set out on pages 15
and 16.

We have identified four audit adjustments which we have set out on
page 26, which remain uncorrected in the final Annual Report and
Accounts and are cumulatively immaterial.



Introduction (continued)

93

The key messages in this report (continued)

Conclusions on audit dimensions:

As set out on page 3, our audit work covered the four audit
dimensions. Our separate detailed report presented to ARAC in
August 2021 set out our findings and conclusions on each dimension.
In accordance with the Code of Audit Practice, we have included our
overall conclusions within this report on pages 20 - 23. Key
highlights include:

Financial Management - The Service has effective financial
planning and management arrangements. However, there remains
room for improvement in setting out savings targets and
performance against these, how the budget is presented, the
assumptions underpinning it, how it links to the Medium-Term
Financial Model (*MTFM") and Long-Term Financial Strategy (‘LTFS’),
and how it will enable the Service to allocate its resources to drive
improvement in outcomes.

The level of outstanding recommendations from internal audit, either
overdue or with revised implementation dates, suggests an issue
with capacity or focus on implementation. The arrangements for
prevention and detection of fraud continue to require to be further
improved, as was identified by an internal audit review.

Financial sustainability - The Service achieved short-term financial
balance in 2020/21. At the time of completing our procedures in April
2021 there was, as yet, insufficient evidence for us to conclude as to
whether the Service can achieve short-term financial balance in
2021/22. While it is positive to note that the Service is actively
assessing the financial impact of COVID-19, the anticipated impact
has not yet been quantified or reported.

The Service is aware of the significant issues it faces with regards to
capital investment. The Service’s Capital Programme needs to tie in
to the Asset Management Strategy (‘AMS’), LTFS or the Service's
change programme. It should also quantify the ongoing impact or
risk of less than required investment. Reporting against the Capital
Programme should provide sufficient evidence to conclude as to
whether capital projects are delivered on time and on budget.

The LTFS developed by the Service is in line with good practice.
However, the Service should ensure this document is used for
ongoing decision making, is reported against, and is clearly
linked to the MTFM, Capital Programme, Workforce and Strategic
Resourcing Plan or Resource Budget. The LTFS should act as a
strategic document that supports longer-term financial thinking.

Key to the Service’s financial sustainability is the delivery of a
comprehensive change programme. The Service is in the early
stages of transitioning to a new change programme, following a
comprehensive review of the Service’s approach to change. We
will continue to review the Service’s approach to change as it
progresses throughout 2021/22.

Governance and Transparency - The Service continues to
have effective governance and scrutiny arrangements in place,
although improvements should be made with regards to the
implementation of these arrangements. Appropriate
arrangements have been put in place in response to the COVID-
19 pandemic. While the Service continues to be open and
transparent, it could have permitted public access to meetings
earlier than it did, and there remains room for improvement in
this area.

The Service continues to have strong leadership in place. This
has been particularly evident in the response to COVID-19.
Changes to the management structure with the creation of a
Service Delivery Directorate and a Service Development
Directorate are positive steps as the Service moves to having
transformation at a strategic level as part of normal Service
business.



Introduction (continued)

94

The key messages in this report (continued)

Value for Money - We recognise that the COVID-19 pandemic
has had a significant impact on the Service. It is important that
the Service take any lessons learned as it moves into the
recovery phase to consider alternative approaches to service
delivery. The Service has a clear and robust Performance
Management Framework which is aligned to the National
Performance Framework. However, performance reporting is
inconsistent and reporting improvements that demonstrate how
different parts of the Service are performing comparatively
should be deployed. Performance reporting would benefit from
more narrative which clearly sets out how indicators and
outcomes tie in together.

Best Value - The Service has sufficient arrangements in place to
secure Best Value with a focus on continuous improvement,
although there is room for improvement in the Service’s internal
processes for identifying areas for improvement and
implementing the necessary changes, as well as in the pace of
improvement.

Next steps

An Action Plan, with management comment, was included in the
separate wider scope report that was presented to ARAC in
August 2021. Additional actions arising from the audit of the
Annual Report and Accounts is included in an agreed Action Plan
included on pages 15 and 16 of this report. We will consider
progress with all agreed actions as part of our 2021/22 audit.

Added value

Our aim is to add value to the Service by providing insight into,
and offering foresight on, financial sustainability, risk and
performance by identifying areas for improvement and
recommending and encouraging good practice. In so doing, we
aim to help the Service promote improved standards of
governance, better management and decision making, and more
effective use of resources.

In addition, we included our “sector developments” in the
separate wider scope report that was presented to ARAC in
August 2021 which covers our research, informed perspective
and best practice from our work across the wider public sector
that are specifically relevant to the Service.

Pat Kenny
Audit Director
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Quality indicators
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Impact on the execution of our audit

Management and those charged with governance are in a position to influence the effectiveness of our audit, through timely
formulation of judgements, provision of accurate information, and responsiveness to issues identified in the course of the audit. This
slide summarises some key metrics related to your control environment which can significantly impact the execution of the audit. We
consider these metrics important in assessing the reliability of your financial reporting and provide context for other messages in this

report.

Timing of key accounting
judgements

Adherence to deliverables
timetable !

Access to finance team and
other key personnel

Quality and accuracy of
management accounting
papers

Quality of draft Annual
Report and Accounts

Response to control
deficiencies identified

Volume and magnitude of
identified errors !

0 Lagging ' Developing

Management have demonstrated a clear understanding of areas subject to accounting
judgements/estimates.

Management have provided evidence in a timely manner, however, on occasions,
management have requested that deadlines are extended. The extensions have had an
impact on the overall planned audit timeline and delivery of our fieldwork. There was also a
delay in receiving finalised comments from the Service on the Wider Scope and Best Value
report presented to ARAC in August 2021.

Deloitte and the Service have worked together to facilitate remote communication during the
audit which has been successful. To inform our Wider Scope and Best Value report, we held
meetings with senior individuals across the Service, with no issues as to access or availability
for those meetings.

Documentation provided has been of a good standard. There has been an improvement on
the working papers provided since the prior year with respect to debtors and creditors.

A full draft of the Annual Report and Accounts was received for audit on 27 August 2021.
Whilst the draft was of a good standard, there were more required changes raised in
comparison to 2019/20, in order to ensure compliance with the FReM.

We have not identified any control deficiencies during our audit. We have identified eight
control insights.

Our review of the financial statements identified some disclosure deficiencies, which
management have updated in the final Annual Report and Accounts. We have identified four
uncorrected errors as a result of our testing.

Mature



Our audit explained

We tailor our audit to your business and your strategy

Identify changes in
business and environment

In our planning report we
identified the key changes in your
business and articulated how
these impacted our audit

your

Scoping

Our planning report set out the
scoping of our audit in line with
the Code of Audit Practice. We
are completing our audit in line
with our audit plan.

approach.

Identify

CIREES Determine

materiality

in your
business and
environment

Other findings

As well as our conclusions on the significant risks we are
required to report to you our observations on the
internal control environment as well as any other

findings from the audit.

Conclude

Significant

on
significant
risk areas

risk
assessment

findings

Other
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Our audit
report

Determine materiality

When planning our audit, we set our
materiality at £8.531m based on
forecast gross expenditure, which is
the most appropriate benchmark for
the Service as set out in our planning
report. We have updated this to
reflect final figures and we are
completing our audit using materiality
of £8.209m (2019/20: £9.199m),
performance materiality of £5.746m
(2019/20: £7.359m). We have
reported to you all misstatements
above £0.250m (2019/20: £0.250m).

Significant risk
assessment

In our planning report
we explained our risk
assessment process and
detailed the significant
risks we have identified
on this engagement. We
report our findings and
conclusions on these
risks in this report.

Conclude on significant
risk areas

We draw to the Audit and
Risk Assurance Committee’s
attention our conclusions on
the significant audit risks. In
particular the Audit and Risk
Assurance Committee must
satisfy themselves that
management’'s  judgements
are appropriate.

Our audit report

We anticipate
unmodified audit opinion.

issuing

an




Significant risks
Dashboard
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Risk

Operating within the expenditure
resource limits

Management override of controls

Planned
Material v approach to
risk controls
testing
O O om
@ @ D+I

Overly prudent, likely Overly optimistic, likely
to lead to future credit to lead to future debit.

Controls
testing
conclusion

Satisfactory

Satisfactory

Consistency of
judgements with
Deloitte’s
expectations

Satisfactory

Satisfactory

Comments

Internal control
recommendations
raised

Satisfactory

Page no.

11

12

D+1I: Testing of the design and implementation of key controls

10



Significant risks (continued)
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Operating within expenditure resource limits

Risk identified and key judgements

Under Auditing Standards there is a rebuttable presumption that
the fraud risk from revenue recognition is a significant risk. In line
with previous years, we do not consider this to be a significant risk
for the Service as there is little incentive to manipulate revenue
recognition with the entirety of revenue being from the Scottish
Government which can be agreed to confirmations supplied.

We therefore consider the fraud risk to be focused on how
management operate within the expenditure resource limits set
by the Scottish Government. There is a risk that the Service could
materially misstate expenditure in relation to year end
transactions, in an attempt to align with its tolerance target or
achieve a breakeven position.

Deloitte response and challenge

We have evaluated the results of our audit testing in the context of
the achievement of the target set by the Scottish Government. Our
work in this area included the following:

Evaluated the design and implementation of controls around
monthly monitoring of financial performance and year end
accruals;

Obtained independent confirmation of the resource limits
allocated to the Service by the Scottish Government;

Performed focused testing of accruals made at the year end;
Performed focused cut-off testing of invoices received and paid
around the year end.

Our work in this area is complete. We have identified one misstatement in the current period related to the accounting for Firefighter’s
Uniforms which would increase the reported capital resource spend by £4.659m, reduce inventory and increase Property, Plant and
Equipment by the same amount. We have raised two internal control recommendations in relation to the holiday pay accrual process
and the accounting for Firefighter’s Uniforms connected to our testing in relation to this risk. Whilst the adjustment to the capital
resource limit, results in capital spend exceeding the limit for the current year, the adjustment is not material and therefore the results

of our audit work do not result in a change to our audit opinion.

11



Significant risks (continued)
Management override of controls

Risk identified

Management is in a unique position to perpetrate fraud because
of their ability to manipulate accounting records and prepare
fraudulent Annual Report and Accounts by overriding controls
that otherwise appear to be operating effectively.

Although management is responsible for safeguarding the assets
of the entity, we planned our audit so that we had a reasonable
expectation of detecting material misstatements to the Annual
Report and Accounts and accounting records.

Deloitte response and challenge

In considering the risk of management override, we have
performed the following audit procedures that directly address
this risk:

We have tested the appropriateness of journal entries recorded in
the general ledger and other adjustments made in the preparation of
the Annual Report and Accounts. In designing and performing audit
procedures for such tests, we have:

» Tested the design and implementation of controls over journal
entry processing;

+ Made inquiries of individuals involved in the financial reporting
process about inappropriate or unusual activity relating to the
processing of journal entries and other adjustments;

» Selected journal entries and other adjustments made at the end of
a reporting period; and

» Considered the need to test journal entries and other adjustments
throughout the period.

100

We have reviewed accounting estimates for biases and evaluate
whether the circumstances producing the bias, if any, represent a
risk of material misstatement due to fraud. In performing this
review, we:

e Evaluated whether the judgements and decisions made by
management in making the accounting estimates included in the
Annual Report and Accounts, even if they are individually
reasonable, indicate a possible bias on the part of the entity's
management that may represent a risk of material misstatement
due to fraud. We have not identified any indications of bias.

» Performed a retrospective review of management judgements and
assumptions related to significant accounting estimates reflected
in the Annual Report and Accounts of the prior year.

We did not identify any significant transactions outside the
normal course of business or any transactions where the business
rationale was not clear.

Our work in this area is complete. We have nothing to report in
respect of our work in relation to this risk.

12
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Significant risks (continued)
Management override of controls (continued)

Key
judgements

Property
valuations

The key judgements in the Annual Report and Accounts are those which we have selected to be the significant audit risks
around the achievement of expenditure resource limits (page 11). While not considered to be significant audit risks, we
have also considered the assumptions used to calculate the pension liability (page 14). Below, we set out our challenge of
the assumptions used in the determination of other key accounting estimates and judgements being property valuations.

The Service is required to hold
property assets within
Property, Plant and Equipment
at a modern equivalent use
valuation. The valuations are,
by nature, significant estimates
based on specialist and
management assumptions and
which can be subject to
material changes in value.

The Service has an internal
valuer who carried out their
valuation as at 31 March 2021
to include valuation of 50% of
all of the Service’s land and
property in accordance with its
2-year rolling programme.

The valuation method has not
changed from the prior year
and is in line with International
Financial Reporting Standards.

We did not identify this as a significant risk in our Audit Plan as our property specialists,
Deloitte Real Estate, reviewed the methodology applied by the Service’s valuer in
previous years and concluded it was robust. We have confirmed that the valuer and
the methodology applied has not changed in the year.

We have challenged management’s assessment and consulted with our internal
property specialists. For those valued on Existing Use Value on a market comparable
basis, our property experts have confirmed that minimal market value would be
expected in 2020/21. For those valued on a Depreciated Replacement Cost basis,
which would be impacted by changes in build costs during the year, we have performed
an analysis of changes in the Build Costs Information Service index and concluded that
no material movement would be expected. We are therefore satisfied that there is no
indication of a material movement in assets not formally revalued during the year.

We have reviewed the valuer’s report, specifically considering the impact of COVID-19.
The Service’s valuer has confirmed that the valuation is not reported as being subject
to ‘material valuation uncertainty’. As such our audit report does not make reference to
this in the current year.

13



Other areas of focus
Pension liability

Risk identified and key judgements

SFRS participates in two types of defined benefits schemes:
» Local Government Pension Schemes (LGPS); and.

« Firefighters Pension Schemes (FFPS).

The net pension liability has increased from £4,471m in 2019/20 to £4,816m
in 2020/21. The increase was as a result of changes in assumptions resulting
in an actuarial loss of £274m in 2020/21 compared to an actuarial loss of
£477m in 2019/20; this was due to a change in assumptions, including a
reduction in the discount rate which dropped from 1.8% to 1.25%. The
liability also continues to be affected by the McCloud and Goodwin legal
cases, as well as Guaranteed Minimum Pension (GMP) indexation.

 McCloud - this case is in respect of possible discrimination in the
implementation of the transitional protections following the introduction of
the reformed public services pension schemes from 1 April 2014 and 2015.

 Goodwin - this is a legal challenge made against the Government in
respect of unequitable benefits for the male dependents of female
members (based on service after 1988) following the earlier Walker ruling.

SFRS uses a number of actuaries for the 8 LGPS (Hymans Robertson LLP,
Barnett Waddingham LLP and Mercer) and the FFPS (the Government’s
Actuary Department, GAD). They all produce detailed reports outlining the
estimated liability at the year end along with the associated disclosure
requirements.

102

The pension liability valuation is an area of audit focus due to
the material value and significant assumptions used in the
calculation of the liability. The valuations are prepared
reputable actuaries using standard methodologies which have
been considered as appropriate in previous years and no
significant changes in the membership of the scheme or
accrued benefits are expected in the current year. As a result,
we have not identified this as a significant risk.

Deloitte response and challenge

Assessed the independence and expertise of the actuaries
supporting the basis of reliance upon their work;

Reviewed and challenged the assumptions made by
actuaries.;

Obtained assurance from the auditor of the pension funds
over the controls for providing accurate data to the
actuaries.;

Considered the impact of the Triennial Review of the LGPS
pension funds;

Assessed the reasonableness of SFRS’s share of the total
assets of the scheme with the Pension Fund financial
statements;

Reviewed and challenging the calculation of the impact of
the McCloud, Goodwin, and GMP cases on pension liabilities;
and

Reviewed the disclosures within the accounts against the
FReM.

We identified three uncorrected errors in relation to the impact of Goodwin, McCloud and also from our assurance letters from the Pension

Fund auditors, as set out on page 26 of the report. These errors are individually and cumulatively immaterial.

14



Other significant findings
Internal control

During the course of our audit we have identified eight internal control finding, which we have included below for information.

Management
Review

Cash and
Banking
Process

Fixed Asset
Register

Impairment
review

We have identified a number of required adjustments to the disclosures
included within the Annual Report and Accounts during our audit. In future
years, we would encourage the Service to further enhance their existing
processes in reviewing the Annual Report and Accounts before submitting
the draft Annual Report and Accounts for audit, to minimise the number of
required changes.

During our discussions in respect of the Cash and Banking process, we
understand that there is a “cash banking daily log” spreadsheet completed.
This is updated by the cashiers department, however, for the spreadsheet
we reviewed, the "“Prepared by” and "“Reviewed by” boxes were not
completed. Whilst, we note there is a mitigating control, being the “Cash
flow monitoring” document, we would recommend that the Service reviews
its processes to ensure appropriate segregation of duties by evidencing the
“Prepared by” and “"Reviewed by” element of the “cash banking daily log”.

From our detailed Property, Plant and Equipment testing, it was noted that
there was no review of the capital accounting entries into the Fixed Asset
Register module of Technology One. The Service should implement a review
control and segregation of duties such that one person calculates and
prepares all of the year-end fixed asset accounting entries, and another
person reviews these to ensure that they are accurate.

Non-current assets that are not subject to the formal revaluation review in
the year should be reviewed for impairment indicators. As part of the year-
end financial reporting process this should be documented in a
management paper clearly setting out the process and discussions that
have taken place. This should address impairment indicators for each asset
class i.e. Vehicles, ICT Equipment, Operational Equipment.

103

SFRS will enhance the peer
review process to include the
disclosure checklist and
improve the overall quality of
the Annual Report and
Accounts.

Noted. This process has now
been amended and the relevant
boxes are being completed by
the Preparer and Reviewer and
checked by an Accountant.

A review process will be
implemented to demonstrate
that transactions are reviewed.
Due to technical constraints,
this will not be held within the
financial system.

The SFRS will carry out an
annual review for different
categories of assets to take into
account potential changes in
value.

The purpose of the audit was for us to express an opinion on the financial statements. The audit included consideration of
internal control relevant to the preparation of the financial statements in order to design audit procedures that are
appropriate in the circumstances, but not for the purpose of expressing an opinion on the effectiveness of internal control.

The matters being reported are limited to those deficiencies that we have identified during the audit and that we have

concluded are of sufficient importance to merit being reported to you.

High Priority



Other significant findings (continued)
Internal control (continued)

Depreciation
calculation

Firefighter’s
Uniforms

Holiday Pay
accrual
calculation

Related Party
transactions

SFRS’ depreciation policy is not to depreciate assets in the year of
addition to the Fixed Asset Register and to charge a full years
depreciation in the year of disposal. Given that the Service
currently has a significant balance of assets included within Assets
Under Construction, the Service should review it's depreciation
policy to ensure that it remains fit for purpose and does not
distort the Service’s in year expenditure.

As part of our audit procedures, we have identified that
management account for the purchase of Firefighter’'s Uniforms
initially within inventory, before reclassifying them to Property,
Plant and Equipment when the uniform is provided to the
Firefighter for usage. This accounting treatment is non-compliant
with the FReM, and an error has been raised on page 26 and also
included within the management representation letter.

The impact of this incorrect treatment is that the budgetary
impact is currently recorded within the wrong financial period,
being the year of distribution rather than the year of purchase.
We understand that management have held initial discussions
with the Sponsor department regarding realigning the capital
budget, however, it is recommended that the Service finalise
these discussions as soon as possible and for the 2021/22 Annual
Report and Accounts.

From our work in respect of the holiday pay accrual, we
understand that one individual is responsible for the preparation
of the holiday pay accrual. Management should look to plan for
the future and ensure that within the wider team there are people
who are able to cover this role to add greater resilience to the
preparation of key working papers.

From our related party work, we identified that management had
not identified all related parties (such as SFRS Family Support
Trust) which has subsequently been updated within the Annual
Report and Accounts. Management should refresh their processes
for identifying related parties to ensure that they adequately
capture all bodies.

The Depreciation Policy will be reviewed
to ensure continued relevance. The
SFRS will undertake a review of Assets
Under Construction to determine if
deprecation  would be  materially
different should the policy change.

A business case for an increase of £3.7
million in CDEL funding was submitted
to Scottish Government in November
2021. Approval for the increase has still
to be confirmed.

The long term aim is to automate this
process within our HR/Finance systems.
The Decision Support Manager will work
with the Finance Business Partner to
increase resilience for this task going
forward.

This has been noted and processes
refreshed. Amendments have been
made to the Register of Interests.

104
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Other significant findings (continued) 100

Financial reporting findings

Below are the findings from our audit surrounding your financial reporting process.

Qualitative aspects of your accounting practices:

The Service’s Annual Report and Accounts have been prepared in We have not identified other matters arising from the audit that, in
accordance with the FReM. While the Annual Report and Accounts the auditor's professional judgement, are significant to the oversight
provides the user with a significant amount of useful information in of the financial reporting process.

an engaging manner, our review identified a number of areas where

the Service could improve the structure and disclosures within the

Annual Report and Accounts to better demonstrate compliance with

the FReM and further enhance the effectiveness of the document.

Significant matters discussed with management:

Significant matters discussed with management related primarily to
the impact of COVID-19 on the organisation.

We will obtain written representations from the Board on matters material to the financial statements when other
sufficient appropriate audit evidence cannot reasonably be expected to exist. A copy of the draft representations letter
has been circulated separately.

17




Our audit report
Other matters relating to the form and content of our report

Here we discuss how the results of the audit impact on other significant sections of our audit report.

66
99

Our opinion on the financial

statements

We expect to
unmodified opinion.

issue

an

@

Material uncertainty related
to going concern

We have not identified a
material uncertainty related to
going concern and will report by
exception regarding the
appropriateness of the use of

the going concern basis of
accounting.
Practice Note 10 provides

guidance on applying ISA (UK)
570 Going Concern to the audit
of public sector bodies. The
anticipated continued provision
of the service is relevant to the
assessment of the continued
existence of a particular body.
We have provided feedback to
management in respect of the
current disclosure and will
review the updated disclosure
when updated Annual Report
and Accounts are received.

Emphasis of matter and

other matter paragraphs

There are no matters we judge
to be of fundamental
importance in the financial
statements that we consider it
necessary to draw attention to
in an emphasis of matter
paragraph.

There are no matters relevant
to users’ understanding of the
audit that we consider
necessary to communicate in an
other matter paragraph.
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Other
responsibilities

reporting

The Annual Report is reviewed
in its entirety for material
consistency with the financial
statements and the audit work
performance and to ensure that
they are fair, balanced and
reasonable. We are awaiting
updated financial statements
from management in order to
conclude on this area.

Opinion on regularity

In our opinion in all material
respects the expenditure and
income in the financial
statements were incurred or
applied in accordance with any
applicable  enactments and
guidance issued by the Scottish
Ministers. Our work is still in
progress and we will provide a
verbal update at the ARAC.

Our opinion on matters
prescribed by the Auditor
General for Scotland are

discussed further on page 19.
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Your Annual Report

We are required to provide an opinion on the auditable parts of the Remuneration and Staff Report, the Annual Governance
Statement and whether the Performance Report is consistent with the disclosures in the accounts.

The
Performance
Report

The
Accountability
Report

Going Concern

The report outlines the
Service's’ performance,
both financial and non-
financial. It also sets out
the key risks and
uncertainties faced by the
Service.

Management have ensured
that the Accountability
Report meets the
requirements of the FReM,
comprising the governance
statement, Remuneration
and Staff Report and the
Parliamentary
Accountability Report.

Management has made
appropriate disclosure
relating to Going Concern
matters.
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We have assessed whether the Performance Report has been prepared in accordance with
the accounts direction.

We have also read the Performance Report and confirmed that the information contained
within is materially correct and consistent with our knowledge acquired during the course
of performing the audit, and is not otherwise misleading.

We provided management with comments and required changes to ensure the
Performance Report is in line with the requirements of the FReM and have confirmed that
all changes have been made.

We have assessed whether the information given in the Governance Statement is
consistent with the financial statements and has been prepared in accordance with the
accounts direction.

We have also read the Accountability Report and confirmed that the information
contained within is materially correct and consistent with our knowledge acquired during
the course of performing the audit, and is not otherwise misleading. A humber of changes
were identified during the course of the audit. We have confirmed that these changes
have been appropriately made.

We are satisfied from a review of the 2021/22 budget, consideration of the actual position
to date in 2021/22, and the assumption of continued provision of services set out in the
FReM and Practice Note 10, that it is appropriate to prepare the accounts on a going
concern basis, and that no material uncertainty on going concern exists. We have
provided feedback to management in respect of the current disclosure and have
confirmed that the appropriate amendments have been made.
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Audit Dimensions and Best Value

Overview and conclusions

As set out in our audit plan and separate report on the “Audit Dimensions and Best Value” presented to the Committee in August
2021, public audit in Scotland is wider in scope than financial audits. Our separate report sets out our findings and conclusions on
our audit work covering the areas set out below. Our report is structured in accordance with the four audit dimensions, but also
covers our specific audit requirements on Best Value.

The risk profile of public bodies for the 2020/21 audits is significantly affected by the COVID-19 pandemic. Our audit work across
each dimension has therefore been specifically focussed on how HES has responded to these risks.

It is important to note that audits are by nature risk based. Where we don't identify any risks, being the areas likely to have the most
good practice, we don’t consider them in our work. Where we identify risks, being areas likely to have most room for improvement,
we consider them in our work. Our work is by design therefore more likely to pick up areas for improvement; but where we identify
good practice through our risk-based work we highlight it. This represents the most effective use of limited audit resources. It is
important to stress that the audit therefore is not an opinion on the overall performance of SFRS, it is an opinion on parts of SFRS
which have been identified as being most in need of audit as a result of a risk assessment.

Financial Financial Governance and

management sustainability transparency Value for money

COVID-19 impact on

@ budget setting options, COVID-19 impact on @
%?J\élztlagn::lmopuatiltn?nn capital projects and governance arrangements Cos\glr?/iéegére’]ﬁlaeit on
9 medium-to-long term plans and emerging fraud risks Y

and transformation
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Audit dimensions and best value (continued)
Overview and conclusions (continued)

The Service has effective financial planning and
management arrangements which are robust enough to
manage financial activity and capture and address any
challenges to the achievement of financial targets. The
financial position and variances were transparently reported
to the Board throughout the year. However, savings targets
are unclear and other than the net savings as a result of
COVID-19, it is not clear what level of savings the Service
aimed to achieve or actually achieved. There is also room
for improvement in setting out how the budget is prepared,
the assumptions underpinning it, how it links to the MTFM
and LTFS, and how it will enable the Service to allocate its
resources to drive improvement in outcomes. Overall, while
the Service has demonstrates effective operational financial
management, there is room for improvement in a number
of areas, to bring the Service in line with both developed
and emerging good practice, as set out in the Action Plan at
the end of this report.

The capacity of the finance team has remained consistent
during the year, following a restructure in 2019/20. There
have been changes subsequent to 2020/21 and plans for a
further consideration of the structure. We will monitor the
outcome of the ongoing review as part of our 2021/22
audit.

The level of outstanding recommendations from internal
audit, either overdue or with revised implementation dates,
suggests an issue with capacity or focus on implementation.
The arrangements for prevention and detection of fraud
continue to require improvement, as was identified by an
internal audit review.

Financial sustainability

The Service achieved short-term financial balance in 2020/21. While the
Service has set a balanced budget for 2021/22, at the date of completing
our procedures in April 2021, there was insufficient evidence for us to
conclude as to whether efficiency targets are realistic or whether the
Service can achieve short-term financial balance in 2021/22.

While it is positive to note that the Service is actively assessing the
financial impact of COVID-19, the anticipated impact has not yet been
quantified or reported. There does remain a risk regarding the impact,
therefore it is important that the position is closely monitored and is
reflected in reporting to the Board.

The Service is faced with significant issues with regards to capital
investment. While the Service is aware of these issues, its Capital
Programme does not effectively tie in to the AMS, LTFS or the Service’s
change programme, or quantify the ongoing impact or risk of less than
required investment. Reporting against the Capital Programme does not
provide sufficient evidence to conclude as to whether capital projects are
delivered on time and on budget.

The LTFS developed by the Service is in line with good practice. However,
it is not referred to in ongoing decision making, is not reported against,
and is not clearly linked to the MTFM, Capital Programme, Workforce and
Strategic Resourcing Plan or Resource Budget. It is not clear how the LTFS
therefore acts as a strategic document that supports longer-term financial
thinking.

Key to the Service's financial sustainability is the delivery of a
comprehensive change programme. The Service is aware that progress
against its historical Transformation Programme and Major Projects has
not been sufficient. The Service is in the early stages of transitioning to a
new change programme, following a comprehensive review of the
Service’s approach to change. This is welcome, and we will continue to
review the Service’s approach to change as it progresses throughout
2021/22. 22
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Audit dimensions and best value (continued)

Overview and conclusions (continued)

The Service continues to have effective governance and
scrutiny arrangements in place, although improvements are
needed with regards to the implementation of these
arrangements. While the Service’s governance framework is
underpinned by a comprehensive suite of governance
documents, there is room for improvement in the scrutiny and
monitoring of performance against the Service’'s key
governance and strategic documents. Appropriate
arrangements have been put in place in response to the
COVID-19 pandemic, although the Service could have
permitted public access to meetings earlier than it did, and
there remains room for improvement in this area.

The Service continues to have strong leadership in place. This
has been particularly evident in the response to COVID-19, the
streamlined decision-making arrangements  and the
arrangements for developing the Reset and Renew Routemap.
Changes to the management structure with the creation of a
Service Delivery and Service Development Directorate is a
positive step as the Service moves to having transformation at
a strategic level as part of normal Service business. The impact
of COVID-19 has delayed this.

The Service continues to be open and transparent. In the
interest of continuous improvement, it should consider if there
are any lessons learned from other public bodies or other ways
of engaging with wider stakeholders.

Value for Money

We recognise that the COVID-19 pandemic has had a
significant impact on the Service. It is important that the
Service take any lessons learned as it moves into the recovery
phase to consider alternative approaches to service delivery.

The Service has a clear and robust Performance Management
Framework which is aligned to the National Performance
Framework. However, performance reporting is inconsistent
and it is unclear how different parts of the Service are
performing comparatively. While there are differences across
the Service and benchmarking will not be possible in all areas,
the Service should perform benchmarking for significant parts
of service delivery and provide supporting narrative for
differences.

While the structure of the Performance Management
Framework and the subsequent performance reporting is clear
in aligning indicators with outcomes, there is a need for more
narrative to clearly set out how these tie in together, and how
the performance when combined has impacted on the desired
outcome.
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Purpose of our report and responsibility statement

112

Our report is designed to help you meet your governance duties

Our report is designed to help the Audit and Risk Assurance
Committee discharge their governance duties. It also represents
one way in which we fulfil our obligations under ISA (UK) 260 to
communicate with you regarding your oversight of the financial
reporting process and your governance requirements. Our report
includes:

e Results of our work on key audit judgements and our
observations on the quality of your Annual Report;

e Our internal control observations; and

e Other insights we have identified from our audit.

The scope of our work

Our observations are developed in the context of our audit of the
Annual Report and Accounts.

We described the scope of our work in our audit plan.

Use of this report

This report has been prepared for the Service, as a body, and we
therefore accept responsibility to you alone for its contents. We
accept no duty, responsibility or liability to any other parties, since
this report has not been prepared, and is not intended, for any
other purpose.

What we don’t report

As you will be aware, our audit was not designed to identify all
matters that may be relevant to the Audit and Risk Assurance
Committee.

Also, there will be further information you need to discharge your
governance responsibilities, such as matters reported on by
management or by other specialist advisers.

Finally, our views on internal controls and business risk
assessment should not be taken as comprehensive or as an
opinion on effectiveness since they have been based solely on the
audit procedures performed in the procedures performed in
fulfilling our audit plan.

We welcome the opportunity to discuss our report with you and
receive your feedback.

Pat Kenny, CPFA
For and on behalf of Deloitte LLP
Glasgow | 15 December 2021
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Audit adjustments
Unadjusted misstatements

114

The following uncorrected misstatements have been identified, which we request that you ask management to correct as required by

ISAs (UK).

Firefighter’s Uniforms

GMP Equalisation
Goodwin
Pension Fund Auditor

Total

(1) As set out on page 16, the accounting for the purchase of Firefighter’s Uniforms is incorrectly recorded within inventory and should
be included within Property, Plant and Equipment. This adjustment is a balance sheet reclassification between current assets and

non-current assets.

(2) In respect to the Service’s Local Government Pension Schemes, no allowance has been made for GMP Equalisation. This adjustment

(1]

(2]
(3]
(4]

0.800
0.320
(0.386)
0.734

4.659
(4.659)

(0.800)
(0.320)

0.386
(0.734)

is to recognise the impact of GMP Equalisation within Other Comprehensive Income.

(3) In respect to the Service’s Local Government Pension Schemes, no allowance has been made for the Goodwin ruling. The impact was
not reflected within the prior year accounts, and therefore this adjustment recognises the cost within the past service cost within the
Statement of Comprehensive Net Expenditure.

(4) This is the Service’s share of the errors identified by the Local Government Pension Scheme auditors in respect of the Local

Government Pension Scheme accounts.

16

N/A
N/A
N/A
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Audit adjustments 115

Adjusted misstatements

The following corrected misstatements have been identified up to the date of this report.

Debit/(Credit)

Statement of Debit/(Credit) prior
Comprehensive Net Debit/(Credit) year Taxpayer’'s Debit/(Credit)
Expenditure in Net Assets Equity in Income If applicable, control
fm £m £m £m deficiency identified

Misstatements identified in current year

None identified

Total

27



Audit adjustments (continued) 116

Disclosures

Disclosure misstatements

We have provided management with some required disclosure adjustments. We communicate to you the corrected and uncorrected
disclosure misstatements to assist you in fulfilling your governance responsibilities, including reviewing the effectiveness of the system of
internal control. We have confirmed that all required changes have been made.

Staff Turnover
FReM 6.5 sets out the required

Through our review of the Annual Report and Accounts we identified disclosures
that the staff turnover percentage was not included.

Qualitatively material

Related Parties

IAS 24 sets out the required

disclosures Qualitatively material

Through our review of the Annual Report and Accounts we identified
that the Related Party disclosure was not compliant with

International Accounting Standards.

Estimates and Judgements and Adoption of Accounting Standards

IAS 1 and 8 sets out the required

disclosures Qualitatively material

Through our review of the Annual Report and Accounts we identified
that the Estimates and Judgements disclosure was not compliant

with International Accounting Standards
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Our other responsibilities explained
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Fraud responsibilities and representations

Responsibilities:

The primary responsibility for the prevention and detection of
fraud rests with management and those charged with governance,
including establishing and maintaining internal controls over the
reliability of financial reporting, effectiveness and efficiency of
operations and compliance with applicable laws and regulations.

As auditor, we obtain reasonable, but not absolute, assurance that
the Annual Report and Accounts are free from material
misstatement, whether caused by fraud or error.

®

Required representations:

We have asked the Service to confirm in writing that you have
disclosed to us the results of your own assessment of the risk that
the Annual Report and Accounts may be materially misstated as a
result of fraud and that you have disclosed to us all information in
relation to fraud or suspected fraud that you are aware of and that
affects the entity or group.

We have also asked the Service to confirm in writing their
responsibility for the design, implementation and maintenance of
internal control to prevent and detect fraud and error.

In our planning we identified the risk of fraud in relation to
operating within the expenditure resource limit and management
override of controls as a key audit risk for your organisation.

During course of our audit, we have had discussions with
management and those charged with governance.
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Independence and fees 118

As part of our obligations under International Standards on Auditing (UK), we are required to report to you on the matters listed below:

We confirm the audit engagement team, and others in the firm as appropriate, Deloitte LLP and, where
applicable, all Deloitte network firms are independent of the Service and and our objectivity is not
compromised.

The audit fee for 2020/21, in line with the expected fee range provided by Audit Scotland, is £106,070, as
analysed below:

£

Auditor remuneration 82,790
Audit Scotland fixed charges:

Pooled costs 19,060

Audit support costs 4,220

Total fee 106,070

The audit adjustments identified and the delays in obtaining some supporting documentation, and the impact
of COVID-19 have all impacted on the level of audit work required. We have yet to fully assess the impact.
Once completed, we will discuss any impact on the fee with management.

No non-audit services fees have been charged for the period.

In our opinion there are no inconsistencies between the FRC’s Ethical Standard and the company’s policy for
the supply of non-audit services or any apparent breach of that policy. We continue to review our
independence and ensure that appropriate safeguards are in place including, but not limited to, the rotation of
senior partners and professional staff and the involvement of additional partners and professional staff to
carry out reviews of the work performed and to otherwise advise as necessary.

We are required to provide written details of all relationships (including the provision of non-audit services)
between us and the organisation, its board and senior management and its affiliates, including all services
provided by us and the DTTL network to the audited entity, its board and senior management and its
affiliates, and other services provided to other known connected parties that we consider may reasonably be
thought to bear on our objectivity and independence.

We are not aware of any relationships which are required to be disclosed.
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Deloitte

Deloitte LLP does not accept any liability for use of or reliance on the contents of this document by any person save by the intended
recipient(s) to the extent agreed in a Deloitte LLP engagement contract.

If this document contains details of an arrangement that could result in a tax or National Insurance saving, no such conditions of
confidentiality apply to the details of that arrangement (for example, for the purpose of discussion with tax authorities).

Deloitte LLP is a limited liability partnership registered in England and Wales with registered number OC303675 and its registered office at 1
New Street Square, London, EC4A 3HQ, United Kingdom.

Deloitte LLP is the United Kingdom affiliate of Deloitte NSE LLP, a member firm of Deloitte Touche Tohmatsu Limited, a UK private company
limited by guarantee ("DTTL"”). DTTL and each of its member firms are legally separate and independent entities. DTTL and Deloitte NSE LLP
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SCOTTISH FIRE AND RESCUE SERVICE

Audit and Risk Assurance Committee

Report No: C/ARAC/10-22
Agenda ltem: 9.2

Report to: AUDIT AND RISK ASSURANCE COMMITTEE
Meeting Date: | 20 JANUARY 2022
Report Title: DELOITTE — AUDIT DIMENSIONS AND BEST VALUE REPORT FOR YEAR
P ' ENDED 31 MARCH 2021

Board/Committee Meetings ONLY

For Reports to be held in Private
Report _ Specify rationale below referring to
Classification: | 7O Scrutiny Board Standing Order 9

A | B | C | D|E E | G

1 Purpose

11 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC)
with a progress report on the Deloitte Audit Dimensions and Best Value Report.

2 Background

2.1 Deloitte, as External Auditors to Scottish Fire and Rescue Service (SFRS), undertook an
Audit Dimensions and Best Value review for year ended 31 March 2021, designed to help
the Audit Committee and the SFRS Board discharge their governance duties on the
following areas:

Financial Management

Financial sustainability

Governance and transparency

Value for money; and

Best Value

2.2 The report was provided to SFRS as part of their overall 2020/21 audit responsibilities and
provided to ARAC at a private meeting on 26 August 2021. The final report contained 28
recommendations for improvement with Responsible Owners providing a management
response for each recommendation.

2.3 Deloitte identified that the risk profile of public bodies for 2020/21 was significant affected
by Covid-19 and the audit work undertaken across the dimensions covered was therefore
specifically focused on how the Service responded to these risks.

3 Main Report/Detail

3.1 The Acting Director of Finance and Procurement provided a report to the Good
Governance Board (GGB) on 14 December 2021 identifying the monitoring framework for
the Deloitte report.

3.2 The format was agreed by GGB and follows the principles developed for Internal Audit with
an aligned Master Register and Report Dashboard. This information is attached in
Appendix A and B.

3.3 Following the creation of the follow-up process in December the following areas are
highlighted for the Committee’s information:
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3.4

3.5

3.6

3.6.1

3.6.2

3.6.3

Recommendations Not Accepted

Recommendation 1.7 (P3) The relevant committee or Board should ensure that it
considers whether the process by which management have determined the structure of
the finance function is sufficiently robust to enable the Service to make full and effective
use of the finance function to drive improvements in the use of resources, as
recommended throughout our work.

This recommendation was not agreed within the final report with supporting narrative
provided by Acting Director of Finance and Procurement.

Actions Identified as Complete by Responsible Owner
Recommendation 3.2 (P10) The Service should reconsider its approach to allowing public
access to Board meetings, to ensure that Board members are being as accountable and

transparent as reasonably practicable, as required under the Fire (Scotland) Act 2005.

Information supporting closure was provided by the Director of SPPC and is contained
within the Master Register.

Actions with Revised Dates
Recommendation 2.1 (P5). Following completion of work with the Scottish Government in

assessing the capital investment needs of the Service, the AMS should be reviewed to
ensure that it aligns with this need, the Strategic Plan and the Change Programme.

There are a number of tasks involved in the creation of an Asset Management Strategy,
critically this will include work to align the strategy with the outcomes from the Service
Delivery Model Programme (SDMP) which is scheduled for completion in March 2023.
Request for this action due date to be moved to March 2023 to tie in with both the SDMP
programme, as well as an internal audit action for a revised Property Strategy which has
been approved for completion in March 2023.

Target completion date revised from 31 March 2022 to 31 March 2023.

Recommendation 4.1 (P11). The Service should report on the process it has undertaken
to attempt benchmarking of performance internally, in order to ensure that local areas learn
from good practice elsewhere in the Service. This report should identify those areas where
effective benchmarking can be carried out and how this will be done going forward, as well
as reporting on those areas where effective benchmarking cannot be carried out and why
this is the case.

Benchmarking information will be included within performance management reporting
increasingly during 2022/23 and will form part of the 21/22 PMF Annual Report due for
publication in November 22. It will not be part of the 20/21 report recently created. This
action will not be formally closed until we have created the PMF Annual Report in
November 2022.

Target completion date revised from 31 March 2022 to 30 November 2022.

Recommendation 4.2 (P12). Performance reports should include targets and trend data
to enable a meaningful assessment of performance.

Target and trend data is evident in reports currently produced across the Service. In
addition, a paper on KPI Methodology and Target Setting Recommendations was
submitted through Good Governance in August 2021. This identified current issues in the
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Services approach to target setting. Despite a significant relaxation in restrictions affecting
SFRS operational activity, residual effects of the Covid-19 global pandemic will continue
for some time.

With no previous experience of regaining normality following a global pandemic,
accurate recognition ofthe full societal, environmental, and economic impact is not
possible until some stability is retained across all factors. As such, target setting that is
both reasonable and achievable for the 2021/22 period is complex and will be considered
into 2021/22 in line with the design of the PMF that will support the new Strategic Plan.

Full corporate performance in all directorate areas following same rules and format unlikely
to be in place until 2023.

Target completion date revised from 31 March 2022 to 31 March 2023.

4 Recommendation

4.1 The Audit and Risk Assurance Committee is asked to:
e Scrutinise the Deloitte Master Register, attached as Appendix A.
¢ Note the overview Dashboard, attached as Appendix B.

5 Key Strategic Implications

51 Risk

5.1.1 | External Audit forms part of the Services wider governance and assurance framework and
aims to minimise the Services exposure to risk.

5.2 Financial

5.2.1 | Any financial implications arising from the Deloitte report are contained within the Master
Register in Appendix A.

5.3 Environmental & Sustainability

5.3.1 | Any environment or sustainability implications arising from the Deloitte report are
contained within the Master Register in Appendix A.

5.4 Workforce

5.4.1 | Any workforce implications arising from the Deloitte report are contained within the Master
Register in Appendix A.

5.5 Health & Safety

5.5.1 | Any health and safety implications arising from the Deloitte report are contained within the
Master Register in Appendix A.

5.6 Training

5.6.1 | Any training implications arising from the Deloitte report are contained within the Master
Register in Appendix A.

5.7 Timing

5.7.1 | The timing of this report is aligned to our reporting requirements to Deloitte and scrutiny
undertaken by ARAC and GGB.

5.8 Performance

5.8.1 | The report provides assurance on the adequacy and effectiveness of management

responses to external audit activity
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5.9 Communications & Engagement

5.9.1 | There are no direct issues arising in relation to Communications and Engagement

5.10 Legal

5.10.1 | There are no direct legal implications arising from this report.

5.11 Information Governance

5.11.1 | There are no direct Information Governance implications arising from this report.

5.12 Equalities

5.12.1 | There are no direct Equality implications arising directly from this report. Where specific
actions impact upon Directorate policies or guidance this should be reflected within any
relevant Equality Impact Assessment.

5.13 Service Delivery

5.13.1 | There are no direct implications arising from this report on Service Delivery

6 Core Brief

6.1 Not Applicable

7 Appendices/Further Reading

7.1 Appendix A — Deloitte Master Register

7.2 Appendix B — Deloitte Report Dashboard

Prepared by: David Johnston, Risk and Audit Manager

Sponsored by: | John Thomson, Acting Director of Finance and Procurement

Presented by: | John Thomson, Acting Director of Finance and Procurement

Links to Strategy and Corporate Values

External Audit forms part of the Services Governance arrangements and links back to Outcome 4

of the 2019-22 Strategic Plan, specifically Objectives 4.2 & 4.4

o QOutcome 4: We are fully accountable and maximise our public value by delivering a high quality,
sustainable fire and rescue service for Scotland.

e Objective 4.2: We will minimise the risks we face through effective business management and
high levels of compliance with all our responsibilities.

o Objective 4.4: We will strengthen performance management and improvement arrangements
to enable robust scrutiny, challenge and decision making nationally and locally

Governance Route for Report Meeting Date

Report Classification/
Comments

Audit and Risk Assurance Committee 20 January 2022 For Scrutiny

ARAC/Report/AuditDimensionsandBestValue Page 4 of 5 Version 1.0: 13/01/2022




OFFICIAL 124

ARAC/Report/AuditDimensionsandBestValue Page 5 of 5 Version 1.0: 13/01/2022



125

APPENDIX A
STATUS KEY
GREEN On Target to complete within agreed date
AMBER Slight delay but evidence of progress OR after 3 revised dates
Major delay or No evidence of progress
Action Completed
WHITE Deadline more than 6 months away
Total No of % Fully Implemented Part/In Progress Not Implemented
DELIOTTE AUDIT DIMENSIONS & BEST VALUE REPORT Actions Complete
Actions M L M L M L
— FINANCIAL MANAGEMENT
9 0 0 0 0 3 5 0 0 1 0
Financial Reporting Target Date Agreed Revised Priority Status
The annual budget should be able to serve as a stand-alone item, capable of scrutiny and challenge on its own merits Date Complete
rather than by reliance on previous reporting and assumed knowledge. This should include clearly setting out the
Rec N assumptions underpinning the budget.
eco. Agreed. SFRS have provided information to the Board on the annual budget as part of Board
1 ] 1 Responsible Owner development/information sessions and then this is consolidated at the Board meeting where
Agreed Response the budget reports are approved. In our opinion cumulatively, this gives the Board sufficient
el L ) get reports are app P v, this g . 31/03/2022 n/a HIGH GREEN
Acting Director of information to scrutinise the annual budget. SFRS however accepts the recommendation and
Finance & Procurement | will reference outputs from the information sessions to improve transparency and provide a
standalone report for the Capital and Resource budgets for Board approval.

Progress to Update

The first draft of the budget is currently being produced after Scottish Government funding announcements on the 9th December 21 and will be shared with SLT in January
before being discussed at the Board strategy day in February 2022. The final budget is planned for approval by the Board in March 2022 and will include reference to the

elements discussed at the board strategy day.

Outstanding actions to close the
recommendation

Final budget report for 22/23 which will include reference to materials included in board strategy days.

Financial Reporting Target Due Agreed Revised Priority Status
The annual budget should be explicitly referenced to the Service’s key strategic documents, for example the Strategic Plan, Date Complete
Rec N Workforce and Strategic Resourcing Plan and LTFS, to demonstrate how the Service is allocating its resources on a short-term

€CNO. | pasis to drive the long-term change it recognises is needed in these strategic documents.

1 . 2 Responsible Owner The annual budget supports the achievement of the outcomes and objectives set out in our
Agreed Response strategic plan. The recommendation is accepted and moving forward the annual budget will

s e gicp : pred ar § forward t & 31/03/2022 n/a HIGH GREEN

Acting Director of allocate resources with reference to other strategic documents including the Workforce and
Finance & Procurement | Strategic Resourcing Plan and the Long Term Financial Strategy.

Progress to Update

The budget strategy has been developed and explains the overall financial position and makes specific reference to the long term financial strategy. Workforce planning
information is used as part of the budget setting for establishing the staffing budget. The latest workforce strategic resource plan will be reviewed as part of the budget setting.

Outstanding actions to close the
recommendation

Latest Workforce strategic resource plan reviewed and considered for staff budget.
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Rec No.

1.3

Financial Reporting Action Date Agreed Revised Priority % Status
The annual budget should provide a high-level summary of how resources are allocated against the Service’s outcomes, Due Date Complete
to enable the Board to challenge whether resources are appropriately allocated and sufficiently targeted to address
areas of poor performance.
igig:gi:lsig:;zer SFRS agree with this recommendation and will seek to engage with the Board on the
presentation of the budget to demonstrate how resources are allocated to outcomes to aid 31/03/2023 n/a HIGH 10% GREEN

Acting Director of
Finance & Procurement

scrutiny.

Progress to Update

Options for considering budget to outcomes was presented to an informal SLT. Further research is underway on topic after SLT feedback and engagement with board members

is being sought to give input at this early stage as well as seeking examples from Deloitte.

Outstanding actions to close the
recommendation

High level summary of how resources are allocated to service outcomes

Rec No.

1.4

Savings Plans Action Date Agreed Revised Priority % Status
The budget should clearly set out how the savings target included within it links in with the savings requirements identified Due Date Complete
in the MTFM and the LTFS.
Agreed. SFRS will be explicit about the targeted budgeted savings anticipated as part of the
. budget setting process. The Medium Term Financial Model (previously validated by Deloitte) is
Responsible Owner . . . ] .
Agreed Response updated on an annual basis to include the latest assumptions such as inflation or pay awards
& P used in the annual budget setting process. The model is then used to run various financial 31/03/2023 n/a MEDIUM 10% GREEN

Acting Director of
Finance & Procurement

scenarios and support strategic decision making and where appropriate identify potential
funding gaps that require efficiencies to be achieved. The Long Term Financial Strategy will be
updated to reflect the latest position on savings.

Progress to Update

The first draft of the budget will be presented to SLT for discussion and consideration of potential areas for efficiencies. Once agreed these will form part of the budget setting
and will be explicit to enable future tracking. Future efficiencies identified will also be included in the MTFM

Outstanding actions to close the
recommendation

Savings to be agreed and included in budget and MTFM.

Rec No.

1.5

Savings Plans Action Date Agreed Revised Priority % Status
Resource Monitoring Reports should include clear, summary information on the total amount of efficiency savings e DElE Complete
achieved in the year. This should set out whether savings are recurring or non-recurring. Cost delays should be clearly
differentiated. This should include reporting on the specific targets identified in the budget and provide an update on
those savings not identified in the budget but subsequently identified by the Service.
Agreed. The finance team as part of monthly monitoring activity track cashable efficiency savings
. (recurring and non- recurring) for the resource budget during the year with budget holders as
Responsible Owner . . . . . .
R T well as |dent|fy|r.1g. cos.t pressures. This mformatlor\ will be summarl§ed a.nd refere.nced pack to
the targeted efficiencies as set by the budget setting process. Our financial reporting will be 31/03/2022 n/a MEDIUM 20% GREEN

Acting Director of
Finance & Procurement

developed to summarise progress and included in our financial monitoring reports to SLT and
Board. Where possible information on whether savings for example COVID-19 savings (already
reported) are delayed costs will be identified.
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Progress to Update Efficiency savings achieved for 20/21 which included recurring, non-recurring and deferred were discussed with SLT and agreed that efficiencies and the narrative would be
presented as part of best value. A best value presentation to the Board as part of strategy day highlighted efficiencies will be included as part of our annual reporting on best
value.

Outstanding actions to close the The identification of efficiencies in the budget setting process for 22/23 will enable reporting of these efficiencies as part of financial reporting moving forward. The efficiencies

recommendation for 21/22 will be included in the annual reporting.

Savings Plans Action Date Agreed Revised Priority % Status
The annual budget should clearly set out efficiency savings targets, including where these are expected to be achieved. RS Date i
The budget should identify which savings have already been identified and can be specifically reported against in the year,

Rec No. | with a ‘RAG’ risk rating for those savings yet to be identified in terms of the risk of the Service being able to deliver them.

1 . 6 Responsible Owner Agreed. All targeted savings are identified and included in the budget setting process. Moving
Agreed Response forward budgeted savings will be tracked and the associated RAG status will be provided and
” . . L . 31/03/2022 9

Acting Director of reported against. The reporting of progress against budgeted efficiencies will be reported to 103/ n/a MEDIUM 0% Giaas
Finance & Procurement | the Board as part of the resource monitoring report.

Progress to Update
The budgeted efficiencies for 22/23 will have a RAG status associated with them

Outstanding actions to close the o

TR A RAG status on efficiencies

Fi ial C . Action Date Agreed Revised Priority % Status
Financial Capacity . . . . Due Date Complete
The relevant committee or Board should ensure that it considers whether the process by which management have
determined the structure of the finance function is sufficiently robust to enable the Service to make full and effective use
of the finance function to drive improvements in the use of resources, as recommended throughout our work.
Disagree. As highlighted in the commentary of the report the structure of finance is an
operational matter designed to meet the needs of the Service. The process for agreement on
Rec No structural changes for Finance and Procurement is consistent with the Service’s governance
’ process on people changes with restructure requests requiring approval by the Director of
1 7 . People and Organisational Development and the Director of Finance and Contractual Services
. Responsible Owner . . . . . .
Asreed Response (now the Acting Director of Finance and Procurement). If additional budget is required the
€ P Senior Leadership Team approve any change. The restructures supported the improvement in n/a n/a MEDIUM n/a

Acting Director of
Finance & Procurement

our strategic procurement capability and in finance reallocating resources from transactional
processing to the added value areas of decision support, accounting, risk and audit, and finance
systems based on continuous improvement activities. The Chief Officer as the accountable
officer discussed the secondment of the Director of Finance and Contractual Services with the
Board and the subsequent temporary appointments of the Acting Director of Finance and
Procurement and Acting Director of Asset Management.

Progress to Update

No action required

Outstanding actions to close the
recommendation
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Financial Capacity

Action Date Agreed Revised Priority % Status
Given the various changes recommended to financial planning and reporting as identified in our work, management Due Date Complete
should perform a review of the required skills and competencies to embed these within the Service and ensure that the
finance function has these either currently, through planned training or through acquiring external expertise.
Rec No. Agreed. The Acting Director of Finance and Procurement is confident that the various
. improvements recommended by Deloitte can be delivered through existing finance resources
18 Responsible Owner b m K | hould this b ired. The Acting Head of Fi d
S 1 S ut will see ex'.cerna support s ou this be reqwr.e T e Acting Head o . inance an .
Acting Director of Procurement will complete a training needs analysis (skills and competencies) to determine 30/09/2022 n/a MEDIUM 1% GREEN
. gaps in training across Finance with initial emphasis on Decision Support. The acting Head of
Finance & Procurement . . . . .
Finance and Procurement will use a relevant finance maturity model to determine future
training needs.
Progress to Update
Work has been initiated in this area
Outstanding actions to close the o )
FEEEIT ARG Al Training needs analysis completed.
Internal Audit Action Date Agreed Revised Priority % Status
In assessing the findings and recommendations of internal and external audit and management’s response to those, the Due Date Complete
relevant committee or Board should ensure that it is satisfied that management have both the capacity and are sufficiently
focused to deliver the recommendations.
The Service’s progress on completion of audit actions is reported via Azets (our internal
auditors) to the Audit and Risk Assurance Committee on a quarterly basis and there has been
a focus on improving the closure of audit actions of earlier years. On appointment, Azets
Rec No. reviewed the approach and suggested that management were too optimistic in setting
1 9 completion dates and that this should include completion of governance processes, evidence
. Responsible Owner gathering to close the action and take account of business as usual activities. Progress has
Agreed Response been made and management believe sufficient focus is being maintained on audit actions with 31/03/2022 n/a MEDIUM 10% GREEN

Chair of ARAC

regular follow up meetings with those responsible for audit actions to make satisfactory
progress. In some occasions the Service is dependent on external input to close an action and
this takes additional time.
The chair of ARAC supported by Azets to consider whether ARAC are of the opinion that
management are making sufficient progress on audit actions based on Deloitte’s
recommendation.

Progress to Update

Chair of ARAC to meet with AZETS on 18 January to discuss with further discussions to be held at ARAC meeting on 20 January 2022.

Outstanding actions to close the
recommendation

Information will be provided following outcomes of meetings arranged.
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Total No of % Fully Implemented Part/In Progress Not Implemented
DELIOTTE AUDIT DIMENSIONS & BEST VALUE REPORT Actions C:"‘.""'"e
ctions M L M L M L
— FINANCIAL SUSTAINABILITY
12 0 0 0 0 5 7 0 0 0 0
Capital Planning & Asset Management Target Date Agree;lalzsvised Priority con:/;bte Status

Rec No.

Following completion of work with the Scottish Government in assessing the capital investment needs of the Service, the
AMS should be reviewed to ensure that it aligns with this need, the Strategic Plan and the Change Programme.

2 ] 1 Responsible Owner
Agreed Response

Acting Director of Asset
Management

The AMS is part of a suite of strategy documents (Fleet, Property and Equipment) to be
undertaken by the newly recruited Asset Governance & Performance Manager. The priority is
to work on the SFRS Board request for a new Fleet Strategy. The intention is for the new AMS 31/03/2022 31/03/2023 HIGH 5% GREEN

to be aligned to the outcomes of the SDMP, Standard Station Design and the Service Review as
well as the Strategic Aims and Objectives of the Service.

Progress to Update

Work is continuing on the Fleet Strategy, including the creation of a stakeholder engagement plan and a standard document methodology, both of which will also be used for
the Asset Management Strategy. In order to assist the Asset Governance & Performance Manager with the completion of this task recruitment of 2 additional staff within the
Asset Governance & Performance section is underway; with 1 new start having commenced work in December 2021 and interviews for the other position taking place in

January 2022.

Outstanding actions to close the
recommendation

There are a number of tasks involved in the creation of an Asset Management Strategy, critically this will include work to align the strategy with the outcomes from the Service
Delivery Model Programme (SDMP) which is scheduled for completion in March 2023. Request for this action due date to be moved to March 2023 to tie in with both the
SDMP programme, as well as an internal audit action for a revised Property Strategy which has been approved for completion in March 2023.

Capital Planning & Asset Management Target Due Agree;lal::wsed Priority Cc)m%k_:‘te Status
Instead of reporting against a single ‘backlog’ figure, the Service should differentiate between required capital investment P
to transition from the current asset base to the required asset base, and actual maintenance/repair/replacement
backlogs, to enable appropriate assessment of the risk of asset failure and the impact of delayed capital investment on
Rec No. service delivery.

2 . 2 Responsible Owner As part of the work for the new Asset Strategy documents for Fleet, Property and Equipment, a

Agreed Response detailed examination of current maintenance backlog figures will be undertaken. The intention
will be to differentiate the backlog figure between required capital investment to transition 31/03/2022 n/a HIGH 50% GREEN

Acting Director of Asset | from the current asset base to the required asset base, as well as to highlight actual
Management maintenance/ repair/ replacement backlogs.

Progress to Update

A draft risk based approach to the Capital Programme has been prepared, although it is recognised that this will have to be revisited at a future date to align the strategy with
the outcomes from the SDMP process.

Outstanding actions to close the
recommendation

Further fleet, property condition, as well as property suitability, data analysis work needs to be undertaken; this will combine a number of fleet and property risk assessment
information with activity data from fire stations.
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Medium-to-Long Term Financial Planning Action Date Agreed Revised Priority % Status
The LTFS should be revised to demonstrate how the Service plans to allocate resources against outcomes over the length Due Date Complete
Rec No. of the Strategy. Alternatively, the MTFM could be revised to serve this purpose.
2 3 Responsible Owner
. Agreed Response Agreed. As indicated at 1.3 the Service will review the LTFS and will include how the service
el e gre 31/03/2023 n/a HIGH 0% GREEN
Acting Director of applies budget resources to outcomes.
Finance & Procurement
Progress to Update
Once the budget to outcomes has been concluded will revise in relation to LTFS
Outstanding actions to close the ) .
e TR e Agreement on method/approach to allocation of resources to outcomes and then updating LTFS
Medium-to-Long Term Financial Planning Action Date Agreed Revised Priority % Status
Going forward, key documents which are expected to have longer-term financial implications — such as the Workforce Due Date Complete
and Strategic Resourcing Plan, Capital Programme and Resource Budget — should include clear, quantitative links to the
Rec No. LTFS, setting out how the decisions taken in the short-term impact the position in the long-term.
2 4 Responsible Owner
Agreed Response Agreed. As indicated in 1.2 the Service will ensure documents that have an impact on the LTFS
g P g P 31/03/2023 n/a HIGH 0% GREEN

Acting Director of will be linked to it.

Finance & Procurement

Progress to Update

describes current position in relation to LTFS.

The draft budget strategy for 22/23 has reference to the LTFS and includes comparison of expected funding requirements from the LTFS compared to funding received and

Outstanding actions to close the
recommendation

Budget for 22/23 will include reference to LTFS. Strategic Resource Plan and Recovery Plan, Capital Programme

Rec No.

2.5

Workforce Planning Action Date Agreed Revised Priority % Status
Subject to ongoing work on the vision for the future, the Workforce and Strategic Resourcing Plan needs to be Due Date Complete
reviewed to clearly set out how it is aligned to the Strategic Plan, LTFS, and other key strategic documents —including
any successor to the Transformation Programme.
Agreed. The Service will ensure that this is achieved via the Strategic Workforce & Resourcing
Plan (WFP) which is already commissioned by the POD Workforce Planning and Resourcing
Responsible Owner Team with an expected publish date of Q4 2021/22. This document is developed in line with
Agreed Response the aims of the SFRS Strategic Plan, the Future Vision, AOP, and any other relevant future
plans via focus groups which assess the key data and ensure it is integrated into the WFP The 31/12/2022 n/a HIGH 20% GREEN

Director of People and
Organisational
Development

plan is organic in nature and is adjusted in accordance with any change factors identified via
the aforementioned Forums and will align in the same way with any future strategic plans.
These are scrutinised and approved via through a chain of governance from POD DMT through
to the SFRS Board and any challenges, risks and mitigations are identified in the relevant Risk
Registers.

Progress to Update

Improvement Forum and Operational Availability Group.

We have commissioned a document to state our approach to Strategic Workforce Planning, however we continue to focus on Strategic Workforce Planning to support both
operational crewing and recovery from the impacts of the pandemic. This is reported through the People Board, People Committee, and Service Delivery Forums of Continuous
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Outstanding actions to close the
recommendation

Finalise our documented approach to Strategic Workforce Planning and progress this though the SFRS governance route.

Budget Setting Action Date Agreed Revised Priority % Status
The budget report to the Board should set out the process through which the budget was developed, the extent to which Due Date Complete
there has been consultation and how this consultation was reflected in the budget, so as to enable the Board to satisfy
Rec No. themselves as to the robustness of that process in approving the budget.
2 . 6 Responsible Owner
Agreed Response Agreed, the budget setting process for 22/23 will include the consultation completed with
31/03/2022 9

Acting Director of budget holders, SLT and the Board. 103/ n/a MEDIUM 10% G
Finance & Procurement

Progress to Update

The budget setting process is currently underway and will include engagement/consultation with budget holders on budget set.

Outstanding actions to close the ) ) . .

G TTER R AT Capturing engagement and consultation with budget holders as part of budget setting for 22/23.
Budget Setting Action Date Agreed Revised Priority % Status
Given the recommendations made through our work, the Service should holistically review its budget setting process and Due Date Complete
reporting style to ensure that the process and reporting are designed to reflect best practice and address these

Rec No. ) .
recommendations, rather than making further ad-hoc changes
27 Responsible Owner The Service will review the budget setting process taking account of good practice. Where

Agreed Response appropriate changes will be made to the financial reporting during this financial year based on 31/03/2022 n/a MEDIUM 50% GREEN

Acting Director of
Finance & Procurement

both Deloitte’s recommendations and the needs of the Board. Any improvements identified in
the budget setting process will be included as part of the budget setting for 22/23.

Progress to Update

Changes were made to the financial reporting this year to include a summary report and more focus on financial risks. In addition, board members sought additional detail on
budget virements and this is now included as part of the financial reporting for resource and capital. The changes were well received by the Board. The budget setting process

is currently underway

Outstanding actions to close the
recommendation

Review of best practice for budget setting is underway.

Rec No.

2.8

Capital Planning & Asset Management Action Date Agreed Revised Priority % Status
The Service should ensure that the Capital Programme is linked to the LTFS, AMS and Resource Budget, setting out how Due Date Complete
the Capital Programme progresses these and the anticipated consequences of the capital investment decisions on the
resource budget over the period.
Agreed. The Service recognises that capital funding received is less than required to fully
. address the asset backlog from legacy services. SFRS has worked with Scottish Government to
Responsible Owner n . . . . .
secure additional funding where possible and has agreed to share premises at 51 stations with
Agreed Response . L . . . . .
other public sector organisations including police and ambulance service. SFRS has applied for
funding to support decarbonisation of its activities and this includes fleet and property which 31/03/2022 n/a MEDIUM 50% GREEN

Acting Director of Asset
Management

will partially support addressing our asset backlog. SFRS will continue to work with Scottish
Government to seek additional funding where this is available. Within this context, the Service
will update the LTFS, based on the revised AMS and highlight the impacts on the resource
budget.
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Progress to Update

The Asset Management and Finance Departments are developing a new report, which will be presented on an annual basis. The report will show how the Capital Programme is
linked to the LTFS and the AMS. This report will further detail how delivery of the Capital Programme progresses the LTFS and the AMS, whilst also showing the consequences
of the capital investment decisions on the resource budget over the year.

Outstanding actions to close the
recommendation

Staff from the Asset Management and Finance Departments will continue to meet to develop the format of the new report.

projects expected to be (or which have been) delivered in line with the original timescales and original budgets.

Capital Planning & Asset Management Action Date Agreed Revised Priority % Status
Monitoring of performance against the Capital Programme should include summary information on the number of Due Date Complete

Rec No. | Responsible Owner
2 9 Agreed Response

Acting Director of Asset
Management

Agreed. The Service already provides information on all major projects to the change portfolio
committee and this provides information on time, cost and quality. The recommendation is to
expand this to cover the timeline around all capital projects and to report at a summary level
to the Board. In reality, the capital programme is delivered throughout the year to maximise
the funding available which requires many projects to be delivered within the financial year. In
line with the recommendation the Service will provide additional summary information on the
delivery of projects against original timelines recognising the many detailed projects involved
in the programme.

31/03/2022 n/a MEDIUM 50% GREEN

Progress to Update

The Asset Management and Finance Departments have agreed to develop a new Capital monitoring report which will highlight variations from the original project cost and
timescales. This report will be presented on a monthly basis at Capital Monitoring meetings. A draft report is in preparation, this will be completed before the end of the financial
year following further meetings between the Asset Management and Finance teams.

Outstanding actions to close the
recommendation

The new Capital monitoring report will go live from the start of the new financial year.

Workforce Planning Action Date Agreed Revised Priority % Status
The Training Strategy should be clearly linked to the Strategic Plan and the Workforce and Strategic Resourcing Plan, Due Date Complete
including measurable actions and targets
The foreword of the Training Strategy specifically mentions the following “The Training
Strategy supports the intended outcomes of the SFRS Strategic Plan 2019-22, the findings of
Rec No. | Responsible Owner the Training and Employee Development (TED) Review and compliments the People and
2 10 Agreed Response Organisational Deve(lopmen;c (POE;) Dirfct;ratehp;lans”.c;NithfreSards measurable actions abnd
. targets, 7 priorities (Actions) are identified with dates identified as quarters across a number
Director of Training, | of years. Recovery plans are now in place and they also support the delivery of the strategy 31/03/2022 n/a MEDIUM 90% GREEN
Safety and with dates and targets. Within the Training Function the Continuous Improvement Plan
Assurance Actions and Targets are set with dates and support the delivery of the Strategy. In recognising
the comments made, the strategy will be reviewed to strengthen the link to the POD
Resourcing Plans.

Progress to Update

The Training Function have carried out a review of the delivery of the Wholetime Firefighter Foundation Programme to ensure that it meets the needs of the Strategic Plan, the
Workforce and Strategic Resourcing Plan and the Recovery Plan. This resulted in a completely new model being put in place to maximise the number of Trainee Firefighters that
can be onboarded given the current COVID restrictions. This new model is innovative and allows the course to run 7 days per week with 2 cadres of Trainee Firefighters
effectively being trained in tandem but separately. A full review of the effectiveness and efficiency of this approach will be carried out at the earliest opportunity to identify
good practice and any opportunities for improvement. This approach has been facilitated by the implementation of revised Terms and Conditions for our Instructors in mid-
late 2021 following a review of the legacy terms and conditions that were in place across the SFRS.

Outstanding actions to close the
recommendation

The Training Strategy will be reviewed in the coming months to ensure it continues to link to the SFRS Strategic Plan and that the actions that come from it are appropriate and
add value.




133

Workforce Planning

Rec No.

2.11

Organisational
Development

Action Date Agreed Revised Priority % Status
Progress on implementing the Workforce and Strategic Resourcing Plan should be considered on a periodic basis the Due Date Complete
relevant committee or the Board, to ensure that there are effective targets in place and to assess performance against
them.
Responsible Owner
gigrf:tifz:izr;ﬁe and Agreed. This will be done Yia the People Board and People Committee which will agree targets 31/03/2022 n/a MEDIUM 25% GREEN
and monitor progress against them.

Progress to Update

Our resourcing requirements are balanced against our target operating models. This is reported through the People Board, People Committee, and Service Delivery Forums of

Continuous Improvement Forum and Operational Availability Group.

Outstanding actions to close
the recommendation

Finalise our documented approach to Strategic Workforce Planning and progress this though the SFRS governance route.

Workforce Planning

Rec No.

2.12

Development

as appropriate

Action Date Agreed Revised Priority % Status
The Workforce and Strategic Resourcing Plan should be reviewed to clearly set out the Target Operating Model for the Due Date Complete
entire workforce, and what actions it plans to take to transition from the current workforce to the workforce required in
the future
Responsible Owner
Agreed Response
Digrector ofFl)’eopIe and Agreed. This will continue to be implemented via the Strategic Workforce and Resourcing Plan
Sl and will be monitored via the People Board and agreed with SLT, People Board and SFRS Board 31/03/2023 n/a MEDIUM 25% GREEN

Progress to Update

We have developed a five-year resourcing plan based on predicted retirements and leavers and impacts of COVID-19, this is driving our recruitment and promotional activity.

Outstanding actions to close the
recommendation

Finalise our documented approach to Strategic Workforce Planning and progress this though the SFRS governance route.
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Total No of % Fully Implemented Part/In Progress Not Implemented
DELIOTTE AUDIT DIMENSIONS & BEST VALUE REPORT Actions | Complete YR YR T
— GOVERNANCE & TRANSPARENCY
2 0 0 0 0 2 0 0 0 0 0
Governance & Scrutiny Arrangements Target Date Agreed Revised Priority % Status
The Board should consider where external findings have been made on key governance documents — such as the Anti- Date Complete

Fraud Policy. Risk Registers, compliance with Standing Orders, review of effectiveness of Code of Corporate Governance —
why the Board’s internal processes were insufficient to prevent, or detect and correct, the identified issues. The Board
should update its processes to ensure that they are effectively designed and implemented to reduce the reliance on
external bodies to identify areas for improvement.

Agreed. The Board remain committed to improving its decision-making processes and will review
them in line with identified good practices across the public sector. A revised Governance
Framework for the Service will be presented to the Board during 2021/22. The framework will
continue to ensure relevant internal audit or improvement initiative findings on policy issues and
governance processes are fully reported to the Board. Service policies will continue to be

Rec No. reviewed in line with the published timeframe and the policy review process will be monitored
3 . 1 Responsible Owner by the Good Governance Board with the Director of SPPC reporting any issues to the Board as
Agreed Response appropriate.
The Fraud Policy has been revised and is currently out for consultation. Once comments have
Director of Strategic been received, the policy will be reviewed and reported to the Audit & Risk Assurance 31/03/2022 n/a HIGH 75% GREEN
planning, Committee in October 2021. The creation of an LCMS training package will assist in developing
Performance & awareness of fraud as a risk to the Service, developing additional awareness and ownership
Communications throughout the Service.
The Risk Management Policy will be revised and reported to the Audit & Risk Assurance
Committee in October 2021. The revision will align the policy with the current risk management
framework which has undergone significant change in the last few years. The review already
undertaken of the Service’s risk register will provide SMART actions, additional assurance on
progress made against control actions and will assist Board Members in their scrutiny of the
framework.
Progress to Update The Decision-Making at a Board level continues to be captured on a dedicated SFRS Board Decision Log. This has developed during 2021/22 and now includes a 12 month

review of effectiveness’s and impact following the original decision, which are presented public for complete transparency.
The Anti-Fraud and Corruption Policy was agreed by the SFRS Board at its meeting of 28 October 2021 and is now live.
The Risk Management Policy was agreed by the SFRS Board at its meeting of 28 October 2021 and is now live

Outstanding actions to close the The Good Governance Board is now well established and the revised SFRS Good Governance Framework will go through this governance route through to the Board in April
recommendation '22.

Openness & Transparency Target Due Agreed Revised Priority % Status
Rec No. | The Service should reconsider its approach to allowing public access to Board meetings, to ensure that Board members are Date Complete
being as accountable and transparent as reasonably practicable, as required under the Fire (Scotland) Act 2005.

10
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3 . 2 Responsible Owner
Agreed Response

Director of Strategic
planning,
Performance &
Communications

Agreed. Throughout 2020 the Board reviewed its ability to continue to ensure its commitment
to full public access to its meetings, papers and decisions. Following Scottish Government
guidance in person attendance at meetings was suspended and meetings moved online. ICT
system issues prevented public access to online meetings until the introduction of Microsoft
Teams in early 2021. Since August 2021 stakeholders are able to view the proceedings live by 31/08/2021 n/a HIGH 100%
joining via Microsoft Teams. Prior to August 2021 recordings of Board meetings have been
posted online to ensure members of the public who cannot view the meeting live can view
Board meetings. The Board will return to full in person meetings, including by members of the
public, when Government guidance deems that appropriate.

Progress to Update

All public Board and Committee meetings continue to be accessible ‘live’ through request to all stakeholders from our SFRS website (click link). We also have the recordings of
both Board and Committee meetings which sit alongside the papers and previous minutes for each public meeting. These are uploaded to our website at the earliest possible
opportunity and can therefore be accessed by all stakeholders retrospectively. Looking forward into 2022/23 a Board/Committee Forward Plan was submitted to the Board for
decision on 28t October ’21. In our recovery from COVID-19, and to ensure our commitment to supporting the rebuilding of our society and economy in a greener, fairer and
more sustainable way. The proposal for the 2022-23 schedule will aspire to equally balancing the number of in person and virtual meetings and that by adopting this hybrid
approach we are also providing our stakeholders with different options to attend our public meetings over this period.

Outstanding actions to close the
recommendation

Total No of % Fully Implemented Part/In Progress Not Implemented
DELIOTTE AUDIT DIMENSIONS & BEST VALUE REPORT Actions Complete
Actions M L M L M L
— VALUE FOR MONEY
5 0 0 0 0 4 1 0 0 0 0
Performance Management Framework Target Date Agreed Revised Priority % Status
The Service should report on the process it has undertaken to attempt benchmarking of performance internally, in order Date Complete

to ensure that local areas learn from good practice elsewhere in the Service. This report should identify those areas where
effective benchmarking can be carried out and how this will be done going forward, as well as reporting on those areas
Rec No. | where effective benchmarking cannot be carried out and why this is the case.

4' 1 Responsible Owner
Agreed Response
Director of Strategic
planning,
Performance &
Communications

Agreed. As part of the annual review of the Performance Management Framework (PMF) an
annual performance report detailing trends in performance including relevant benchmarking
data from Services elsewhere in the UK will be produced for the Board. The Business
Intelligence and Data Services Team continues to support the Service Delivery Directorate on 31/03/2022 30/11/2022 HIGH 10% GREEN
internal benchmarking and sharing of improvement practices across the Service. The
development of performance monitoring across the service will be reported to Good
Governance Board. This will include reporting on benchmarking of internal performance.

Progress to Update

Benchmarking information will be included within performance management reporting increasingly during 2022/23 and will form part of the 21/22 PMF Annual Report due for
publication in November 22. It will not be part of the 20/21 report recently created.

Outstanding actions to close the
recommendation

This action will not be formally closed until we have created the PMF Annual Report in November 2022. Suggest Revised Date of Nov 2022.

11
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Rec No.

4.2

planning,
Performance &
Communications

targets and key performance indicators. Progress against these will continue to be reported to
the SFRS Board. This will include trend data. Targets contained within directorate or service
areas and trends will also be reported on.

Performance Data Target Due Agreed Revised Priority % Status
Performance reports should include targets and trend data to enable a meaningful assessment of performance. Date Complete

Responsible Owner Agreed. As part of the annual review of the Performance Management Framework all

Agreed Response performance reports are reviewed. Existing reporting against targets and trend data, for

Director of Strategic example Health and Safety Reporting, Quarterly Performance, will continue. The PMF includes 31/03/2022 31/03/2023 HIGH 75% GREEN

Progress to Update

Target and trend data is evident in reports currently produced across the service. In addition, a paper on KPl Methodology and Target Setting Recommendations was submitted
through Good Governance in August 2021. This identified current issues in the Services approach to target setting. Despite a significant relaxation in restrictions affecting SFRS
operational activity, residual effects of the Covid-19 global pandemic will continue for some time. With no previous experience of regaining normality following a global
pandemic, accurate recognition of the full societal, environmental, and economic impact is not possible until some stability is retained across all factors. As such, target setting
that is both reasonable and achievable for the 2021/22 period is complex and will be considered into 2021/22 in line with the design of the PMF that will support the new

Strategic Plan.

Outstanding actions to close the
recommendation

Full corporate performance in all directorate areas following same rules and format unlikely to be in place until 2023. Suggest revised date of March 2023.

Performance Management Framework

Consideration should be given to the development of a systematic programme of operational self-assessment to
demonstrate the Service’s commitment to continuous improvement.

Action Date
Due

Agreed Revised
Date

Priority

%
Complete

Status

Rec No.

4.3

Responsible Owner
Agreed Response

Director of Service
Development

Agreed. SFRS does not have at this time a specific forward-looking plan for service
improvement. The service improvement team work proactively with Directorates to support
Service Improvement across the Service to ensure appropriate methodologies are being used
and good practice applied. A Service Improvement Framework to ensure the systematic
approach to continuous improvement will be developed to demonstrate the commitment to
continuous improvement across the service.

That is to say, we do not have a defined framework in place today that has a specific and
structured approach to Self-Assessment required to assess SFRS wide performance and for the
identification of service wide improvements. The Deloitte finding is specific to operational self-
assessment. SFRS do align to and train our internal employees on the use of the Public Service
Improvement Framework (PSIF) designed by NHS National Education for Scotland (NES) for
continuous improvement and are currently going through a 2" cohort of training delivered by
NHS. However, the Embedding of those skills, practices and frameworks that allow for self-
assessment and continued improvement across SFRS that is seen as sustainable would be our
next maturity step. In addition, the forward looking objective has to be how we integrate self-
assessment into our existing planning and review frameworks, along with how we introduce a
process of identification and prioritisation of improvement to ensure we align organisation
resources appropriately. Lastly, we need to consider how we might bring transparency and
visibility to the results of these assessments and share widely within the organisation and
highlight agreed actions resulting from it.

The target date set across for this recommendation is for the development of the relevant
framework, with adopting and embedding across the Service expected to occur beyond this
date.

31/03/2022

n/a

HIGH

80%

GREEN

12
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Progress to Update

Consideration of developing a systematic programme for Continuous Improvement (Cl) is in place by recently establishing an academic partnership with Glasgow Caledonian
University. SFRS continue to demonstrate its commitment to Cl where we have recently concluded in December ‘21 a further cohort of Public Service Improvement Framework
(PSIF) training as designed by NHS National Education for Scotland (NES). A report is currently being drafted of recent survey findings, which will include conclusions and
recommendations that should inform the strategic intent moving forward for Cl & Quality Mgmt. Have established Partnership working and Peer Connections from Fire
Services across the UK to understand their approach to Cl & Quality Mgmt. and the associated challenges

Outstanding actions to close the
recommendation

Establishing a plan for the design, development and implementation of Continuous Improvement and Self-Assessment Reporting Frameworks. And Method with Integrated

Self-Assessment Process

Rec No.

4.4

planning,
Performance &
Communications

against the PMF, including trend information, which will be published formally in 2022/23.
Further work will be undertaken to review
reporting against outcomes.

Performance Data Action Date Agreed Revised Priority % Status
Consideration should be given to how to improve performance reporting — either the quarterly progress reports or a Due Date Complete
consolidated report — to consolidate performance indicators associated with each outcome and set out how that
performance and those indicators demonstrate an impact on the outcome being sought. This should also include
reference to external information that demonstrates an impact on the outcome.
Responsible Owner Agreed. As part of the implementation of the Business Intelligence Strategy regular progress
Agreed Response reports are presented to the Good Governance Board which considers how the Service seeks to
Director of Strategic improve performance reporting. The SFRS Board will receive a consolidated performance report
prove p porting P P 31/03/2022 n/a HIGH 75% GREEN

Progress to Update

SFRS Board received a draft of the PMF Review in December 2021. Initial comments were positive with members expressing the desire for more clarity on who the review was
aimed at. There was acceptance that each KPI required a narrative to provide context on the 4 quarter performance. This PMF Review will cover fiscal year 2020-21 and will be
delivered in January 2022. Work will continue on performance reporting across the service throughout 2022.

Outstanding actions to close the
recommendation

Final approval for PMF Annual Report expected within the existing time frame.

Equalities

Annual reporting on equality outcomes should provide reporting against targets (where they exist) and summarised trend
data to demonstrate where inequalities are being reduced and where further work is required.

Action Date
Due

Agreed Revised
Date

Priority

%
Complete

Status

Rec No.

4.5

Responsible Owner
Agreed Response
Director of People and
Organisational
Development

Agreed. This will be collated throughout the year and summarised for the Annual Report.

31/12/2022

n/a

MEDIUM

50%

GREEN

Progress to Update

The SFRS Mainstreaming and Equality Outcomes Report was published in July 2021. The SFRS will report on the progress of our Equality Outcomes on a yearly basis.

Outstanding actions to close the
recommendation

The 2022 census has an amended list of equality characteristics. Discussions are ongoing across SFRS to consider how we might align to this new listing for the purposes of

monitoring employment practice and service provision data.

13
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Total No of % Fully Implemented Part/In Progress Not Implemented
DELIOTTE AUDIT DIMENSIONS & BEST VALUE REPORT Adtons | Complete T T R
— FOLLOW-UP PREVIOUS YEARS ACTIONS
1 0 0 0 0 0 1 0 0 0 0
Financial Sustainability Target Date Agreed Revised Priority % Status
The Service should continue to ensure that they review, and where appropriate revise their financial strategy during Date Complete
2020/21 to reflect on the impact of COVID-19, it is important that the Service also build into the scenarios the impact
of demand pressures on costs to the Service along with the estimated changes in funding to get a fuller picture of the
Rec No. likely challenges that it faces.
1 Work has been carried out on an ongoing basis since before the start of the Covid-19 lockdown
Responsible Owner in the UK. This has resulted in the preparation of a Route map to delivering Reset and Renew to
Agreed Response allow the SFRS to navigate through the impact of Covid-19. This covers 8 key themes: People,
Workplace, Operational Strategy, Governance and Compliance, Technology, Leadership, 31/03/2021 31/03/2023 MEDIUM 10% GREEN
Director of Finance & Partnership Working and Communications and Engagement. Finance is a factor in all of these
Contractual Services themes and the impact of Covid-19 has been reflected in budget monitoring reports to the
Board and will be considered when preparing the budget for 2021/22.

Progress to Update

The budget setting process considered the impact of COVID-19 based on the Service’s experience to date and anticipated costs and savings were reflected in the budget for
2021/22. The impacts of COVID-19 in terms of recovery activities were considered in March and Directorates presented initial business cases to SLT in April 2021 for
approval. The business case process was led by the Deputy Chief Officer and SLT subsequently approved a revised set of business cases guided by the Medium-Term Financial
Model. The revised business cases were then included in the budget for 2021/22. A summary of business case process was presented to the Board in July 2021 as part of a
Board information day. A business case tactical action group including Heads of Function reviews progress and this is linked to the Reset and Renew route map. The Reset
and Renew Programme continues to be developed as the Service starts to recover from COVID-19 but this is anticipated to take a number of years to complete.

Outstanding actions to close
the recommendation

The impacts of COVID 19 and the subsequent recovery elements to be included in the 22/23 budget. The renew elements to be included in subsequent budgets.

14




ABBENDIX B

Dashboard STATUS KEY
GREEN AMBER
FINANCIAL MANAGEMENT On Target Sight Delay Major Delay Not Started Complete
Action Action Owner Action Action Due Revised Date Last Not In Complete Not % RAG
No. Priority updated Started Progress Implemented Complete STATUS
1.1 Acting Director of Finance & Procurement HIGH 31/03/2022 - 23.12.2021 - v - - 10% GREEN
1.2 Acting Director of Finance & Procurement HIGH 31/03/2022 - 23.12.2021 - v - - 50% GREEN
1.3 Acting Director of Finance & Procurement HIGH 31/03/2023 - 23.12.2021 - v - - 10% GREEN
1.4 Acting Director of Finance & Procurement MEDIUM 31/03/2023 - 23.12.2021 - v - - 10% GREEN
1.5 Acting Director of Finance & Procurement MEDIUM 31/03/2022 - 23.12.2021 - v - - 20% GREEN
1.6 Acting Director of Finance & Procurement MEDIUM 31/03/2022 - 23.12.2021 - v - - 0% GREEN
1.7 Acting Director of Finance & Procurement MEDIUM n/a n/a n/a n/a n/a n/a v n/a !
1.8 Acting Director of Finance & Procurement MEDIUM 30/09/2022 - 23.12.2021 - v - - 1% GREEN
1.9 Chair of ARAC MEDIUM 31/03/2022 - 10.01.2021 - v - - 10% GREEN
FINANCIAL SUSTAINABILITY
Action Action Owner Action Action Due Revised Date Last Not In Complete Not % RAG
No. Priority updated Started Progress Implemented Complete STATUS
2.1 Acting Director of Asset Management HIGH 31/03/2022 31/03/2023 10.01.2021 - v - - 5% GREEN
2.2 Acting Director of Asset Management HIGH 31/03/2022 - 20.01.2021 - v - - 50% GREEN
2.3 Acting Director of Finance & Procurement HIGH 31/03/2023 - 23.12.2021 - 4 - - 0% GREEN
2.4 Acting Director of Finance & Procurement HIGH 31/03/2023 - 23.12.2021 - 4 - - 0% GREEN
2.5 Director of People & Organisational Development HIGH 31/12/2022 - 06.01.2022 - 4 - - 20% GREEN
2.6 Acting Director of Finance & Procurement MEDIUM 31/03/2022 - 23.12.2021 - v - - 10% GREEN
2.7 Acting Director of Finance & Procurement MEDIUM 31/03/2022 - 23.12.2021 - v - - 50% GREEN
2.8 Acting Director of Asset Management MEDIUM 31/03/2022 - 10.01.2021 - v - - 50% GREEN
2.9 Acting Director of Asset Management MEDIUM 31/03/2022 - 10.01.2021 - v - - 50% GREEN
2.10 Director of Training, Safety & Assurance MEDIUM 31/03/2022 - 06.01.2022 - v - - 90% GREEN
2.11 Director of People & Organisational Development MEDIUM 31/03/2022 - 06.01.2022 - v - - 25% GREEN
2.12 Director of People & Organisational Development MEDIUM 31/03/2022 - 06.01.2022 - v - - 25% GREEN
GOVERNANCE & TRANSARENCY
Action Action Owner Action Action Due Revised Date Last Not In Complete Not % RAG
No. Priority updated Started Progress Implemented Complete STATUS
3.1 Director of Strategic Planning, Performance & Communications HIGH 31/03/2022 - 05.01.2022 - v - - 75% GREEN
3.2 Director of Strategic Planning, Performance & Communications HIGH 31/08/2021 n/a 05.01.2022 n/a n/a v n/a 100%
VALUE FOR MONEY
Action Action Owner Action Action Due Revised Date Last Not In Complete Not % RAG
No. Priority updated Started Progress Implemented Complete STATUS
4.1 Director of Strategic Planning, Performance & Communications HIGH 31/03/2022 30/11/2022 05.01.2022 - - - 10% GREEN
4.2 Director of Strategic Planning, Performance & Communications HIGH 31/03/2022 31/03/2023 05.01.2022 - v - - 75% GREEN
4.3 Director of Service Development HIGH 31/03/2022 - 06.01.2022 - v - - 80% GREEN
4.4 Director of Strategic Planning, Performance & Communications HIGH 31/03/2022 - 05.01.2022 - v - - 75% GREEN
4.5 Director of People & Organisational Development MEDIUM 31/12/2022 - 06.01.2022 - v - - 50% GREEN
FOLLOW PREVIOUS YEARS ACTIONS
Action Action Owner Action Action Due Revised Date Last Not In Complete Not % RAG
No. Priority updated Started Progress Implemented Complete STATUS
1 Director of Finance & Contractual Services MEDIUM 31/03/2021 31/03/2023 | 23.12.2021 - v - - 10% GREEN
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SCOTTISH FIRE AND RESCUE SERVICE

Audit and Risk Assurance Committee

Report No: C/ARAC/05-22
Agenda ltem: 10.1

Report to: AUDIT AND RISK ASSURANCE COMMITTEE

Meeting Date: | 20 JANUARY 2022

Report Title: STRATEGIC RISK REPORT - QUARTER 3

Board/Committee Meetings ONLY
For Reports to be held in Private

Report For Scrutin Specify rationale pelow referring to
Classification: y Board Standing Order 9
Al B|C | D|E]|E]|G

1 Purpose

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC)
with the updated Strategic Risk report for scrutiny.

2 Background

2.1 The purpose of the risk register is to inform decision making through Scrutiny and
Assurance processes, providing additional awareness of the risks we face and the actions
required to minimise these risks.

2.2 The Audit & Risk Assurance Committee (ARAC) is responsible for advising the Board and
the Accountable Officer on the adequacy and effectiveness of the Service’s arrangements
for risk management and has oversight of the Strategic Risk Register.

2.3 The Strategic Leadership Team (SLT) has responsibility for the identification and
management of strategic risk and will ensure that the Strategic Risk Register (SRR)
presents a fair and reasonable reflection of the most significant risks impacting upon the
organisation. The SLT will champion the importance of risk management in supporting the
achievement of the Service’s strategic aims and objectives.

2.4 Strategic risks are prepared in consultation with the Board and SLT and are managed
collectively by the SLT, with each Directorate Risk allocated to an identified Head of
Function. These Responsible Owners provide information on the current controls in place
and identify additional actions still required.

3 Main Report/Detail

3.1 The risk register is a management tool that provides assurance to the Service and its
scrutiny bodies that the significant risks to the organisation have been identified and
managed and are subject to ongoing monitoring, review and discussion.

3.2 The development of a revised risk template and associated report has focused on
providing specific, measurable, achievable, realistic and timely actions, this development
work will be continued to ensure the reporting of risk meets the requirements of the
Service.
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3.3

3.4

34.1

3.5

351

The Appendix to this report has been amended to enhance transparency and incorporates
the following information:

e Strategic Risk Summary — Appendix 1a
e Aligned Directorate Risk Summary — Appendix 1b
o Directorate Risk Control summary — Appendix 1c
o Directorate Closed Control Summary — Appendix 1d
o Directorate Closed Risk Summary — Appendix 1e (No Change)
e Directorate Risk Rating Change Summary — Appendix 1f
o New Directorate Risks — Appendix 1g (No Change)
e New Directorate Control Summary — Appendix 1h

In relation to the Services 9 Strategic Risks these are reviewed quarterly by the SLT and
have been agreed as reflecting the most significant areas of risk impacting upon the
organisation. The assessment of each strategic risk reflects the view of the SLT and their
consideration of aligned Directorate risks.

Following review two strategic risks have been reassessed:

Strategic Risk 7 — Ability to deliver a high quality, sustainable Service within the funding
envelope. Currently assessed at 12 with two Directorate risks now sitting outwith this
overall assessment:

e FCSO005 — Secure additional funding levels (risk rating 16)

e SDDO005 — ESMCP funding (risk rating 15)

Following review SLT have revised the risk rating from 12 to 16 to reflect the increased
challenges facing the organisation.

Strategic Risk 8 — Ability to anticipate and adapt to a changing environment through
innovation and improved performance. Currently assessed at 12 with three Directorate
risks now sitting outwith this overall assessment:
e SDDO01 - delivery of stated ambitions and requirement (risk rating16)
e TSAO008 - insufficient facilities available to deliver training due to enactment of
Section 19 of Road Safety Act (risk rating 16)
e SPPCO002 - not learning lessons from experience, notable practice, innovation,
investigations and case law (risk rating 15)

Following review SLT have revised the risk rating from 12 to 16 to reflect the increased
challenges facing the organisation.

In relation to Directorate risks aligned to ARAC the following areas are highlighted for
information:

Closed Controls

e FCSO011 — Provision of a LCMS package to maintain awareness and ownership of
Fraud risk across the organisation. The revised Anti-Fraud and Corruption Policy is
now in place and a Fraud LCMS package developed to raise awareness and ownership
across the Service. Following discussions, a number of pilot areas are being identified
to roll out the LCMS package. Feedback received will be used to revise the package
as necessary with ongoing work managed as business as usual.

e SDDO007 — Development and implementation of cyber security awareness campaign.
Cyber Security Awareness Campaign launched November 2021 with progress
monitoring reports to be provided to the Digital Board.
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e SPPCO012 — Re-establish Organisational Security Group. Group re-established with
meetings to be planned throughout 2021/22 and going forward into 2022/23.

e SPPCO013 — Establish Partnership Oversight and Governance start and finish Group.
Group established with meetings planned throughout 2021/22.

Risk Rating Changes:
e FCSO005 - There is arisk that the Service may be unable to secure levels of funding

3.5.2 required to achieve its strategic objectives. The probability rating has increased
from 3 to 4 representing current uncertainty over future government funding
arrangements.

New Directorate Controls
e FCSO010 — There is a risk where financial performance reporting is not aligned with

353 Service Delivery requirements. A new control in relation to the development of
enhanced business case / case for change processes aligned to Strategic/Service
objectives has been added.

Portfolio Office Risk Reporting

3.6 Development work undertaken during 2021 has resulted in an enhanced risk register

reporting tool with new reports now provided to Committee’s and Executive Boards. The

3.6.1 functionality of the register continues to be developed with automated reporting capability

and a Sharepoint style portal allowing direct access by Directorates being progressed.

3.6.2 | piscussions have been held with the Head of Portfolio Office to ensure consistency in

terms of reporting risk. A new register is being created for the Portfolio Office to allow high
level risk reporting to be undertaken similar to that used for Directorates. This work will be
aligned to the wider review of the Portfolio Office with progress reports provided to SMB.

3.6.3 | A new reporting level will be created to allow Functional/Project registers to be created.

This will allow consistency throughout risk reports and enable escalation/de-escalation of
risks.

4 Recommendation

4.1 The Audit & Risk Assurance Committee is asked to scrutinise the revised SFRS Risk

Register.

5 Key Strategic Implications

5.1 Risk

5.1.1 | The risk register forms a core part of the SFRS governance, risk management and

assurance arrangements and is there to inform decision making and scrutiny
arrangements.

5.2 Financial

5.2.1 | There are no direct financial implications associated with this report.

5.3 Environmental & Sustainability

5.3.1 | There are no direct environmental or sustainability issues.

54 Workforce

5.4.1 | There are no direct Workforce issues associated with this report.

5.5 Health & Safety

5.5.1 | There are no direct Health & Safety implications associated with this report.
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5.6 Training

5.6.1 | The development of a revised in-house risk register and report requires additional
engagement and training of responsible staff.

5.7 Timing

5.7.1 | There are no significant timing implications associated with this report.

5.8 Performance

5.8.1 | The risk management framework forms part of the Services wider governance
arrangements which collectively ensure performance is managed and improved where
possible.

5.9 Communications & Engagement

5.9.1 | Direct communication and engagement with the Board, SLT and Directorates ensures
awareness and ownership of risk is effectively managed.

5.10 Legal

5.10.1 | There are no direct legal implications arising from this report

5.11 Information Governance

5.11.1 | There are no direct information governance implications associated with this report.

5.12 Equalities

5.12.1 | An Equality Impact Assessment has been undertaken in relation to the Risk Management
Policy. There are no additional equality implications associated with this report.

5.13 Service Delivery

5.13.1 | There is no direct implication to Service Delivery arising from this report.

6 Core Brief

6.1 Not applicable

7 Appendices/Further Reading

7.1 Appendix 1 — Audit and Risk Assurance Committee Risk Report — January 2022

Prepared by: David Johnston, Risk and Audit Manager

Sponsored by: | John Thomson, Acting Director of Finance and Procurement

Presented by: | John Thomson, Acting Director of Finance and Procurement

Links to Strategy and Corporate Values

The Risk Management Framework forms part of the Services Governance arrangements and links

back to Outcome 4 of the 2019-22 Strategic Plan, specifically Objective 4.2

o Qutcome 4: We are fully accountable and maximise our public value by delivering a high quality,

sustainable fire and rescue service for Scotland.
e Objectives 4.2: We will minimise the risks we face through effective business management and
high levels of compliance with all our responsibilities.
Governance Route for Report Meeting Date ~epert Clesel ey
Comments
Audit and Risk Assurance Committee 20 January 2022 For Scrutiny
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APPENDIX 1

SCOTTISH

Working together for a safer Scotland

Audit & Risk Assurance Committee
Risk Report

January 2022 - Quarter 3 Update

Contents:
e Strategic Risk Summary — Appendix 1a
e Aligned Directorate Risk Summary — Appendix 1b
e Directorate Risk Control summary — Appendix 1c
e Directorate Closed Control Summary — Appendix 1d
e Directorate Closed Risk Summary — Appendix 1e (Nil Return)
e Directorate Risk Rating Change Summary — Appendix 1f
e New Directorate Risks — Appendix 1g (Nil Return)
e New Directorate Control Summary — Appendix 1h
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Strategic Risk Summary

Strategic

Appendix 1a

Risk Description SLT Risk Owner

1 Ability to improve the safety and wgll—belng of people throughout Director of Service Delivery

Scotland through the delivery of our services
ili f fire al ignal . .
» Ability to reduce the r\umber o unyvanted |re.a arm signals and Director of Service Delivery 15
associated occupational road risk
- velv with " . .
3 Ability to collaborate effectllve % V\{It partners and communities, to Deputy Chief Officer 12
enhance service delivery and best value
s . Director of Strategic Planning, Performance and
4 Ability to ensure legal and regulatory compliance ! & . ! g 12
Communications
.. . . . . . Director of People & Organisational
Ability to have in place a suitably skilled, trained and motivated ! P ganisatl
> workforce that is well supported both physically and mentall Development &
pP POy ¥ ¥ Director of Training, Safety and Assurance
Ability to have in operational use the necessary assets, equipment,
li i le th h i f th . .
6 su.pp .|es and serwcgs to gnab e the smootc running .o the . Acting Director of Asset Management
organisation, that exploit available technologies and deliver public
value
o . high i inabl . thin th .
2 Ability to deliver a hig qu§ ity, sustainable service within the Acting Director of Finance and Procurement 12
funding envelope
8 Ability to anthpate apd adaptc to a changing environment through Director of Service Development 12
innovation and improved performance
While Covid-19 remains a threat to health, the ability of SFRS to
9 protect staff, partners and the public while meeting service Deputy Chief Officer
delivery demands
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Aligned Directorate Risk Summary

Strategic Risk Directorate | Risk Name Summary
Risk

Appendix 1b

Strategic Risk Owner Committee Executive

Risk ID

Improve Safety
and Wellbeing of
Communities

SD010

Compliance Fire
Act (Scotland)
Part 3

There is a risk the SFRS is unable to effectively
enforce fire safety legislation in compliance with
part 3 of the Fire (Scotland) Act 2005 in relevant

premises. This could be because of the lack of

sufficient, suitably trained SFRS fire safety
enforcement staff locally and nationally.

Head of
Prevention and
Protection

Improve Safety
and Wellbeing of
Communities

SD012

Community
Safety and
Resilience

There is a risk that the SFRS cannot successfully
engage with partners, communities and other
stakeholders leading to the SFRS being unable to
focus on the impact of unintentional harm within
our communities. This would be due to
inadequate internal resources, capacity and
competency leading to a breakdown in
partnership relationships. This would diminish
SFRS's ability to effectively work with partners to
provide targeted interventions, ensuring those
most at risk across Scotland’s communities
receive fire and wider home safety advice. This
could result in negative outcomes for
communities, additional levels of scrutiny and
reputational damage.

Head of
Prevention and
Protection

Improve Safety
and Wellbeing of
Communities

SD004

Standardisation
of Service
Delivery

There is a risk of failing to maintain a standard
suite of Policies because of the volume of Policies
and the consultation timeframe. This would
result in having an inconsistent approach to
service response and could lead to possible
operational failures resulting in a death of serious
injury to staff or members of our local
communities.

Head of
Operations

SDC SMB
ARAC SMB
12
SDC SMB
(3x4)
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Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

Committee

147

Executive
Board

Risk ID

Improve Safety
and Wellbeing of
Communities

Risk

SD0O11

Reserved Matters

There is a risk of a failure to appropriately service
'Reserved' matters that are not devolved to
Scottish Government. In particular, delay in

delivering a SFRS MTA Strategy could increase the

risk to all operational personnel and our
communities, which could lead to negative public
scrutiny, judicial review and/or damage to
reputation. There is a particular focus on the risk
of MTA incidents at present, given recent local
and international developments.

Head of Service
Delivery

12

(3x4)

SDC

SMB

Improve Safety
and Wellbeing of
Communities

SDD002

Evidence Based
Decision Making

There is a risk that the Directorate is unable to
ensure access to high quality usable data to
inform organisational decision making relative to
Service Development due to data protection,
cost, resources or capability. This could result in
failure to achieve objectives in terms of
continuous improvement, best value positive
change.

Head of Service
Development

12

(3x4)

Ccc

SMB

Reduction of
UFAS

SD007

Reduction of
Unwanted Fire
Alarms

There is a risk that the SFRS is unable through
partnership working and policy development to
reduce the volume of unwanted fire alarm
signals. This would be due to agreed processes
and initiatives not being executed or introduced
nationally/locally. The result would be an
increased or excessive operational demand on
the SFRS, an increase of blue light journeys and
consequential risk.

Head of
Prevention and
Protection

15

(5x3)

SDC

SMB

Collaborate with
Partners

SPPC006

Consultation and
Engagement

There is a risk that the services consultation and
engagement processes do not adequately
capture stakeholder feedback because of a lack
of consistency across the organisation resulting in
a loss of workforce, stakeholder and public
confidence.

Head of
Communication
and Engagement

12

(3x4)

ARAC

GGB
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Strategic Risk

Directorate
Risk

Risk Name
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Summary

Risk Owner

{5

Committee

148

Executive

Rating

Board

There is a risk that the services reputation is
. adversely affected due to ineffective Head of 12
3 CoII12?:22$SW|th SPPCO007 Perti(':cgfii)is management of communications resulting in a Communication ARAC GGB
P loss of workforce, stakeholder and public and Engagement (3x4)
confidence.
There is a risk that the Service fails to meet its
duties to participate in Community Planning and Head of
Collaborate with Partnershi demonstrate strong collaboration and Governance 12
3 SPPC013 . P partnership working due to a lack of coordination ! ARAC GGB
Partners Working ) . S . Strategy and
and information resulting in missed opportunities Performance (3x4)
and in a loss of workforce, stakeholder and public
confidence.
There is the risk that the services is unable to
demonstrate corporate social responsibility and
L . Head of
. . sustainability due to a lack of a coordinated 8
Collaborate with Corporate Social L . Governance,
3 Partners SPPC008 Responsibilit approach resulting in uncoordinated Strateey and ARAC GGB
P ¥ development and loss of workforce, stakeholder &Y (2x4)
. . Performance
and public confidence.
There is a risk that the service fails to comply with
Legal and Information information governance legislation because of Head of 12
4 regulatory SPPC004 Governance non-compliance resulting in sanctions and loss of | Communication ARAC GGB
compliance Legislation stakeholder and public confidence and Engagement (3x4)
There is a risk of SFRS not fulfilling its health and
safety legislative requirements due to not
Legal and Health and Safet Im Crz\r::rl\e(:;:g T:r?sar':';?sa:::jlzlt:ffirlf :P?Ze:;lfet Head of Health 9
4 regulatory TSA005 N Y P plans. o i and Safety and PC NSAB
. Legislation of our staff and communities, external scrutiny
compliance S e Assurance (3x3)
resulting in criminal or civil litigation and adverse
publicity.
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Risk ID

Strategic Risk

Legal and
regulatory
compliance

Directorate

Risk

SPPC003

Risk Name

Statutory
Framework

OFFICIAL

Summary

There is a risk that the service does not govern
the organisation in compliance with statutory
frameworks including: - Fire (Scotland) Act 2005 -
Fire and Rescue Framework for Scotland 2016 -
Community Empowerment (Scotland) Act 2015
because of a lack of suitable controls resulting in
loss of stakeholder confidence.

Risk Owner

Head of
Governance,
Strategy and
Performance

Skilled, trained
and motivated
staff

PODO10

Project Support

The risk that POD teams are unable to timeously
support and input to wider SFRS projects and
change initiatives, meaning the people elements
of change management aren't widely considered,
resulting in reduced employee engagement and
successful implementation of the project/change.

Head of People
and
Organisational
Development

Risk
Rating

(2x4)

Skilled, trained
and motivated
staff

SD006

Statutory Duties

There is a risk that Service Delivery is unable to
maintain an effective level of capacity and
resource within the Directorate because of
challenges relating to the recruitment, promotion
and retention of staff. This could result in Service
Delivery not meeting its statutory duties under

- The Fire (Scotland) Act 2005,

- The Fire and Rescue Framework for Scotland
2016,

- The Fire (Additional Function) (Scotland) Order
2005,

- Regulation 11 of the Building (Procedure)
(Scotland) Act 2004

Director of
Service Delivery

Skilled, trained
and motivated
staff

TSA001

Training
Resources

There is a risk of there being insufficient staff
capacity and resources available to meet Service
demand due to the high levels of training
demand and the impact on delivery from Covid-
19 pandemic control measures or the impacts of

Head of Training
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Strategic

Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

{5

Committee

150

Executive

Risk ID Risk Rating Board
EU Exit. This could result in political /reputational
or financial risk to the Function, Directorate and
Service, adverse scrutiny whether internal or
external, reduced delivery of our critical skills
training programme to accommodate other
training needs and adversely impact upon the
development pathway for staff.
Risk the Health and Wellbeing Team are
restricted in the way they can undertake
. . . . . Head of People
Skilled, trained Medical recruitment medicals and fithess assessments and 15
5 and motivated PODO008 . meaning the existing backlog of routine medicals L PC PB
Restrictions . . Organisational
staff and fitness assessments is not addressed and (3x5)
. - . Development
results in reduced availability and increased
health risks to operational staff.
Reputational and financial risk aligned to volume
. . . . ) Head of People
Skilled, trained Emplovment of employment tribunal claims and potential and 15
5 and motivated PODO009 p 4 penalties aligned to equality and diversity L PC PB
Tribunals S L . . Organisational
staff implications cited in claims, resulting in SFRS (3x5)
. Development
having a poor employer brand.
Risk of delay to pay and competence awards due
H f Peopl
Skilled, trained to ineffective WTFF Development Programme ead :ndeop € 15
5 and motivated PODO11 Pay Awards Policy and process implementation leading to Oreanisational PC PB
staff employee discontent and resulting in employee 8 (3x5)
. Development
grievances.
There is a risk that FCS doesn't have sufficient
skilled, trained N c§paC|ty 'to undgrtake required worklo§d due to I?lrector of 12
. Sufficient increasing Covid-19 and other commitments. Finance and
5 and motivated FCS001 . . . . PC PB
Capacity This can result in reduced capacity to manage Contractual
staff . o . (3x4)
business as usual activities and other Services
requirements placed upon the Directorate.
Skilled, trained The risk of being unable to support recruitment Head of Peonle 12
5 and motivated PODO004 Staff Recruitment of staff across the SFRS, in a timely manner and and P PC PB
staff aligned with workforce planning requirements (3x4)
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Strategic

Risk ID

Strategic Risk

Directorate
Risk

Risk Name

OFFICIAL

Summary

Risk Owner

Committee

151

Executive

Board

and 2021 approved Business Cases due to Organisational
prolonged recruitment processes or Development
delayed/unplanned recruitment scheduling
resulting in a rise in vacant posts and an inability
of SFRS to deliver core services.
Skilled, trained The risk that the physical and mental wellbeing of Head of People 12
5 and motivated PODO006 Staff Wellbeing POD staff is affected as a result of the challenges a.nd . PC PB
. Organisational
staff presented by the pandemic. (3x4)
Development
There is a risk should SFRS continue to adopt an
ad-hoc approach to continuous improvement
Skilled, trained Continuous that we will be unable to introduce and embed a 9
5 and motivated SDD008 Improvement systematic approach, framework and culture Head of Portfolio SMB SMB
staff Culture organisation wide that would enable a (3x3)
measurable and sustainable way to implementing
improvements and delivering value
There is a risk of there being insufficient staff
capacity and resources available to meet Service
demand with regard improvement plans and
Skilled, trained Staff/Resources HSMS due to the significant impact of COVID -19 Head of Health 9
5 and motivated TSA007 Impact of COVID- workstreams on HS staff. This could result in and Safety and PC NSAB
staff 19 criminal /civil litigation and associated financial Assurance (3x3)
and reputational costs adverse scrutiny whether
internal or external, impact on the well-being of
staff.
The risk of not developing and providing
' ' wellbeing suppgrt to all SFRS emPonees, (both Head of People
Skilled, trained Employee mental and physical health) resulting from a lack and 6
5 and motivated PODO005 . of resources, planning and co-ordination of - PC PB
Wellbeing . L . . Organisational
staff wellbeing activity and support which results in (2x3)
. Development
higher levels of employee absence and lower
levels of engagement.
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Strategic

Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

Committee

152

Executive

Risk ID

Risk

There is a risk of failure to mobilise to an incident

Board

Adequate Command and due to a technical failure of the existing
6 operational $D001 Control mobilising systems. As a result, we would be Head of
assets, Mobilising failing to meet our statutory duty and also Operations
equipment etc. Systems potentially bring reputational damage to the
Service.
There is a risk of SFRS operational availability
Adequate . sy§tgms reachlng enq of life and failing an.d the
operational Operational existing supplier ceasing to support or maintain Head of
6 P SD003 Availability legacy systems. This would impact SFRS ability to .
assets, . - o Operations
. Systems effectively mobilise. It would also cause reliability
equipment etc. . . . .
issues and licence issues in some LSO areas of
SFRS.
There is a risk that we will be unable to maintain
Adequate adequate levels of Cyber Security to avoid any
operational . breach due to lack of resources/ skills or
6 perat SDD007 | Cyber Security h aue urces/ sk Head of ICT
assets, appropriate policy and process being in place.
equipment etc. This could result in failure of access to or stability
of systems affecting SFRS activity.
There is a risk that the significant supply chain
shortages will be experienced in relation to the
suppy of commodities for construction, fleet and
Adequate . . .
operational Subbly Chain ICT equipment because of a lack of global Acting Director of
6 P FCS012 PRl manufacturing capacity as a result of Covid-19. Asset
assets, Shortages . . . o
equioment etc This will result in delay to projects specified Management
quip ) within the capital programme and potential
increases in both capital and revenue costs as
demand outstrips supply.
Adequate There is a risk that frontline assets in operational | Acting Director of
6 operational £CS004 Assets use will not be suitably maintained due to Asset
assets, Operational damage, loss or ineffective asset investment. Management

equipment etc.

Any impact in this area will lead to reduce service

SDC AMLB
SDC AMLB
ARAC DB

SDC AMLB
SDC AMLB

9|Page




Strategic

Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

Committee

153

Executive

Risk ID

Risk

availability and a reduction in the health, safety
and wellbeing of staff.

Board

The risk of being unable to plan, resource, deliver
and implement programme for replacement of a

Adequate number of People, Training, Finance and Asset Head of People 12
6 operational POD002 Replacement and systems that could result from not having a and e PB
assets, Programme programme team in place and other resources Organisational (3 x4)
equipment etc. released to support the programme leading to Development
the systems not supporting SFRS achieve
organisational objectives.
There is risk that the service fails to ensure
oAif:tl:ciE; Information erfo(;IrL;aa| :Zeorfrg\it: ':r:aelr\:: iis;;fsgfr: Ziii(c:)sna;:ca use GoI:I/(Z?:acr)mfce 12
6 P SPPCO05 Performance | P 138 ; . / ARAC GGB
assets, of a lack of capacity or through inaccessible data Strategy and
. Management o o ) (3x4)
equipment etc. within systems resulting in a lack of evidence Performance
supported decision making and planning.
Adequate There is a risk that the service has inadequate Head of 12
6 operational SPPCO12 Orgamsajuonal organlsatlo.n security because of a .Iaclf of.up to Governance, ARAC GGB
assets, Security date security arrangements resulting in risk to Strategy and (3x4)
equipment etc. staff and the public Performance
There is a risk that the Services ability to acquire
Adequate and deploy assets fails to meet service requires . .
o er:tl:onal due toFi)nlefﬁcient Irioritised asse;“ifwesfln:lent Acting Director of 9
6 P FCS003 Asset Acquisition . P . . Asset SDC AMLB
assets, and a lack of project management capacity. This Management (3x3)
equipment etc. will lead to delays in the acquisition of assets and g
an impact upon front line service provision.
There is a risk that effective asset management
s pet | Derng ottt e f vl | cing et |
6 P FCS002 Management prtatiny : oA Asset ARAC AMLB
assets, . our covid-19 response. This could resultin a
Planning Management (3x3)

equipment etc.

failure to ensure compliance with regulatory
requirements and minimise the benefits that
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Strategic
Risk ID

Strategic Risk

Directorate
Risk

Risk Name

OFFICIAL

Summary

could be gained through the introduction of new
technologies.

Risk Owner

Financial
Sustainability

FCS005

Core Funding

There is a risk that the Service may be unable to
secure levels of funding required to achieve its
strategic objectives. Additional pressure has
been placed upon government finances causing
uncertainty over future funding settlements.
This could result in delays to agreed and future
projects requiring a resetting of the Services
objectives.

Head of Finance

and Procurement

Risk
Rating

Committee

154

Executive

Board

ARAC

GGB

Financial
Sustainability

SDDO05

Additional
Funding

There is a risk that Scottish Government funding
for ESMCP will not be forthcoming resulting in
the service being unable to resource the ESN
implementation project and deliver this key area
of change within the required timescales.

Head of ICT

15

(3x5)

ARAC

DB

Financial
Sustainability

FCS011

Fraud Detection

There is a risk to the Service where incidents of
fraud are undetected. This may be due to an
unwillingness or a lack of awareness by
individuals to follow policy and guidance on fraud
prevention. Issues of fraud can impact the
reputation of the Service, cause increased
internal and external scrutiny and may have an
impact upon financial reporting arrangements.

Head of Finance
& Procurement

12

(3x4)

ARAC

GGB

Financial
Sustainability

FCS010

Service Delivery
Objectives

There is a risk where financial performance
reporting is not aligned with Service Delivery
requirements because of poor internal
engagement or adequate capacity to prepare and
support business case development. The impact
of this may relate to lost investment opportunity
or being unable to demonstrate aligned
governance arrangements.

Head of Finance
& Procurement

(3x3)

ARAC

GGB
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Strategic

Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

Committee

155

Executive

Risk ID

Financial
Sustainability

Risk

SDD004

Organisational
Culture

There is a risk that the Directorates ability to
promote, enhance and mainstream an
organisational culture of continual development
and improvement is impacted due to a lack of
resources, skills or knowledge contributing to an
inability to influence culture and promote
development and positive change.

Head of Portfolio

(2x4)

cc

Board

SMB

Financial
Sustainability

FCS006

Financial Planning
and Controls

There is a risk that the Service will be unable to
demonstrate effective planning and control of
financial resources due to issues of capacity and
increased demands being placed upon Sections.
Whilst the risk is being managed we could
experience criticism and increased scrutiny from
auditing bodies.

Head of Finance
and Procurement

(2x4)

ARAC

GGB

Financial
Sustainability

SDD006

Network
Replacement

There is a risk that we fail to engage with
appropriate bodies and partners to manage the
replacement of Firelink with ESN due to higher

priority commitments. This could impact the
resilience of the Firelink network until the
replacement ESN network is available.

Head of ICT

Improve
performance

SDD001

Resources and
Capacity

There is a risk that the Directorate is unable to
deliver against stated ambitions and
requirements. This could be due in part to
limited resource and available capacity at a time
where the Directorate is still developing and
maturing and responding to other concurrent
events. Consequences could include lack of
clarity and direction for Directorate members.
Inability to identify resource requirements,
unable to work effectively and efficiently as a
Directorate and support wider Service
Development.

Head of Portfolio
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Strategic

Strategic Risk

Directorate

Risk Name

OFFICIAL

Summary

Risk Owner

{5

Committee

156

Executive

Risk ID

Improve
performance

Risk

TSA008

Training
Resources

There is a risk of there being insufficient facilities
available to deliver training to staff due to the
impact of the enactment of Section 19 Road
Safety Act. This could result in the failure to
utilise a local delivery model at point of need,
increased pressure on centralised delivery,
reputational and financial risk to the Function,
Directorate and Service.

Head of Training

Improve
performance

SPPC002

Communicate
with Stakeholders

There is a risk that communication and
engagement plans are not in place to support
consultation processes because of a lack planning
or consistency of approach resulting in
unsupported and poorly defined strategy and
change activity

Head of
Communication
and Engagement

Rating

15

(3x5)

PC

Board

PB

cc

GGB

Improve
performance

TSA003

Lessons Learnt

There is a risk of SFRS not learning lessons from
experience, notable practice, innovation,
investigations and case law because of not
sharing lessons in a manner which encourages
communication, engagement and securing
ownership by risk owners. This could affect the
safety of our staff and communities, resulting in
adverse impact on reputation and external
scrutiny

Head of Health
and Safety and
Assurance

12

(3x4)

PC

NSAB

Improve
performance

FCS008

Environmental
Management

There is a risk that the Service will be unable to
achieve environmental and carbon reduction
commitments due to limited investment or
anticipated saving targets not being achieved
through current projects. This can lead to lost
saving opportunities, potential fines if required
targets are not met and possibly negative media
coverage.

Acting Director of
Asset
Management

(3x3)

SDC

ECMB
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OFFICIAL
{5 Committee Executive

Risk Owner
Board

Directorate | Risk Name Summary
Rating

Strategic Strategic Risk
Risk ID Risk

There is a risk of the service not providing Head of

accurate performance management information Governance 8

! SDC GGB

Imorove Service
P SPPC001 Performance
performance
Management

because of inaccurate data or inadequate
o . . . Strategy and
systems resulting in loss of confidence in service (2x4)
Performance
performance.
There is a risk of there being insufficient staff
capacity and resources available to deliver
training to staff due to the ability for our facilities
to accommodate the previous numbers of
students due to the need to observe social
distancing protocols. This could result in the
failure to deliver on the Training Needs Analysis
(TNA), political /reputational or financial risk to
the Function, Directorate and Service, adverse
scrutiny whether internal or external, reduced
delivery of our critical skills training programme
to accommodate other training needs and the

Head of Training PC PB

Protect Staff -
9 Covid-19 TSA002 Staff Training

development pathway for staff.
There is a risk that planned Directorate activities

and objectives may be impacted during our 12
response to Covid-19 and the recovery phase. Head of Service sDC SMB

Protect Staff
DD id-1
9 Covid-19 SDD003 Covid-13 Consequences could include the inability to Development (3x4)
achieve potential efficiency savings and continue
the modernisation of the Service.

14| Page



OFFICIAL

Directorate Risk Control Summary

158

Appendix 1c

Strategic | Risk ID Risk Status Control Comments Risk Target Committee | Executive
Rating Rating
Additional staff
resources have been
secured for CSE. These
include 15 Community
fety A
Undertake a strategic Safety Advocates and a
. . Deputy Head of P&P
review of prevention . .
. (Prevention Portfolio).
and protection Cathy Barlow, o
. CSE activities have
. structures and National
Community delivery to ensure Communit Amber resumed (post-
1 SD012 | Safety and yroen Y1 31/03/2022 lockdown) which has 9 ARAC SMB
L they remain Safety -70% s
Resilience . strengthened our ability
sustainable, support Engagement .
. . to engage and train local
partnership working Manager .
- partners. A Partnership
and meet legislative L .
requirements Review is being
g ) undertaken by AC Pryde
which will identify good
practice and any areas
which SFRS can
strengthen.
Incorporate Initial engagement with
. P . Cathy Barlow, SDMP undertaken and
Community Risk Index . o .
. . . National awaiting completion of
Community into CSE planning Communit Amber | CRIM for incorporation
1 SD012 Safety and (Dependant on ¥ 31/03/2022 - pore 9 ARAC SMB
. . . Safety -10% within CSE planning.
Resilience Service Delivery
Engagement
Model Programme .
timescale) Manager (carried forward from
closed SD 8)
Community Undertake an internal Cathy Barlow, Amber Review of training
1 SD012 Safety and review of CSE training National 31/03/2022 _ 5% materials and resources 16 9 ARAC SMB
Resilience resources and Community ° | owned / associated with
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OFFICIAL
Strategic | Risk ID Risk Action Description Owner Est Date Status Control Comments Risk Target Committee | Executive
Risk Rating Rating Board
develop an Safety CSE has been
implementation plan Engagement undertaken and a paper
to address Manager submitted to the P&P
competency issues FMT (23/11). Once
and ensure SFRS discussed by FMT an
legislative associated plan will be
responsibilities are formulated which will
achieved. require support from
other functions to
ensure accurate
recording and delivery
to relevant staff.
I ith
Development and Strategy.com.p ete.d‘W|t
. . key actions identified.
Protect SFRS implementation of a Head of Green Document now
3 SPPC007 . Communications Communications | 31/03/2022 : 12 12 ARAC GGB
Reputation . -75% progressing through
Strategy Action Plan | and Engagement overnance aporoval
(Phase 1) g PP
process
Impl
mplement robust Sustainable
arrangements to Development
Corporate support the delivery Head of Green | Framework npow in draft
3 SPPC008 Social of the SFRS Corporate 31/03/2022 ' 8 6 ARAC GGB
- . -75% Document to be
Responsibility Sustainable Governance .
Development reported to GGB in
P December 2021.
Framework.
Regular monitoring
. and review of . This is a BAU activity but
Information | framework, managing Head of Green requires oneoin
4 SPPC004 | Governance FOI and other Communication | 31/03/2022 'q . & g 12 8 ARAC GGB
s . . -75% monitoring and review
Legislation information requests, | and Engagement o .
. to minimise/manage risk
to ensure ownership .
to Service. Managed
and awareness

16| Page



Strategic | Risk ID

Risk

Risk

Action Description

retained throughout
the Service.

Owner

OFFICIAL

Est Date

Status

Control Comments Risk Target

Rating Rating

through the Information
Governance Group.

160

Committee | Executive
Board

This action has been
delayed and moved into
2021/22. Action will be

progressed within the

Statutory Procurement process Head of Red - Procurement workplan
4 SPPC003 Framework for external legal Corporate 31/03/2022 0% for 21/22 with continued 8 8 ARAC GGB
support Governance .
engagement with
Finance & Procurement.
Majority of Corporate
Governance Framework
Review and improve Head of for 2021/22 will be
Statutory the SFRS Corporate Green produced in Q4.
4 SPPC003 Eramework Governance Corporate 31/03/2022 _50% Working draft 8 8 ARAC GGB
Governance
Framework. developed.
Multi-factor
authentication rolled out
across the Service with
additional work to be
Roll out of multi- Amber undertaken in relation to
6 SDDO007 | Cyber Security | factor authentication Head of ICT 31/03/2023 90% Control and Operational 12 ARAC DB
= 0

(Q3)

Crews. Procurement for
additional system
development to be
completed by end March
2022.
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Risk ID

Strategic

Action Description

OFFICIAL

Est Date

Status

Control Comments

Risk

Target

161

Committee

Executive

Risk Rating Rating Board
Procurement of parching
Procurement of Red - tools delayed until
6 SDD007 | Cyber Security | application patching Head of ICT 31/12/2022 59 2022/22 due to capacity 12 ARAC DB
tool ° and competing workplan
priorities.
Delivery milestones will
. be monitored
. Delivery of the
Information Business Intellicence Head of Green throughout the year,
6 SPPCO05 | Performance & Corporate 31/03/2022 aligned to Directorate 12 8 ARAC GGB
Strategy and relevant -75%
Management ; Governance workplan and PI
milestones .
workplan with updates
provided to GGB.
Development of Security
Plan will align to
Oreanisational Develop Head of Green recruitment of
6 SPPC012 g . Organisational Corporate 31/03/2022 additional staff and re- 12 8 ARAC GGB
Security . -25% .
Security Plan Governance establishment of
Organisational Security
Group.
Ongoing review of
technical specification
Work to progress . requirements for
. . interphase between
technical integration
. . . Techl and Tech-Forge
Asset of Information Acting Director Green with work now bein
6 FCS002 | Management Systems to enable of Asset 31/12/2022 ) g 9 9 ARAC AMLB
. - 80% aligned to the
Planning enhanced asset Management .
overarching People,
performance . .
reportin Training, Finance and
P g Asset System.
Tranman and Techl
interface complete.

18| Page




162

OFFICIAL
Strategic | Risk ID Action Description Owner Est Date Status Control Comments Target Committee | Executive
Risk Rating Board
Work to be The Fleet Strategy isin
progressed on a development with an
number of strategic anticipated completion
documents including date by the end of Q4.
an Estates Strategy, . . Property Asset
Asset Acting Director Management Plan and
Fleet Strategy and a Amber .
6 FCS002 | Management revised Property of Asset 31/03/2023 - 50% Equipment Strategy to 9 ARAC AMLB
Planning Asset Management Management be completed by the end
Plan which will be of March 2023. Both
based upon the strategies will align to
outcome of the SDMP SDMP which has been
report. delayed.
AM providing
background
information and Work progressing as
Asset professional adVi'CE to Acting Director required in collaboration
6 FCS002 | Management S?e'\g:rziat”; twh'; of Asset 31/03/2022 G;%‘;: with SDMP group with 9 ARAC AMLB
Planning SR Management required information
suitability and provided.
condition
assessments of
operational stations.
Progressing with gap
Provide Operations analysis of equipment
with technical advice across SFRS Fleet
Asset and expertise to Acting Director Green | Primary focus is now on
6 FCS002 | Management enable the of Asset 31/03/2022 | - 50% | the replacement of HRE 9 ARAC AMLB
Planning iz\ﬁlgzr:r:ito?]f: Management with PSE to de—risk the
Deployment Strategy Service fr'or'n hl.gh
pressure injection
injures
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OFFICIAL
Strategic | Risk ID Action Description Owner Est Date Status Control Comments Target Committee | Executive
Risk Rating Board
Asset Acting Director Deyelopment of Strate.gy
6 FCS002 | Management | Develop Stakeholder of Asset 31/03/2022 | ©reen | with regards to Fleetis 9 ARAC AMLB
. Engagement Strategy -20% being progressed.
Planning Management
£2.1M funding received
under green public-
sector estate
decarbonisation scheme.
\dentify additional Transport Scotland bid
to be resubmitted due
fund':i ZEE;?:n't'es Head of Finance Green to new governance
7 FCS005 | Core Funding environmental and and 31/03/2022 | - 5% arrangements around 8 ARAC GGB
) Procurement funding. Agreed funding
carbotr;rrge(ilgctlon requirement of £1M.
Further engagement
required with Transport
Scotland to develop a
medium-term plan
around future funding.
This is a three-year
Complete actions . Prpcurement Strajcegy
Fraud ssociated with Head of Finance Green with year one actions
7 FCSO011 Detection Procurement strategy and 31/03/2022 _60% identified for completion 12 9 ARAC GGB
relating to Fraud Procurement in current year. Progress
reporting undertaken.
Recruit additional Verification Officers
Fraud resources to Head of Finance Green recruited and plan being
7 FCS011 Detection undertake a review of and 31/03/2022 - 50% prepared to review 12 9 ARAC GGB
financial transactions, Procurement current governance
completed during arrangements.
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Strategic
Risk

Risk ID

Risk

Action Description

2020/21, providing
reassurance that
fraud risk is being

appropriately
managed.

Owner

OFFICIAL

Est Date

Status

Control Comments

A new Fraud post has

been advertised with

interview dates to be
planned.

164

Committee | Executive
Board

Target

Rating

Development of an
enhanced Business

Work underway
between F&P and
Portfolio Office in
creating a more robust
and efficient Business
Case / Case for Change
process in alignment

Service Case/Case for Change Decision Amber with Service / Strategic
7 FCS010 Delivery process aligned to Support 31/03/2022 59 objectives. This new 9 9 ARAC GGB
Objectives Service/Strategic Manager process will improve
Objectives engagement between all
functions within SFRS
and ensure funding
investments will be
aligned with Service
Delivery requirements.
This will continue
throughout 2021/22
Network Ongoing engagement Green until further information
7 SDD006 Replacement with Scottish Head of ICT 31/03/2022 - 75% is received from SG. 8 4 ARAC DB
Government Continued partner
engagement continues.
Financial Scrutiny of exFeptions ' Reviews of Cov'id 19
7 FCS006 | Planning and adopted durlng the Head of Finance 31/03/2022 Green purchases using 3 8 ARAC GGB
Controls global pandemic to & Procurement -55% emergency procedure,
Purchase card

ensure financial
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Strategic

Risk

Risk ID

Action Description

controls are
maintained

Owner

OFFICIAL

Est Date

Status

Control Comments

transactions, Petty cash,
Accounts payable
process, stock
procedures and
reconciliations, Expenses
and overtime claims are
underway.

Target
Rating

165

Committee | Executive

Board

Works associated with a
supplier portal,
procurement
improvements and
revision to Technology

Financial Improve finance Head of Finance Amber one access all being
7 FCS006 | Planning and system capability & Procurement 31/03/2022 - 35% progressed but delayed 8 8 ARAC GGB
Controls after move to cloud ° | due to Covid 19 and staff
movements. However,
resilience measures are
in place with Technology
One consultants to
progress required work.
Further incremental
improvements continue
Financial and substantial roll out
| HR/P Il H f Fi A
7 FCS006 | Planningand | 'MProve HR/Payro ead of Finance | ) /3 707 | AMPEr of ESS has been 8 8 ARAC GGB
system capability & Procurement -45% o
Controls completed with final roll
out to all employees by
end of Q4.
Review and scrutinise This is an ong<?|ng
. . . . . annual task for Finance
Financial major projects for Head of Finance Green Business Partners to
7 FCS006 | Planningand | time, cost and quality and 31/03/2022 ) ) 8 8 ARAC GGB
. -65% review and provide
Controls as required by the Procurement

Strategic Change and

assurance to SMB
. Engagement ongoing
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Strategic

Risk

Risk ID

Risk

Action Description

Major Projects
Committee

Owner

OFFICIAL

Est Date

Status

Control Comments

with the Portfolio Office
to support enhancement
of processes.

Risk Target
Rating Rating

Committee | Executive

166

Board

FCS006

Financial
Planning and
Controls

Resource the
development of
business case for

PTFA from a financial
perspective

Head of Finance
and
Procurement

31/01/2022

Amber
-40%

Finance business partner
and client-side partner
Moores Insight have
been allocated to the
project and supporting
the development of the
wider business case.

ARAC

GGB
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Directorate Closed Control Summary

Appendix 1d

Risk ID Risk Name Risk Description Control Description | Control Owner  Control Comments Committee Executive
Board
FCS011 | Fraud Detection There is a risk to the Service Provision of a LCMS Head of Finance | The revised Anti-Fraud and ARAC GGB
where incidents of fraud are work package to and Corruption Policy is now in place and
undetected. This may be due to maintain awareness | Procurement a Fraud LCMS package developed to
an unwillingness or a lack of and ownership of raise awareness and ownership
awareness by individuals to Fraud Risk across the across the Service.
follow policy and guidance on organisation
fraud prevention. Issues of fraud
can impact the reputation of the
Service, cause increased internal
and external scrutiny and may
have an impact upon financial
reporting arrangements.
SDD007 | Cyber Security There is a risk that we will be Development and Head of ICT Cyber Security Awareness Campaign | ARAC DB
unable to maintain adequate implementation of launched November 2021 with
levels of Cyber Security to avoid cyber security progress monitoring reports to be
any breach due to lack of awareness campaign provided to the Digital Board.
resources/ skills or appropriate
policy and process being in place.
This could result in failure of
access to or stability of systems
affecting SFRS activity.
SPPC012 | Organisational There is a risk that the service has | Re-establish Head of Group re-established with meetings | ARAC GGB
Security inadequate organisation security | Organisational Corporate to be planned throughout 2021/22.
because of a lack of up to date Security Group Governance
security arrangements resulting
in risk to staff and the public
SPPCO013 | Partnership There is a risk that the Service Establish Partnership | Head of Group established with meetings ARAC GGB
Working fails to meet its duties to Oversight and Corporate planned during 2021/22.
participate in Community Governance

24| Page




168
OFFICIAL

Risk ID Risk Name Risk Description Control Description | Control Owner  Control Comments Committee Executive

Board
Planning and demonstrate strong | Governance start
collaboration and partnership and finish Group.
working due to a lack of
coordination and information
resulting in missed opportunities
and in a loss of workforce,
stakeholder and public
confidence.
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Directorate Closed Risk Summary Appendix 1e

Nil Return
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Directorate Risk Rating Change Summary Appendix 1f

Parent RiskID @ Parent Risk Risk Summary Risk Owner Change Reason Current Initial Risk = Committee | Executive
Risk ID Name Risk Rating | Rating Board

There is a risk that the Service
may be unable to secure levels
of funding required to achieve
its strategic objectives.
Additional pressure has been

The probability has
increased from 3to 4

Financial Core laced upon government Head of which represents 12
7 FCS005 e . .p P . g . Finance and current uncertainty ARAC GGB
Sustainability Funding finances causing uncertainty
. Procurement over future (3x4)
over future funding overnment fundin
settlements. This could result & &
arrangements.

in delays to agreed and future
projects requiring a resetting
of the Services objectives.
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New Directorate Risks Appendix 1g

Nil Return
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New Directorate Controls Summary Appendix 1h

Risk ID Risk Name Risk Description Control Description  Control Control Percentage Control Comments Committee | Executive
| .~ Owner Due Date Complete

There is a risk where
financial performance
reporting is not aligned Work underway between F&P
with Service Delivery and Portfolio Office in creating
requirements because of a more robust and efficient
poor internal Development of an Business Case / Case for
engagement or enhanced Business Change process in alignment
Service Delivery adequate capacity to Case/Case for Decision with Service / Strategic
FCS010 Objectives prepare and support Change process Support | 31/03/2022 | Amber 5% objectives. This new process ARAC GGB
business case aligned to Manager will improve engagement
development. The Service/Strategic between all functions within
impact of this may relate Objectives SFRS and ensure funding
to lost investment investments will be aligned
opportunity or being with Service Delivery
unable to demonstrate requirements.
aligned governance
arrangements.
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Agenda Item 11
Report No: C/ARAC/06-22

HM Fire Service Inspectorate

Report to: SCOTTISH FIRE AND RESCUE SERVICE AUDIT AND RISK

Meeting Date: 20 January 2022

Report By: HM Fire Service Inspectorate (HMFSI)

ASSURANCE COMMITTEE

Subject: Update from HM Fire Service Inspectorate

3.1

PURPOSE

To provide the Audit and Risk Assurance Committee (ARAC) with an update on
HMFSI’s recent and ongoing activities.

RECOMMENDATIONS
That the Committee notes the update from HMFSI.

Local Area Inspections (LAI): Work Update

As highlighted in our report to the Committee in October last year, we advised of the
publication of the report on Midlothian in May 2021.

At the time of our previous report to Committee we had been concluding the
outstanding inspection work for Argyll & Bute and were preparing the report. We
advised ARAC of slippage in the publication of the report, this finally took place on
24 December 2021.

As also advised to ARAC at the October meeting we had commenced the early
stages of an inspection of Angus. Good progress has been made on the
inspection, however, with the resurgence of the pandemic in November a limited
amount of fieldwork remains outstanding which will be concluded as soon as
possible. The majority of fire stations have received a visit. We still anticipate
reporting on our findings before the end of the financial year in March 2022.

ARAC/Report/HMFSIUpdateReport Page 1 of 3 Version 1.0 24/12/2021
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4. Thematic Inspection Work

4.1  UN Climate Change Conference — COP26

As the Committee is aware HMFSI has carried out an inspection of the Scottish Fire
and Rescue Service’s (SFRS) plans and preparedness for the COP26 Climate
Change Conference. The purpose of our inspection was to assess the
effectiveness of the SFRS’s planning for the event. Our particular areas of interest
included:

the SFRS' risk assessments for the conference

planning arrangements, including those involving multi-agency partners, and
planning assumptions, including business as usual (BAU) arrangements
additional capacity requirements and how these will be met

contingency planning for a major incident in connection with the conference
incident command capacity and effective support of all venues

fire safety enforcement activity relative to the event

training and exercising arrangements, to include multi-agency partners

the SFRS' communications and briefing strategy.

Our overall impression was that SFRS staff had engaged appropriately with
partners, the other emergency management agencies and conference organisers
and had undertaken a suitable level of response planning for the event as a result.
The report differed from most of our other thematic reports because it contained no
new recommendations for the SFRS. The rationale behind that decision was partly
driven by compressed timescales. Where during the inspection it was felt necessary
to raise an issue with the Service, this was done at the time. The final report was
published on 12 October 2021.

4.1.2 Firefighting in High Rise Buildings

The purpose of carrying out this inspection is to review how the Service prepares
for, and carries out firefighting, in high rise buildings. In line with building standards,
we are using 18 metres as the threshold for the definition of a high rise. While the
main thrust of our inspection will be high rise domestic buildings due to the life risk,
we will also examine high rise commercial buildings.

Inspectors have been undertaking a desk-top review of documents supplied by the
Service and have conducted fieldwork in Aberdeen, Edinburgh, Renfrewshire,
Inverclyde, and Dundee. This included interviews with SFRS personnel and
accompanying crews on site visits. We also observed a multi-appliance training
exercise in an empty high-rise block in North Ayrshire.

The fieldwork is expected to conclude in February 2022, however, this may be

affected by the latest response to the pandemic. The report is anticipated to be laid
in the Scottish Parliament in May 2022.
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4.1.3 Health & Safety — An Operational Focus

The purpose of this inspection was to assess the effectiveness and efficiency of the
Service’s Health, Safety and Welfare practices with an operational focus. In
particular to review the organisational culture in relation to Health, Safety and
Welfare. We set out to consider whether Health and Safety is centred on firefighter
safety and assure ourselves that operational staff understand, and can
demonstrate, how health and safety is being applied in the SFRS.

A desk-top analysis of Service provided documentation has taken place as well as a
number of visits to SFRS premises and interviews with personnel. This will enable
us to consider how the Service is using national learning, data and other information
to reduce risk and improve the overall safety and welfare of its staff. HMFSI has
looked at the governance and management, policy and planning, training and
recording arrangements relative to Health and Safety.

The final fieldwork was concluded in late December. Following consultation, the
laying in the Scottish Parliament of the final report is anticipated before the end of
the financial year 20/21.

HMFSI

Date: 24/12/2021
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SCOTTISH FIRE AND RESCUE SERVICE £ SCOTTISH

Warking together for a safer S

Audit and Risk Assurance Committee

Report No: C/ARAC/07-22
Agenda ltem: 12

Report to: AUDIT AND RISK ASSURANCE COMMITTEE
Meeting Date: | 20 JANUARY 2022
Report Title: QUARTERLY UPDATE OF GIFTS, HOSPITALITY AND INTERESTS
P ' | REGISTER

Board/Committee Meetings ONLY

For Reports to be held in Private
Report _ Specify rationale below referring to
Classification: | T°" Information Only Board Standing Order 9

A B |l C | D E E G

1 Purpose

11 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC)
with the 2021/22 Quarter 3 (Q3) update on the Gifts, Hospitality and Interests Register.

2 Background

2.1 The Scottish Fire and Rescue Service (SFRS) Gifts, Hospitality and Interests policy
establishes a formal and consistent approach in relation to the offer, refusal and
acceptance of gifts and hospitality and ensures that conflicts of interest are identified and
avoided where possible.

2.2 The policy reflects the general underlying principle that SFRS will operate in an open and
transparent manner and aims to ensure that the conduct of all staff is impartial, honest and
beyond reproach at all times, ensuring that SFRS suffers no reputational damage

2.3 As part of the policy the Director of Finance and Contractual Services will publish a register
of Gifts, Hospitality and Interests with a value in excess of £50 submitting a report on a
guarterly basis to the Audit and Risk Assurance Committee (ARAC) and Corporate
Assurance Board (CAB) for noting. The Risk and Audit Section will be responsible for
managing any relevant information.

3 Main Report/Detail

3.1 The Gifts, Hospitality and Interests register for Q3 identifies 3 entries, with further
information identified within Appendix A to this report.

3.2 A separate gift declaration, under the £50 threshold, was made in relation to a monetary
donation, with the money donated to the Fire Fighters Charity.

3.3 Awareness and ownership in relation to the accepting and declaring of any gifts, hospitality
and interests is undertaken through articles within iHub, SFRS News and directly through
management meetings.

34 The register is also informed and updated through the National Fraud Initiative (NFI),
where potential matches are identified. For example, where an individual is employed by
SFRS but may also have an interest in a company providing goods or services to SFRS.

ARAC/Report/QuarterlyGHIReport Page 1 of 4 Version 1.0: 07/01/2022
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3.5

3.5.1

3.5.2

3.5.3

3.6

Following the publication of the new GHI policy the opportunity to raise awareness and
ownership of responsibilities will be progressed and these additional areas of assurance,
together with existing monitoring, are identified below.

Existing Reporting Arrangements:

¢ Individual Registers of Interest for Board Members and the Strategic Leadership Team
held within the SFRS website.

o Quarterly reporting to ARAC and the Good Governance Board in respect of
declarations made to the Compliance Team

o Interests declared as part of Procurement User Intelligence Groups (UIG’s).

Additional controls to be progressed:

e Toraise awareness of the policy and requirements for declarations a Learning Content
Management System (LCMS) awareness package will be created. Following
discussion with colleagues the package will be developed and piloted within a number
of operational stations to allow feedback to inform its development.

o Discussion with Communication and Engagement to identify additional methods of
raising awareness and ownership of the policy through articles or other means.

¢ In discussion with the Procurement Manager UIG interests to be incorporated within
the quarterly GHI register. Discussions to be held to ensure that any publication would
not adversely impact the procurement process.

Identification of GHI’s reported by other UK Fire Services:

¢ Information has been sourced from other UK Fire Service websites in relation to Gifts,
Hospitality and Interests to use as a benchmark in measuring SFRS reporting
performance. Information collected is currently being reviewed but identifies a range
in terms of the areas reported and the number of reports.

Whilst the Risk and Audit Section will continue to report and raise awareness and
ownership in relation to Gifts, Hospitality and Interests, it is anticipated that declarations
will continue to remain low, as a result of Covid-19.

Recommendation

The report is provided to the Audit and Risk Assurance Committee for information
purposes.

Key Strategic Implications

5.1
5.1.1

Risk

The register forms part of the Services wider governance arrangements minimising the
risk of fraud and ensuring the Service can demonstrate that the conduct of staff is impartial,
honest and above reproach.

5.2
521

Financial
The current Policy is consistent with the guidance contained within the Scottish Public
Finance Manual.
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5.3 Environmental & Sustainability

5.3.1 | There are no specific environmental or sustainability issues.

5.4 Workforce

5.4.1 | All employed staff, including Board Members, of SFRS have a responsibility to declare
gifts, hospitality and interests in accordance with the policy requirements.

5.4.2 | All individuals directly involved in the procurement activity of SFRS, including those who
have significant advisory or technical input into the procurement decision making process
are precluded from accepting any gifts or hospitality and are required to formally declare
any interests as part of the User Intelligence Group (UIG) process.

5.4.3 | Employees who have a private business that trades with SFRS are required to declare
their interest in accordance with the Policy. Checks of this position are undertaken through
the National Fraud Initiative (NFI).

5.5 Health & Safety

5.5.1 | There are no specific health and safety issues identified.

5.6 Training

5.6.1 | The Finance and Contractual Services Directorate will continue to promote awareness of
the Gifts, Hospitality and Interests Policy and associated register and the requirement for
individuals to be aware of their obligations under the Policy.

5.7 Timing

5.7.1 | Areport will be submitted on a quarterly basis to ARAC and the Good Governance Board
detailing the declarations made on the Register of Gifts, Hospitality and Interests Register
as required by the Policy. The register is published on the SFRS website.

5.8 Performance

5.8.1 | There are no specific performance measures.

5.9 Communications & Engagement

5.9.1 | The policy continues to be promoted across the Service raising awareness and ownership
of the Gifts, Hospitality and Interests Policy.

5.10 Legal

5.10.1 | The Policy is consistent with the guidance contained within the Scottish Procurement
Policy Handbook as published by Scottish Government.

5.11 Information Governance

5.11.1 | A report will be submitted on a quarterly basis to ARAC and the CAB detailing the
declarations made on the Register of Gifts, Hospitality and Interests as required by the
Policy. The register is published on the SFRS website.

5.12 Equalities

5.12.1 | Gifts, Hospitality and Interests requirements in relation to Equalities are included within the
overarching Fraud EIA.

5.13 Service Delivery

5.13.1 | There are no specific Service Delivery issues.

6 Core Brief

6.1 Not applicable
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7 Appendices/Further Reading

7.1 Appendix A — Q3 SFRS Gifts, Hospitality and Interests Register

Prepared by:

Hazel Buttery, Compliance Officer

Sponsored by:

John Thomson, Director of Finance & Contractual Services

Presented by:

David Johnston, Risk and Audit Manager

Links to Strategy and Corporate Values

Strategic Plan 2019-22 — Outcome 4 — We are fully accountable and maximise our public value by
delivering a high quality, sustainable fire and rescue service for Scotland.

: Report Classification/
Governance Route for Report Meeting Date ST
Audit and Risk Assurance Committee 20 January 2022 For Information Only
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Employee Position

Details of
Gift / Hospitality (G/H) &
Interest

G/H or
Interest

Estimated Value

From
(Organisation offering)

Exceptional
Circumstances

Any other Organisation
involved

Accepted / declined
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Comments

21/04/2021

Andy Watt

Head of Function

Wife working with SFRS
insurers Zurich Municipal

Interest

Unknown

Zurich Municipal

N/A

Zurich Municipal

N/A

03/05/2021

Chris Casely

Retained

RDS member who is
owner/senior partner of
Vidacomm Services used for
antenna services

Interest

Unknown

Vidacomm Services

N/A

Vidacomm Services

N/A

Identified during the supplier creation
request process

22/06/2021

Val Roberts

Retained

Director of a company who
are contracted to SFRS for
machining work

Interest

Unknown

Daval Machining Services Ltd

N/A

Daval Machining Services Ltd

N/A

Identified within NFI exercise
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Agenda Item 14.1

STANDING ITEMS

FOR INFORMATION
ONLY

FOR SCRUTINY

FOR
RECOMMENDATION

FOR DECISION

30 March
2022

e Chair's Welcome

e Apologies For
Absence

e Consideration Of And
Decision On Any
Items To Be Taken In
Private

e Declaration of

Interests

e Minutes

e Action Log

e Internal Controls
Updates

- Strategic Risk Register
- Anti Fraud and
Whistleblowing
¢ Review of Actions
e Forward Planning:
Committee Forward
Plan and Items to be
considered at future
IGF, Board and
Strategy Days
e Date of Next Meeting

HMFSI Routine
Report

Internal Audit

Internal Audit

Progress Report

2021/22

Internal Audit - Annual

Assurance Statement

2021/22

Progress Update —

Internal Audit

Recommendations

Final reports:

- ICT and Data
Security Follow Up

- Workforce
Planning

- Environmental
Sustainability

Arrangements for
Preparing the AGS
2021/22

Independent Audit/
Inspection Action Plan

Internal Audit
e Draft Internal Audit
Plan 2022/23

External Audit
e External Audit — The
Audit Plan 2021/22

Review of the
Committee Terms of
Reference

Statement of
Assurance

Accounting Policies

+—Gifts-and-Hospitality— Update
Quarterly-YUpdate Not _ _ _
available - Period not e Whistleblowing Policy
complete ('I_'BC by George
HOT DEBRIEF Lindsay)
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STANDING ITEMS

FOR INFORMATION
ONLY

FOR SCRUTINY

FOR
RECOMMENDATION

FOR DECISION

28 JUNE
2022

ANNUAL PRIVATE MEETING WITH INTERNAL AUDIT

e Chair's Welcome

e Apologies

e Consideration of and
Decision on any ltems
to be taken in Private

e Declaration of
Interests

e Minutes of Previous
Meeting

e Action Log

e Internal Controls
Updates
- Strategic Risk
Register
- Anti Fraud and

Whistleblowing

¢ Gifts and Hospitality —
Quarterly Update

e Review of Actions

¢ Forward Planning:
Committee Forward
Plan and ltems to be
considered at future
IGF, Board and
Strategy Days

e Date of Next Meeting

HOT DEBRIEF

HMFSI Annual Update
Report

Internal Audit

¢ Internal Audit Progress
Report 2022/23

e Progress Update —
Internal Audit
Recommendations

External Audit

e External Audit — 2021/22
Audit Plan Progress
Report

¢ Independent Audit/
Inspection Action Plan
Update

e SFRS Annual
Governance Statement
2021/22

Committee Audit
Annual Report
2021/22 to the
Accountable Officer
and Board
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STANDING ITEMS

FOR INFORMATION
ONLY

FOR SCRUTINY

FOR
RECOMMENDATION

FOR DECISION

13
OCTOBER
2022

ANNUAL PRIVATE MEETING WITH EXTERNAL AUDIT

e Chair's Welcome

e Apologies

e Consideration of and
Decision on any ltems
to be taken in Private

e Declaration of
Interests

e Minutes of Previous
Meeting

e Action Log

e Internal Controls
Updates
- Strategic Risk
Register
- Anti Fraud and

Whistleblowing

¢ Gifts and Hospitality —
Quarterly Update

e Review of Actions

e Forward Planning:
Committee Forward
Plan and Items to be
considered at future
IGF, Board and
Strategy Days

e Date of Next Meeting

HOT DEBRIEF

HMFSI Quarterly
Report

Internal Audit

L 3

Internal Audit
Progress Report
2022/23

Progress Update —
Internal Audit
Recommendations
Final reports:

- Programme Office

Independent Audit/
Inspection Action
Plan Update

e SFRS Draft Annual
Report and Accounts
2021/22 (Private)

External Audit

e Private Session —
Annual Report to
Members and Auditor
General for Scotland
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STANDING ITEMS

FOR INFORMATION
ONLY

FOR SCRUTINY

FOR
RECOMMENDATION

FOR DECISION

19
JANUARY
2023

e Chair's Welcome

e Apologies

e Consideration of and
Decision on any ltems
to be taken in Private

e Declaration of
Interests

e Minutes of Previous
Meeting

e Action Log

e Internal Controls
Updates
- Strategic Risk
Register
- Anti Fraud and

Whistleblowing

¢ Gifts and Hospitality —
Quarterly Update

e Review of Actions

¢ Forward Planning:
Committee Forward
Plan and ltems to be
considered at future
IGF, Board and
Strategy Days

e Date of Next Meeting

HOT DEBRIEF

HMFSI Quarterly
Report

Internal Audit

¢ Internal Audit
Progress Report
2022/23

e Progress Update —
Internal Audit
Recommendations

External Audit

e External Audit —
2022/23 Audit Plan
Progress Report

¢ Independent Audit/
Inspection Action Plan
Update
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STANDING ITEMS

FOR INFORMATION
ONLY

FOR SCRUTINY

FOR
RECOMMENDATION

FOR DECISION

30 March
2022

e Chair's Welcome

e Apologies

e Consideration of and
Decision on any ltems
to be taken in Private

e Declaration of
Interests

e Minutes of Previous
Meeting

e Action Log

e Internal Controls
Updates
- Strategic Risk
Register
- Anti Fraud and

Whistleblowing

¢ Gifts and Hospitality —
Quarterly Update

e Review of Actions

¢ Forward Planning:
Committee Forward
Plan and ltems to be
considered at future
IGF, Board and
Strategy Days

e Date of Next Meeting

HOT DEBRIEF

HMFSI Quarterly
Report

Internal Audit

¢ Internal Audit
Progress Report
2022/23

¢ Internal Audit —
Annual Assurance
Statement 2022/23

e Progress Update —
Internal Audit
Recommendations

e Arrangements for
Preparing the AGS
2022/23

e Independent Audit/
Inspection Action Plan
Update

Internal Audit
e Draft Internal Audit
Plan 2023/24

External Audit
e External Audit — The
Audit Plan 2022/23

Review of the
Committee Terms of
Reference

Value Added
Statement

Accounting Policies
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